
Teachers Retirement Association 
Audit Committee Meeting 

Tuesday, March 19, 2019 - 9:30 a.m. 

1. Call to Order 

2. Approval of Minutes - 
a. p. 1-3 Minutes of meeting held November 13, 2018 [ACTION] 

3. Old Business 
a. p. 5-17 

4. New Business 
a. 
b. p. 19-21 
C. p. 23-31 
d. p. 33-67 
e. p. 39-70 
f. p. 71-77 
g. p. 79-82 
h. p. 83-86 

Audit Committee Charter/ Internal Audit Charter [INFORMATION] 

Security Update [INFORMATION] 
Risk Assessment Questionnaire Results [INFORMATION] 
FY2019 Annual Report [INFORMATION] 
Audits Issued Since November 2018 (INFORMATION] 
Compliance Reviews issued since November 2018 [INFORMATION] 
MMB Internal Controls Bulletins [INFORMATION] 
Tone at the Top (INFORMATION] 
Deloitte Board Effectiveness [INFORMATION] 

5. Public comments 

6. Date of next meeting: 
I Tuesday, June 11, 2019 (9:30 am) 

Future Audit Committee Meetings (9:30 am) 
TBD 

7. Adjourn 

Board members may participate by telephone. Members of the public wishing to address the board shall give notice (preferably in 
writing) to either the board president or executive director in advance of the meeting. The board provides members of the public with 
opportunities to address the board at the conclusion of the agenda. Members of the public should limit their comments to three (3) 
minutes and confine comments to matters under the board's jurisdiction and authority. Stakeholder groups wishing to speak to the 
board shall designate a spokesperson. The board reserves the right to determine what issues come before the board at any given time. 



IEXHIBIT 2~ 

MINNESOTA TEACHERS RETIREMENT ASSOCIATION 
TRA Audit Committee Meeting 

Minutes 
November 13, 2018 

Call to Order 

Marshall Thompson called the meeting to order at 9:37 a.m. Those attending in addition to 
Thompson were: 

Committee Members: Denise Anderson, Mary Broderick, Amy Jorgenson and Martha Lee Zins. 

TRA Staff: Carol Diedrich, Leslie Nagel, Ruth Krupa, Tim Maurer, Jay Stoffel, John Wicklund 
and Elizabeth Zuehlke. 

2.a. Approval of the Minutes 
The minutes from the August 8, 2018 meeting were sent to the members prior to the meeting. 

It was moved by Zins to approve the minutes from the August 8, 2018 TRA Audit 
Committee meeting. It was seconded by Broderick and passed by the committee 
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4.a. Audit Committee Charter/Internal Audit Charter Review and Update 
Nagel reviewed the Audit Committee Charter and the Internal Audit Charter noting the changes 
that have been made. 

A motion was made by Zins and seconded by Anderson that we recommend acceptance 
of the Audit Committee Charter and the Internal Audit Charter to the TRA Board as 
amended. The motion passed by the committee. 

4.b. FY2019 Internal Audit Annual Report 
Nagel reviewed the TRA Internal Audit Annual Report for FY2019 of the work performed to 
date. 

4.c. Audits Issued Since August 2018 
• Annual Base Salary FY2019- The primary business objectives of this audit are: 
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Minutes, TRA Audit Committee 

November 13, 2018 

- Annual Base Salary amounts were timely requested and received. 
- Annual Base Salary amounts were accurately uploaded into .NET for FY2019 service 
credit calculations. 

- Employers who did not provide timely or accurate Annual Base Salary information 
were contacted to provide the required information; and 

- Appropriate late submission delinquencies were assessed, billed, and collected. 

The audit conclusion is that management controls are operating effectively to achieve 
the business objectives as listed above. No significant issues were identified. 

• Member Refunds- The primary business objective of this audit are: 
- Refunds to members are made accurately, completely and timely. 
- Business system programming (.NET) reflects current statute, policies, practices and 
procedures and is thoroughly tested and updated as needed. 
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The audit conclusion is that management controls are operating effectively to achieve the 
business objectives as listed above. We did identify three issues. 

• Administrative Expenses -The primary business objective ofthis audit are: 
- The administrative expense process is accurate, complete, and timely. 
- The administrative expense process follows applicable guidance (state statute, policies, 
and procedures). 

- Controls exist to mitigate identified risks, including segregation of duties. 

The audit conclusion is that management controls are not operating effectively to achieve 
business objectives listed above. We did identify three significant issues. 

4.d. Compliance Reviews Issued Since August 2018 
Nagel reviewed the handout on TRA Compliance Reviews issued since August 2018. 

4.e. Fraud Awareness Week 
Krupa updated the committee on Fraud Awareness Week put on by the state of Minnesota. We 
will be sending out daily Fraud Fact emails to employees. We will also be holding training 
sessions for employees of the Retirement Systems of Minnesota building on the fraud triangle, 
fraud headlines in Minnesota, reporting and prevention techniques to use. Nagel noted that 
Krupa has done a great job of organizing this event for the employees in our building. 

4.f. MMB Internal Controls Bulletins 
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Minutes, TRA Audit Committee 

November 13, 2018 

Nagel noted that these Bulletins go out to state agencies on a monthly basis. We share these 
reports with our Management T earn and encourage them to share them with their staff. 

4.g. NACD Directorship Article 
Nagel reviewed the handout on Safeguarding the Crown Jewels: The Board's Role taken from 
the NACD Directorship newsletter. 

4.h. Tone at the Top 
Nagel noted that these reports are shared with our Executive Team. 

Public Comments 
None 

Adjourn 
On a motion by Zins, seconded by Broderick the meeting adjourned at 10:20 a.m. The motion 
passed by the committee. 
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!EXHIBIT 3a.ll 

TRA Audit Committee Charter 

I. Introduction and Background 

The Audit Committee plays an important role in providing oversight of the organization's governance, risk 
management, and internal control practices. This oversight mechanism also serves to provide confidence in 
the integrity of these practices. The Audit Committee performs its role by providing independent oversight to 
the Board of Trustees. 

The Audit Committee and Internal Audit Charter were established in 2009 in one document. The charter, 
which governs the work of the committee, was last reviewed and updated In November 2017. In November 
2018, the Internal Audit Charter was revised into two documents, the TRA Audit Committee Charter and the 
TRA Internal Audit Charter. The Audit Committee Charter must be reviewed at least annually and proposed 
changes submitted by the chief audit executive. The Audit Committee Charter must be approved annually by 
the TRA Audit Committee and TRA Board of Trustees. 

II. Purpose 

The purpose of the Audit Committee is to provide a structured, systematic oversight of TRA's governance, risk 
management, and internal control practices. The committee assists the board and management by providing 
advice and guidance on the adequacy of TRA's initiatives for: 

a. Values and ethics. 
b. Governance structure. 
c. Risk management. 
d. Internal control framework. 
e. Oversight of the internal audit activity. 

In broad terms, the Audit Committee reviews each of the items noted above and provides the Board of 
Trustees with independent advice and guidance regarding the adequacy and effectiveness of management's 
practices and potential improvements to those practices. 
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Ill. Authority 

The Audit Committee charter sets out the authority of the Audit Committee to carry out the responsibilities 
established for it by the Board of Trustees as articulated within the Audit Committee Charter. 

In discharging its responsibilities, the Audit Committee will have unrestricted access to members of 
management, employees, and information it considers necessary to discharge its duties. TRA's management 
and staff will cooperate with audit committee requests. The Committee also will have unrestricted access to 
records, data, and reports. If access to requested documents is denied due to legal or confidentiality reasons, 
the Audit Committee and/or Chief Audit Executive (CAE) will determine a resolution of the matter. 

The Audit Committee may engagement independent counsel and/or other advisors it deems necessary to carry 
out its duties. The Audit Committee will oversee and approve all services performed by the internal audit 
activity. 



IV. Composition of the Audit Committee 

The Audit Committee will consist of five members from the Board of Trustees: 

• President of the Board ofTrustees; 
• Vice-President of the Board of Trustees; 
• Member appointed by the Board of Trustees; 
• Representative from Minnesota Management and Budget; and 
• Representative from Department of Education. 

Members are appointed at the June Board of Trustee meeting and serve an annual term beginning July 1. The 
President of the Board of Trustees will appoint both the Chair of the Audit Committee (who is an elected Board 
member) and the Vice-Chair of the Audit Committee. 

See Appendix A for current and past membership. 

The Audit Committee should have at least one member who understands financial statements and generally 
accepted accounting principles (GAAP); can assess accounting principles; has experience with preparing, 
auditing, and analyzing financial statements; and understands internal controls and audit committee functions. 

~ o.. The MMB representative may be someone other than the MMB representative for the Board of Trustees. In 
~- that event, the TRA Board President will make a recommendation which must be approved by the Board of 

Trustees. 
() 
0 
~- See Appendix B for Audit Committee composition. 

t V. Operational Principles 
(D 

I 
~ Audit Committee Values 

The Audit Committee will conduct itself in accordance with the code of values and ethics of TRA and the State 
of Minnesota. 

Communications 
The Audit Committee expects that all communication with TRA management and staff as well as with any 
external assurance providers will be direct, open, and complete. 

Meeting Agenda 
The CAE will establish draft agendas for audit committee meetings in consultation with TRA senior 
management and the audit committee chair. The audit committee chair will approve all agendas in advance of 
a committee meeting. 

Meetings 
The Audit Committee will meet at least four times each year. The meeting schedule will be set at the June 
Board of Trustees meeting. The Audit Committee will meet with the Executive Director, Deputy Executive 
Director, Chief Financial Officer, Chief Benefits and Operations Officer, Legislative/Legal Director, and Chief 
Audit Executive. 
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Executive Sessions 
The Audit Committee meetings will include the opportunity for a session with only the committee members 
and CAE present. The CAE or the external auditor may request to meet with the Audit Committee if there are 
material weaknesses involving the office of the Executive Director or any other part of the organization or if 
the Executive Director has failed to respond to recommendations of either the CAE or external auditors. 

Information Requirements 
The Audit Committee will establish and communicate its requirements for communication which will include 
the nature, extent, and timing of information. Information will be provided to the audit committee at least 
one week prior to each audit committee meeting. 

Conflicts of Interest 
Audit committee members should adhere to the TRA code of conduct and any values and ethics established by 
TRA. It is the responsibility of Audit Committee members to disclose any conflict of interest or appearance of a 
conflict of interest to the committee. If there is any question as to whether audit committee member(s) 
should recuse themselves from a vote, the committee should vote to determine whether the member should 
recuse himself or herself. 

Orientation and Training 
Audit Committee members will receive formal orientation training on the purpose and mandate of the 
committee and on TRA's objectives. 

VI. Responsibilities 

Values and Ethics 
To obtain reasonable assurance with respect to TRA's values and ethics practices, the Audit Committee will: 

• Review and assess the policies, procedures, and practices established by the Board of Trustees to 
monitor conformance with its code of conduct and ethical policies by all TRA staff. 

• Review the systems and practices established by management to monitor compliance with laws, 
regulations, policies, and standards of ethical conduct and identity and deal with any legal or ethical 
violations. 
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Risk Management 
To obtain reasonable assurance with respect to TRA's risk management practices, the Audit Committee will: 

• Consider the effectiveness of TRA's data privacy and risk management systems, including risks of , 
information technology and security systems. 

• Obtain from the CAE an annual report on management's implementation and maintenance of an 
appropriate enterprise wide risk management process. 

• Provide oversight on significant risk exposures and control issues, including fraud risks, governance 
issues, and other matters needed or requested by senior management and the Board of Trustees. 

• Review the risk management processes established and maintained by management and the 
procedures in place to ensure that they are operating as intended. 

Fraud 
To obtain reasonable assurance with respect to TRA's procedures for the prevention and detection of fraud, 
the Audit Committee will: 

• Oversee management's arrangements for the prevention and deterrence of fraud. 
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• Challenge management and internal and external auditors to ensure that the entity has appropriate 
antifraud programs and controls in place to identify potential fraud and ensure that investigations are 
undertaken if fraud is detected. 

Control 
To obtain reasonable assurance with respect to the adequacy and effectiveness of TRA's controls in responding 
to risks within TRA's governance, operations, and information systems, the Audit Committee will: 

• Consider the effectiveness of TRA's control framework, including information technology security and 
control. 

Compliance 
The Audit Committee will: 

• Review the effectiveness of the system for monitoring compliance with laws and regulations and the 
results of management's investigation and follow-up (including disciplinary action) of any instances of 
noncompliance. 

• Review the observations and conclusions of internal audit and external auditors. 
• Review the process for communicating the code of conduct to TRA's personnel and for monitoring 

compliance. 
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• Obtain regular updates from management and TRA's legal counsel regarding compliance matters. 

Oversight of the Internal Audit Activity 

• Review and approve the internal audit charter at least annually to ensure that it accurately reflects the 
internal audit activity's purpose, authority, independence and objectivity, scope of activities, 
responsibilities, and quality assurance program. 

Chief Audit Executive Performance 
• Advise the Board of Trustees regarding the qualifications and recruitment, hiring, and removal of the 

CAE. 
• Provide input to management related to evaluating the performance of the CAE. 

Internal Audit Strategy and Plan 
• Review and provide input on the internal audit activity's strategic plan, objectives, performance 

measures, and outcomes. 
• Review and approve proposed risk-based internal audit plan and review internal audit resources 

necessary to achieve the plan. 
• Review the internal audit activity's performance relative to its audit plan. 

Internal Audit Engagement and Follow Up 
• Review internal audit reports and other communications to management. 
• Review and track management's progress to address the results of internal audit engagements. 

4 



• Inquire of the CAE whether any evidence of fraud has been identified during internal audit 
engagements and evaluate what additional actions, if any, should be taken. 

' 

Standards Conformance 
• Inquire of the CAE about steps taken to ensure that the internal audit activity conforms with the IIA's 

International Standards for the Professional Practice of Internal Auditing (Standards}. 
• Ensure that the internal audit activity has a quality assurance and improvement program and that the 

results of these periodic assessments are presented to the audit committee. 
• Ensure that the internal audit activity has an external quality assurance review every three years. 
• Review the results of the independent external quality assurance review and monitor the 

implementation of the internal audit activity's action plans to address any recommendations. 
• Advise the Board of Trustees about any recommendations for the continuous improvement of the 

internal audit activity. 

Other Responsibilities 
In addition, the Audit Committee will: 

• Perform other activities related to the charter as requested by the Board of Trustees. 
• Regularly evaluate its performance and that of its individual members. 

Reporting on Audit Committee Performance 
The Audit Committee will report to the Board of Trustees annually, summarizing the committee's activities and 
recommendations. The report may be delivered during an Audit Committee meeting attended by the Board or 
during a regularly scheduled meeting of the Board. 

The report should include: 
• A summary of the work the audit committee performed to fully discharge its responsibility during the 

preceding year. 
• A summary of management's progress in addressing the results of internal and external audit 

engagement reports. 
• An overall assessment of management's risk, control, and compliance processes, including details of 

any significant emerging risks or legislative changes impacting the governing organization. 
• Provide information required, if any, by new or emerging governance developments. 
• The committee may report to the governing body at any time regarding any other matter it deems of 

sufficient importance. 
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Appendix A - Audit Committee Composition 

Effective July 1. 2017 
• Chair - Marshall Thompson (appointed member of the Board of Trustees) 
• Vice Chair- Mary Broderick (Vice-President of the Board of Trustees) 
• Member- Denise Anderson (Commissioner of Education member) 
• Member-Angelina Barnes (Commissioner of Minnesota Management and Budget member) 

(appointed by T~A Board of Trustees as MMB representative). Through August 2018. 
• Member - Martha Lee Zins (President of the Board of Trustees) 

July 1. 2016-June 30. 2017 
• Chair - Marshall Thompson (appointed member of the Board of Trustees) 
• Vice Chair - Mary Broderick (Vice-President of the Board of Trustees) 
• Member- Denise Anderson (Commissioner of Education member) 
• Member-Jeanine Kuwik (Commissioner of Minnesota Management and Budget member) (appointed 

by TRA Board of Trustees as MMB representative) 
• Member - Martha Lee Zins (President of the Board of Trustees) 
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• 
• 

• 
• 
• 

Chair - Mary Supple (appointed member of the Board of Trustees) 
Vice Chair- Jeanine Kuwik (Commissioner of Minnesota Management and Budget member) 
(appointed by TRA Board of Trustees as MMB representative) 
Member- Denise Anderson (Commissioner of Education member) 
Member - Mary Broderick (Vice-President of the Board of Trustees) 
Member - Marti Zins (President of the Board ofTrustees) 

• 
• 

Chair - Mary Supple (appointed member of the Board of Trustees) 
Vice Chair- Jeanine Kuwik (Commissioner of Minnesota Management and Budget member) 
(appointed by TRA Board of Trustees as MMB representative) 

• Member- Rose Hermodson (Commissioner of Education member) 
• Member - Mary Broderick (Vice-President of the Board of Trustees) 
• Member- Marti Zins (President of the Board ofTrustees) 

July 1. 2009 - June 30. 2011 
• Chair - Richard Gendreau (appointed member of the Board of Trustees) 
• Vice Chair- Brian Steeves (Commissioner of Minnesota Management and Budget member) 
• Member - Leslie Hinz (Commissioner of Education member) 
• Member - Mary Broderick (Vice-President of the Board of Trustees) 
• Member- Marti Zins (President of the Board ofTrustees) 
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Audit Board of 
Changes / Action Committee Trustees 

ApprovaJ Approval 
Combined charter separated into Audit Committee and Internal Audit charters. 

Appendix B - Charter Version History 

Note: Changes and Actions to the prior combined TRA Internal Audit Charter can be found in Appendix B of 
the version approved November 14, 2017 by the Audit Committee and December 13, 2017 by the Board of 
Trustees. 
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fEXHIBIT 3a.2I 

TRA Internal Audit Charter 

I. Purpose and Mission 

The purpose of this charter is to provide a framework of governance for TRA's internal audit activity to fulfill its 
mission and responsibilities. The purpose of TRA's internal audit activity is to provide independent, objective 
assurance and consulting services designed to add value and improve TRA's operations. The mission of internal 
audit is to enhance and protect organizational value by providing risk-based and objective assurance, advice, 
and insight. The internal audit activity helps TRA accomplish its objectives by bringing a systematic and 
disciplined approach to evaluate and improve the effectiveness of risk management, internal control, and 
various governance processes. 

II. Standards for the Professional Practice of Internal Auditing 

The internal audit activity will govern itself by adherence to the mandatory elements of The Institute of 
Internal Auditors' International Professional Practices Framework, including the Core Principles for the 
Professional Practice of Internal Auditing, the Code of Ethics, and the International Standards for the 
Professional Practice of Internal Auditing, and the Definition of Internal Auditing. 

The internal audit activity will also follow the Generally Accepted Government Auditing Standards (GAGAS) 
from the United States Government Accountability Office (GAO) and the Statements on Auditing Standards 
and Code of Ethics issued by the American Institute of Certified Public Accountants (AICPA), as applicable. 

The chief audit executive will report periodically to the Executive Team, the Audit Committee, and the Board of 
Trustees regarding the internal audit activity conformance to items above. 

Ill. Authority 
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The Audit Committee and the Board of Trustees authorize the internal audit activity to: 
• Have full, free, and unrestricted access to all functions, records, property, and personnel pertinent to 

carrying out any engagement, subject to accountability for confidentiality and safeguarding of records 
and information. 

• Allocate resources, set frequencies, select subjects, determine scopes of work, apply techniques 
required to accomplish audit objectives, and issue reports. 

• Obtain assistance from the necessary personnel of TRA, as well as other specialized services from 
within or outside TRA, in order to complete the engagement. 

The chief audit executive will have unrestricted access to, and communicate and interact directly with, the 
Audit Committee and the Board of Trustees, including in private meetings without management present. 

The chief audit executive will report functionally to the Audit Committee and Board of Trustees and 
administratively (i.e., day-to-day operations) to the Executive Director. 



IV. Independence and Objectivity 

To provide for the maximum level of independence of the internal audit activity, the chief audit executive will 
report functionally to the TRA Audit Committee and administratively to the TRA Executive Director. The chief 
audit executive shall freely discuss audit policies, audit findings and recommendations, audit follow-up, 
guidance issues, and other matters with staff as necessary. 

The chief audit executive will ensure that the internal audit activity remains free from all conditions that 
threaten the ability of internal auditors to carry out their responsibilities in an unbiased manner, including 
matters of audit selection, scope, procedures, frequency, timing, and report content. If the chief audit 
executive determines that independence or objectivity may be impaired in fact or appearance, the details of 
impairment will be disclosed to appropriate parties. 

Internal auditors will maintain an unbiased mental attitude that allows them to perform engagements 
objectively and in such a manner that they believe in their work product, that no quality compromises are 
made, and that they do not subordinate their judgment on audit matters to others. 
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Internal auditors will have no direct operational responsibility or authority over any of the activities audited. 
Accordingly, internal auditors will not implement internal controls, develop procedures, install systems, 

~ prepare records, or engage in any other activity that may impair their judgment, including: 
0.. • Assessing specific operations for which they had responsibility within the previous year. 
I-'· rt • Performing any operational duties for TRA. 

• Initiating or approving transactions external to the internal audit activity 
• Directing the activities of any TRA employee not employed by the internal audit activity, except to the 

extent that such employees have been appropriately assigned to auditing teams or to otherwise assist 
internal auditors. rt 

(1) 

1 Where the chief audit executive has or is expected to have roles and/or responsibilities that fall outside of 
~ internal auditing, safeguards will be established to limit impairments to independence or objectivity. 

I 
Internal auditors will: 

• Disclose any impairment of independence or objectivity, in fact or appearance, to appropriate parties. 
• Exhibit professlonal objectivity in gathering, evaluating, and communicating information about the 

activity or process being examined. 
• Make balanced assessments of all available and relevant facts and circumstances. 
• Take necessary precautions to avoid being unduly influenced by their own interests or by others in 

forming judgments. 

The chief audit executive will confirm to the Audit Committee and the Board of Trustees at least annually, the 
organizational independence of the internal audit activity. 

The chief audit executive will disclose to the Audit Committee and the Board of Trustees any interference and 
related implications in determining the scope of internal auditing, performing work, and/or communicating 
results. 
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V. Scope of Internal Audit Activities 

The scope of internal audit activities encompasses, but is not limited to, objective examinations of evidence for 
the purpose of providing independent assessments to the Audit Committee and the Board of Trustees, 
management, and outside parties on the adequacy and effectiveness of governance, risk management, and 
control processes for TRA. Internal audit assessments include evaluating whether: 

• Risks relating to the achievement of TRA's strategic objectives are appropriately identified and 
managed. 

• The actions of TRA's executives, trustees, staff, and contractors are in compliance with TRA's policies, 
procedures, and applicable laws, regulations, and governance standards. 

• The results of operations or programs are consistent with established goals and objectives. 
• Operations or programs are being carried out effectively and efficiently. 
• Established processes and systems enable compliance with the policies, procedures, laws, and 

regulations that could significantly impact TRA. 
• Information and the means used to identify, measure, analyze, classify, and report such information 

are reliable and have integrity. 
• Resources and assets are acquired economically, used efficiently, and protected adequately. 

The chief audit executive will report periodically to the Executive Team, the Audit Committee and the Board of 
Trustees regarding: 

• The internal audit activity's purpose, authority, and responsibility. 
• The internal audit activity's plan and performance relative to its plan. 
• The internal audit activity's conformance with The IIA's Code of Ethics and Standards, and action plans 

to address any significant conformance issues. 
• Significant risk exposures and control issues, including fraud risks, governance issues, and other 

matters requiring the attention of, or requested by, the Audit Committee and the Board ofTrustees. 
• Results of audit engagements or other activities. 
• Resource requirements. 
• Any response to risk by management that may be unacceptable to TRA. 

The chief audit executive also coordinates activities, where possible, and considers relying upon the work of 
other internal and external assurance and consulting service providers as needed. The internal audit activity 
may perform advisory and related activities, the nature and scope of which will be agreed with the client, 
provided the internal audit activity does not assume any management responsibility. 

Opportunities for improving the efficiency of governance, risk management, and control processes may be 
identified during engagements. These opportunities will be communicated to the appropriate level of 
management. 
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VI. Responsibility 

The chief audit executive has the responsibility to: 
• Perform a periodic, comprehensive evaluation of risk management and internal controls and assist the 

Executive Team and Management Team in their assessment of internal controls. 
• Submit, at least annually, a risk-based internal audit plan to the Executive and Management Teams for 

review and the Audit Committee and Board of Trustees for approval. 
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• Communicate to the Executive Team, the Audit Committee, and the Board of Trustees the impact of 
resource limitations on the annual internal audit plan and any significant interim changes to the 
internal audit plan. 

• Review and adjust the internal audit plan, as necessary, in response to changes in TRA's business, risks, 
operations, programs, systems, and controls. 

• Ensure each engagement of the internal audit plan is executed, including the establishment of 
objectives and scope, the assignment of appropriate and adequately supervised resources, the 
documentation of work programs and testing results, and the communication of engagement results 
with applicable conclusions and recommendations to appropriate parties. 

• Follow up on engagement findings and corrective actions, and report periodically to the Executive 
Team, the Audit Committee, and the Board of Trustees any corrective actions not effectively 
implemented. 

• Ensure the principles of integrity, objectivity, confidentiality, and competency are applied and upheld. 
• Ensure the internal audit activity collectively possesses or obtains the knowledge, skills, and other 

competencies needed to meet the requirements of the internal audit charter. 
• Ensure trends and emerging issues that could impact TRA are considered and communicated to the 

Executive Team, the Audit Committee, and the Board of Trustees as appropriate. 
• Ensure emerging trends and successful practices in internal auditing are considered. 
• Establish and ensure adherence to policies and procedures designed to guide the internal audit 

activity. 
• Ensure adherence to TRA's relevant policies and procedures, unless such policies and procedures 

conflict with the internal audit charter. Any such conflicts will be resolved or otherwise communicated 
to the Executive Team, the Audit Committee, and the Board of Trustees. 

• Consult, as requested, on potential policy and procedure changes. 
• Ensure conformance of the internal audit activity with the Standards, with the following qualifications: 

o If the internal audit activity is prohibited by law or regulation from conformance with certain 
parts of the Standards, the chief audit executive will ensure appropriate disclosures and will 
ensure conformance with all other parts of the Standards. 

o If the Standards are used in conjunction with requirements issued by other authoritative 
bodies, the chief audit executive will ensure that the internal audit activity conforms to the 
Standards, even if the internal audit activity also conforms to the more restrictive 
requirements of other authoritative bodies. 

VII. Quality Assurance and Improvement Program 

The internal audit activity will maintain a quality assurance and improvement program that covers all aspects 
of the internal audit activity. The program will include an evaluation of the internal audit activity's 
conformance with the Standards and an evaluation of whether internal auditors apply The IIA's Code of Ethics. 
The program will also assess the efficiency and effectiveness of the internal audit activity and identify 
opportunities for improvement. 

The chief audit executive will communicate to the Executive Team, Audit Committee, and Board of Trustees on 
the internal audit activity's quality assurance and improvement program, including results of internal 
assessments (both ongoing and periodic) and external assessments conducted at least once every three years 
by a qualified, independent assessor or assessment team from outside TRA. 
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Appendix A - Charter Version History 

Audit Board of 
Changes / Action Committee Trustees 

Approval Approval 
Combined charter separated into Audit Committee and Internal Audit charters. 

Note: Changes and Actions to the prior combined TRA Internal Audit Charter can be found in Appendix B of 
the version approved November 14, 2017 by the Audit Committee. and December 13, 2017 by the Board of 
Trustees. 
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IEXHIBIT 4~ 

2019 Risk Assessment- Management Questionnaire-Summary Responses 

What were the most significant changes to your team or department in FY2018? 
Processes - Technology: 

• Evaluation and implementation of several new security products 
• Digital Loss Protection (DLP) for monitoring outgoing data on web ports to better detect data exfiltration 
• Machine learning security programs for security 
• Replacing our more traditional antivirus to full endpoint security system with proactive predictive analysis (Carbon Black) 
• Smart server process monitoring with active defense to take automated actions both with and without human action 

depending on severity (App Defense) 
• Password managers for all staff (Keeper) 
• QA automation is making significant change in performing regression testing 
• Change in release/build processes to have parallel releases worked simultaneously 
• Deployment of a new hyper converged infrastructure 
• Release of consultants (development and QA) as TRA.NET wrapped up, puts more responsibilities to staff 
• QuickBooks moved to a separate accounting server to provide software stability and accessibility for accounting staff 
• Purchase of Workiva software to address CAFR knowledge retention and production needs 

Processes - Other: 
• 
• 
• 
• 

""rsonnel: 

• 
• 
• 
• 
• 
• 

Open positions in Accounting 
Reallocation of workloads and cross training of back up staff 
Transfer of knowledge to other RSS's in Member Benefits and Member Services 
Hired two new staff to process employer demographic and payroll records 
Retirements 
Hired Legal and Legislative Director 

Learning a new content management system for the redesigned website ~ 
Purchase of a new deposit check scanner which reduces the need to bring physical checks to the bank thereby reducing rislt: 
Completion of historical data flags ~ 
Updated all printed materials from old logo to new rt 
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• Hired permanent Retirement Services Director in Member Benefits 
• Consolidated Member Services and Member Education into a single department 
• Short staffed for a large part of the year due to a medical leave 
• Rehire of ITSS Network Security Eng., had to repost job 3 times 

What do you feel will impact TRA in the future? What are your biggest concerns? 
Legislation: 

• The 2018 legislation should stabilize TRA funding and contain liability growth greatly 
• Continued legislative efforts to move from DB to DC 
• Continued legislative changes that impact application business rules 
• The make-up of the Legislature, investment returns, demographic changes, national attitude towards pension plans, and 

shifting retirement priorities amongst the younger generation of teachers 

Staffing: 
• Staffing issues due to a large number of retirements 
• Retaining good TRA staff 
• Difficulty of filling positions due to salary constraints and not always having the ability to hire the candidate who is best 

qualified for the position 
• An increasingly tight labor market combined with the state's limited ability to be competitive in attracting and retaining 

skilled workers 
• Slow recruitment processes ending up losing good resources 



• Deputy Director position not being filled 

Other: 
• Macroeconomics decisions that produce market uncertainty and volatility which swings our results noticeably, even with 

asset smoothing. GASS 68 results next year may show continued volatility with the NPL 

• TRA's relationship with ESI/EFS 
o Lack of a formal, coherent policy around our dealings with this company 
o There are still times when the word "partnering" comes up with regard to ESI/EFS. Why would we "partner" with 

one private entity and not others? This appearance of favoritism presents headline, reputation, and lawsuit risk. 
o Members continue to be confused about ESI/EFS because the company presenters and materials speak at length 

about TRA, which leads people to believe that they are hearing from TRA staff 
o Because EFS reps are able to extract detailed data from TRA staff to use in presentations, they appear to be 

experts on TRA 
o TRA staff spends time on the phone with EFS reps to provide info for which TRA has no ability to provide context or 

rebuttal 
o EFS may be using the data to sell products by noting inadequacies of the TRA pension 

• Teachers I Employers trying to avoid membership with TRA (Teachers on call, charter schools, etc.) 
• 

• 
• 

Union groups trying to stay relevant with their membership in the aftermath of the Janus case trying to leverage the 
relationship TRA has with their members and in the process trying to weaken our member data protections 
MN.IT consolidation and how it would affect TRA daily business 
Increased security through implementation of secure messaging within TRA.Net 

~ 
~ What do you feel will impact your team or department in the future? 
rt • Accepting historical ledger activity 

What are your biggest concerns? 
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• 
• 
• 

• 
• 
• 
• 

Further stabilization of the new accounting team's workloads. 
Implementation of Workiva for CAFR production. 
In depth review of current accounting reporting in software (.NET/QuickBooks) and standardization in accounting systems. 
Communications department needs an information officer with graphic design skills. 
Communications expertise is still not fully or appropriately leveraged at TRA. 
Staff retirements. 

o Not having the amount of staff to do all the functions without it becoming a risk. 
o Cross-training of staff to capture the knowledge that will be gone within the next several years. 
o New workforce in the coming years; need tools and skills necessary for job. 
o Retaining resources with the current pay scales and no promotional options will be a big challenge 
o Immigration policy changes might impact some of our current HlB staff and their current status 
o Hiring and reallocation issues and the length of the process. 
o Hiring and retaining higher level of IT staff due to current salary caps and the booming IT market 
o Positions will be filled taking into consideration the changes and efficiencies gained with the .Net system. 
o How BA team efforts are applied once the majority of TRA.Net enhancements are implemented and maintenance 

stabilizes 
Getting software vendors to enhance their employer reporting systems 
Deployment of undeveloped .NET functionality for: 1) Administrative Salary review; 2) Year-end validations; and 3) Mn 
State elections ofTRA coverage all will reduce the amount of manual intervention currently required. 
Increasing need for improvements on security of member accounts, including member authentication 
We will experience fraud at some point in the future, is everyone prepared internally for that event? 
MN.IT consolidation. The board of directors and TRA executive team need to work on getting TRA permanently out of any 
MN.IT consolidation this year. 
Strategic plan could impact/guide where efforts are spent 
Constituent bills 
Fiduciary duties in MN Statute 356A.04 leave the TRA Board vulnerable to possible lawsuits . 
Cost/benefit analysis of implementing IA recommendations from audit findings . 

What are your biggest concerns regarding service providers (Central HR, SBI, etc.)? 
Central HR: 



• 
• 
• 
• 

• 
• 
• 
• 

SBI: 

• 
• 

The staff turnover is inherently risky and worrisome . 
Demands from their four customers never seem to let up . 
Staff retirements and an "employee's market" in today's workplace 
HR adapting to the modern technical workforce and adjusting salary ranges and speed of communication to competitive 
levels to reliably attract and retain the most qualified employees. 
Limitation on step increases. Previously, TRA could give up to a step 3 without submitting a justification letter. It now 
requires a justification for anything higher than step 1. 
Difficulty with posting positions and job audits . 
HR is a roadblock to us hiring people we want to hire . 
Backlog and new policies which won't fit IT related hires which have requirements different from normal clerical postings . 

The transition to the new strategic asset framework has been complicated and very difficult to comprehend and 
communicate. 
The work required to comply with GASB 72 and other GASB disclosures is substantial and there is risk of losing key people 
at a sensitive, busy time of the year. 

Other: 
• External software providers (payroll) enhancing their systems to improve quality of data reported. 
• MN.IT services, costs and support. 
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What would you like to see audited by Internal Audit? 

New actuarial purchase factors, accelerated annuity, and Level Formula early retirement reduction factors 

Risks associated with relying on programmers to edit member-facing communication (correspondence). 

Costs and benefits of telecommuting 

Identifying key indicators of workflow in .NET and SWIFT audit processes. 

Adjustments, estimates and Minnesota state calculations. 

HR 

Security matrix 

Member Leaves, Member check in process. 
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TRA Internal Audit 
Annual Report 

Fiscal Year 2019 

Status as of March 11, 2019 

Audit Committee Meeting 
March 19, 2019 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 

-vi-aa+11ffi1IOJ +rpnv 

Fiscal Year 2019 Audit Plan Status as of March 11, 2019 

Title Type Status 
FY2019 Risk Assessment/ FY2020 Annual Audit Plan Project In progress 
FY2018 CAFR / Actuarial Report/ GASB67 Report Review Project Completed 
FY2018 GASB68 Employer Allocation Review Project In progress 
Actuarial Census (FY2018) Audit In progress 
Actuarial Tables Audit Not yet started - May 2019 
Administrative Expenses (FY2018) Audit Issued November 2, 2018 
Annual Base Salary Reporting (FY2019) Audit Issued August 22, 2018 
Cash Receipts (FY2018) Audit Issued January 30, 2019 
Expense Reimbursements (FY2018) Audit Issued October 19, 2018 
Member Benefit Calculations - FY2018 Adjustments Audit Not yet started - March 2019 
Member Benefit Payments (July 2018) Audit Issued January 25, 2019 
Member Benefit Payments (January 2019) Audit Not yet started - March 2019 
Member Refunds (January - June 2018) Audit Issued September 14, 2018 
Member Refunds (July - December 2018) Audit Not yet started - March 2019 
Timesheet Completion and Approval (FY2018) Audit Issued December 14, 2018 

Employer Payroll Audit (FY2018) Employer In progress - nine (9) 
Payroll Audit Completed - sixteen (16) 

The following audits have been rescheduled: 

Audit Name Expected Timing Rescheduled 
Member Benefit Calculations - FY2018 Adjustments September 2018 March 2019 
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Tea ; Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 

OrgNo Org Name # Count Period Issued Results 

04103 Hmong College Prep Academy 173 FY2018 August 7, 2018 None 
00750 Rocori 221 FY2018 August 13, 2018 Ineligible salary reported 
00716 Belle Plaine 182 FY2018 September 28, 2018 Ineligible salary reported 
00704 Proctor 228 FY2018 October 9, 2018 Ineligible salary reported 
00879 Delano 208 FY2018 October 19, 2018 Ineligible salary reported 
00276 Minnetonka 1,143 FY2018 October 26, 2018 None 
06012 Zumbro Educational District 163 FY2018 November 2, 2018 Eligible salary not reported 

Ineligible salary reported; eligible salary 
00477 Princeton 261 FY2018 November 12, 2018 reported 

Eligible positions not reported; Ineligible 
00051 Foley 198 FY2018 November 26, 2018 position reported 
02164 Dilworth-Glyndon-Felton 172 FY2018 November 30, 2018 None 
00701 Hibbing 235 FY2018 December 21, 2018 Ineligible salary reported 

Ineligible salary reported; eligible position 
02905 Tri-City United 230 FY2018 February 12, 2019 not reported 

Ineligible position and salary reported; 
00912 Milaca 175 FY2018 March 4, 2019 eligible position and salary not reported 
00719 Prior Lake 696 FY2018 March 4, 2019· Eligible position and salary not reported 

Ineligible salary reported; eligible salary 
not reported; eligible position and salary 

00194 Lakeville 1,020 FY2018 March 8, 2019 not reported 
Eligible position and salary not reported; 
ineligible position and salary reported; 
eligible salary not reported; ineligible 

00885 St Michael Albertville 595 FY2018 March 8, 2019 salary reported 

Employer Payroll Audits Issued in FY2019 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 
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Recap - Employer Payroll Audits Issued in FY2019 

15 K-12 5,727 
1 Charter 173 
16 Total 5,900 
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Tea s Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 

Audits Issued in FY2019 

Title Issued # Results Severity AC Meeting 

Annual Base Salary Reporting (FY2019) August 22, 2018 None N/A November 
2018 

Member Refunds (Jan-Jun 2018) September 14, 2018 3 
Significant to Business Objectives (1) November 

Other Reportable Result (2) 2018 
Expense Reimbursements (FY2018) October 19, 2018 3 Significant to Business Objectives (3) March 2019 

Administrative Expenses (FY2018) November 2, 2018 3 Significant to Business Objectives (3) November 
2018 

Timesheet Completion and Approval 
December 14, 2018 4 Other Reportable Result (4) March 2019 (FY2018) 

Member Benefit Payments (July 2018) January 25, 2019 None N/A March 2019 

Cash Receipts (FY2018) January 30, 2019 3 Other Reportable Result (2), 
March 2019 

Significant to TRA 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 
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Audit Title 
Date 

Result Description 
Responsible 

Date Due Corrected 
Issued Individual 

Member Refunds-June 2018 9/7/2018 Refund issued prematurely. Bob Johnson TBD 10/29/2018 

Member Refunds-June 2018 9/7/2018 
Member deductions and employer 

9/30/2018 8/30/2018 contributions incorrectly refunded Bob Johnson 
Member Refunds-June 2018 9/7/2018 Interest calculated incorrectly Bob Johnson 8/27/2018 8/27/2018 

Administrative Expenses FY2019 10/25/2018 Purchasing card receipts not found 
Elizabeth 

10/29/2018 Zuehlke 

Administrative Expenses FY2019 10/25/2018 
Administrative expense controls Elizabeth 

12/31/2018 insufficient Zuehlke 

Administrative Expenses FY2019 10/25/2018 
General ledger account coding Elizabeth 

12/31/2018 
inappropriate Zuehlke 

Cash Receipts FY2019 1/22/2019 
Cash receipts process is not accurate, Elizabeth 

4/15/2019 
complete, or timely Zuehlke 

Cash Receipts FY2019 1/22/2019 
Cash receipts process does not follow Elizabeth 

4/15/2019 
applicable guidance Zuehlke 
Controls are not sufficient to mitigate Elizabeth 

Cash Receipts FY2019 1/22/2019 identified risks, including segregation of Zuehlke 
4/15/2019 

duties 
Controls over expense reimbursements 

Expense Reimbursements 
10/15/2018 

(employee and trustee) were not adequate Elizabeth 
1/15/2019 

FY2019 to ensure their accuracy and/or Zuehlke 
appropriateness. 

Expense Reimbursements 
10/15/2018 

Expense reimbursements process is Elizabeth 
1/15/2019 

FY2019 inefficient / process not in place Zuehlke 
Expense Reimbursements 

10/15/2018 
General ledger reconciliations were not Elizabeth 

1/15/2019 
FY2019 completed Zuehlke 

Audits - Corrective Action Plan Status Update - FY2019 
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Tea s Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 

Audit Title Date Result Description Responsible Date Due Corrected - 
Issued Individual 

Elizabeth 
Timesheet Approval FY2019 12/10/2018 Leave request does not match timesheet Zuehlke and 3/29/2019 

Dan Ristow 
Elizabeth 

Timesheet Approval FY2019 12/10/2018 Timesheet completion policy not followed Zuehlke and 3/29/2019 
Dan Ristow 
Elizabeth 

Timesheet Approval FY2019 12/10/2018 Timesheet approval policy not followed Zuehlke and 3/29/2019 
Dan Ristow 

Employee self-service time entry policy not Elizabeth 
Timesheet Approval FY2019 12/10/2018 Zuehlke and 4/30/2019 updated or reviewed timely 

John Wicklund 

Audits - Corrective Action Plan Status Update - FY2019 (continued) 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 
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Department Productivity - FY2019 
As of February 28, 2019 

Employee Category Goal% Actual% Diff 

Leslie Nagel Audit Department Management (Audits/ Employer Payroll Audits) 40.00 48.14 8.14 
Audit Department Supervision 20.00 1.13 -18.87 
Risk Assessment and Audit Plan 15.00 2.03 -12.97 
Audit Department Administration 10.00 14.42 4.42 
Consulting 10.00 9.57 -0.43 
Vacation/Sick/Holiday 5.00 24.71 19.71 

Total 100.00 100.00 0.00 

Ruth Krupa Audit 40.00 53.59 13.59 
Employer Payroll Audits 40.00 13.60 -26.40 
Risk Assessment/ Audit Plan 10.00 0.00 -10.00 
Consulting (processes/ meetings) 5.00 7.02 2.02 
Fraud 5.00 4.62 -0.38 
Training 0.00 4.58 4.58 
General Administration 0.00 2.08 2.08 
Vacation/Sick/Holiday 0.00 14.51 14.51 

Total 100.00 100.00 0.00 

Goal hours are from individual position descriptions. 
Actual hours are from audit department time tracking spreadsheets (not payroll timesheets). 
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Tea ,; Retirement Association 
Internal Audit Annual Report for Fiscal Year 2019 

Quality Assurance Review (Peer Review) 

Internal Audit complies with the Institute of Internal Auditors (IIA) International Standards for the Professional Practice of Internal Auditing 
(Standards). The IIA requires each internal audit function that intends to comply with their standards to establish a program of quality 
assurance. A quality assurance program requires that the IA function undergo a quality assurance review at least once every five years. The 
Internal Audit Charter requires a quality assurance review at least once every three years. 

A Self-Assessment with Independent External Validation (quality assurance review) was conducted in June 2016. The objective was to assess 
internal audit's conformance to the Standards. The assessment was completed by Internal Audit with the validation performed by an internal 
auditor of a state agency. The result of the assessment is that TRA's Internal Audit Activity conforms to the Standards. The full report is on the 
TRA website (www.minnesotatra.org) under Administration - Internal Audit Office - Quality Assessment. 

An internal quality assessment was completed in June 2018. A self-assessment with independent external validation will be conducted in June 
2019. 

Results of all quality assessments are shared with the Audit Committee and the full Board of Trustees. 
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e 
TRA 

MINNESOTATRA ORG 

TEACHERS RETIREMENT ASSOCIATION 
651.296.2409 800.657.3669 fax 651.297.5999 

info@MinnesotaTRA.org 

December 10, 2018 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Timesheet Completion and Approval for the period July 1, 2017 to June 
30, 2018. 

The primary business objectives of Timesheet Completion and Approval are as follows: 

• TRA employees accurately and timely complete their timesheet; 
• TRA supervisors and managers accurately and timely approve their employees' timesheets; and 
• There is sufficient documentation regarding the use of backup completers and approvers. 

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 

~ 
0.. 
I-'· 
rt 
() 
0 

i. 
rt 
(D 
(D . 

I w 
w 

I 

Based on the audit results, management controls are not operating effectively to achieve business 
objectives listed above. 

The background of the business process follows, along with the audit objectives, scope, methodology, 
summary of results, and prior audit follow-up. The results of procedures performed are presented in 
more detail in the Results and Recommendations section. 

We appreciate the assistance provided by TRA Management and Staff during this audit. Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 

L~r!!so/!:! 
Chief Audit Executive 

~~ 
Ruth Krupa 
Staff Internal Auditor - Intermediate 



BACKGROUND 

TRA has a policy that summartzes MMB's Employee Self Service Time Entry. TRA's policy includes specific 
steps employees and supervisors/managers are required to perform to comply with MMB's policy. 

Employee timesheets can be completed and/or approved from any location with access to the internet. 
Therefore, employees who are out sick or on vacation on timesheet completion day can complete their 
timesheet from any computer with access to the internet. Employees who plan to be on vacation on 
tirnesheet completion day are expected to complete their timesheet before they leave on vacation. If a 
supervisor or manager completes an employee's timesheet on their behalf, a comment must be added 
to the time sheet record indicating the reason why the employee did not complete their own timesheet. 

If a supervisor or manager will be absent on the day timesheets are to be approved, they should have 
their staff complete their timesheets early so they can be approved prior to the supervisor or manager 
belng absent. If an employee's timesheet needs to be changed after approval, the employee can enter 
the changes and TRA's back-up approver will re-approve the timesheet. The back-up approver must 
provide a comment with a reason the primary approver did not approve the timesheets for their staff. 
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BUSINESS OBJECTIVES, RISKS AND CONTROLS 

Below are the major business objectives, risks to achieving those objectives, controls management has 
· established to mitigate these risks, and the controls that were tested. 

Business Objectives Business Risks Management Controls Controls Tested 
TRA employees Timesheets are not Employees, managers, and Applicable state statutes, 
accurately and completed accurately supervisors are required to administrative rules, and 
timely complete and/or not completed compare all leave slips to TRA policies were used to 

their timesheet timely. timesheets before completion test the Timesheet 
or approval of the tmresheet, Completion and Approval 

process. 
. Leave slips are kept 

electronically in SharePoint. 

Managers can see in SEMA3 
who has not yet completed a 
timesheet. 

Accounting staff can see in 
SEMM who has not yet 
completed or approved 
tirnesheets. 

There is sufficient There is insufficient Managers and supervisors are Applicable state statu:tes, 
documentation documentation regarding required to leave comments administrative rules, and 
regarding the use of why a backup completer when completing an TRA policies were used to 

backup completers or approver was utilized. employee's timesheet, or test the Timesheet 

and approvers approving in the place of the Completion and Approval 
Primary Approver. process. 
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BUSINESS OBJECTIVES, RISKS AND CONTROLS (CONTINUED) 

Business Objectives Bu.siness Risks Management Controls Controls Tested 
TRA supervisors and Managers and Managers and supervisors are Applicable state statutes, 
managers accurately supervisors do not required to compare all leave administrative rules, and 
and timely approve approve an accurate slips to nrnesheets before TRA policies were used to 
their employees' rimesheet, and/or do not approval, test the Timesheet 

timesheets approve it timely. Completion and Approval 
Accounting staff can see in process. 
SEMA4 who has not yet 
completed or approved 
timesheets. 

If managers or supervisors are 
out of office, per TRA policy 
they are asked to approve all 
timesheets early or utilize a 
backup approver when 
necessary. 

AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 

The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 

The scope of the audit covered the time period July 1, 2017 to June 30, 2018 with 26 pay periods. 

The audit methodology included obtaining information on management's business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks. Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures, Specifically, we performed the following procedures: 

• Noted that TRA follows MM B's policy covering Employee Self Service Time Entry. 
• Obtained Self Service Time Entry Audit Reports for the period July 1, 2017 through June 30, 

2018. Noted that there were 26 pay periods between those dates. 
• Haphazardly selected 5 pay period reports to examine. 
• For each pay period report selected, noted: 

o For employees who did not mark their own timesheet as complete, noted who did, if 
that person was appropriate, and if the comment left was sufficient 

o For supervisors/managers who did not approve their staff's timesheet, noted if it was 
approved by appropriate person and if required comment left was sufficient. 

• Investigated any irregularities. 
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SUMMARY OF RESULTS 

• Significant to TRA: the result impacts TRA as an entity. The result could be noted in an external 
audit (OLA or OSA) or could impact TRA's reputation. 

• Significant to Business Objec:tives: the result impacts the specific business objective(s). 
• Other Reportable Result: the result is a by-product of audit work performed. No direct impact 

on the specific business objective(s), but is an opportunity to improve business processes. 

# Title Severity 
1 Leave Request Does Not Match Timesheet Other Reportable Result 
2 Timesheet Completion Policy Not Followed Other Reportable Result 
3 Timesheet Approval Policy Not Followed Other Reportable Result 
4 Employee Self Service Timesheet Entry Policy Not Updated or Reviewed Timely Other Reportable Result 

RESULTS AND RECOMMENDATIONS 
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POSITIVE RES UL TS 
Positive results noted from testing: 

A. Controls Related to TRA employees accurately and timely completing their timesheet: 
• All timesheets tested were completed timely by the completer or backup completer. 
• No falsified time reporting was noted. 
• No falsified leave requests were noted. 

B. Controls Related to TRA supervisors and managers accurately and timely approving their empJoyees' 
timesheets: 

• All timesheets were reviewed and approved prior to processing. 
• There was proper segregation of duties between human resources and payroll in all 

timesheet tested 
• All timesheets were reviewed and approved by an appropriate approver or backup 

approver. 

C. Controls Related to sufficient documentation regarding the use of backup completers and 
approvers: 

• 13 out of 15 timesheets tested for completion had sufficient a comment by the backup 
completer. 

• 11 out 15 timesheets tested for approval had sufficient a comment by the backup approver. 
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RESULTS AND RECOMMENDATIONS (CONTINUED) 
REPORTABLE RESULTS 

A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business object1ves if not corrected The following reportable results and recommendations were 
identified. 

#1 Leave Request does not match Timesheet 
Severity Other Reportabfe Result 
Descrii:ition of Result 

Of the thirty (30) timesheets tested, one (1) timesheet had paid leave (sick) reported. The employee 
originally submitted a leave slip for vacation on this date, but called in sick that day and requested their 
hours be changed to sick leave by their-manager. This was done, but no corresponding approved leave 
request for sick time was ever submitted. When an employee is absent from work, a leave request must 
be completed and approved either before or shortly after the employee returns to work. If the type of 
leave taken changes, a new leave request must be submitted. 

Recommendation 

Managers and supervisors are responsible for ensuring that any leave time taken by their employees has 
a corresponding approved leave request and that approved leave time is properly entered into 
timesheets. Employees, supervisors, and managers should review Employee Self-Service Time Entry 
Policy to ensure adherence to TRA policy. 

Management Action Plan 

Employee and Manager training will need to address how to change or submit new leave requests in a 
variety of situations and timing. 

Responsible Personnel I Elizabeth Zuehlke, Accounting Director and Dan Ristow, Traintng Director 
Target/ Due Date I March 29, 2019 
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#2 I Timesheet Completion Policy not Followed 
Severity I Other Reportable Result 
Description of Result 

Of the thirty (30) timesheets tested, one (1) timesheet had regular hours on the same date as an 
approved leave (vacation) request. The manager completed the.timesheet for the employee as the 
employee was not in the office on timesheet day. However, the hours were entered by the manager as 
regular hours worked. The employee subsequently terminated employment with TRA and received a 
payout of unused vacation time. Because of the timesheet error by the manager, the employee was 
overpaid for the unused vacation time payout. 

TRA's Employee Self-Service nme Entry Policy states that emplovees must complete their own 
timesheet. If employees will be on vacation on the day timesheets are due, they should complete their 
timesheet prior to taking vacation leave. If employees leave on the day that timesheets are due, they 
should complete their timesheet prior to leaving for the day. In the event a supervisor or manager 
comp:letes a staff person's timesheet, a comment must be added to the timesheet record indicating the 
reason the employee did not complete their own timesheet. Timesheets in SEMA4 can be completed 
and approved approximately six months into the future. 
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#2 I Timeshee-t Completion Policy not Followed ('COntinued) 

Of the thirty (30) timesheets tested, three (3) ttmesheets were completed by a back-up completer 
(manager) an behalf of the completer (employee) when the employee should have completed the 
timesheet. One employee was offsite while two employees were out of office on previously approved 
vacations. 

Of all timesheets completed by backup cornpleters (managers) two (2) either had an insufficient 
comment by the backup completer or no comment at all. 

Recommendation 

Managers and supervisors are responsible for ensuring that timesheets accurately reflect approved 
leave taken [sick, vacation, etc.). 

Employees who know they will be absent on timesheet day should complete their timesheet prior to 
leaving the office. Employees who are out sick on timesheet day should be encouraged to complete 
their timesheet remotely (from home) if possible. Backup completers should sufficiently document if the 
employee is physically unable to complete their timesheet remotely due to sick leave. 

All TRA employees should review the Employee Self-Service Time Entry Policy to ensure adherence to 
TRA policy. 

Management Action Plan 

Employee and Manager training will need to address how to change or submit new leave requests in a 
variety of situations and timing. A new training for managers to review the process of timesheet leave 
slip reconciliation and appropriate commentary will be created and performed. 

Respensible Personnel I Elizabeth Zuehlke, Accounting Director and Dan Ristow, Training Director 
Target/ Due Date I March 29, 2019 

# 3 I Timesheet Approval Policy not Followed 
Severity I Other Reportable Result 
Description of Result 

Per MMB Policy: Supervisors/managers are responsible for reviewing and approving empJoyee 
timesheets. The superv1sor or manager who is designated as the primary approver should be the most 
knowledgeable about the work schedule of the employee. Primary approvers are responsible for 
approving employee timesheets. 

Of the thirty (30) timesheets tested, seven (7) timesheets were approved by the backup approver when 
the primary approver (manager) was out of the office which was known prior to timesheet day. The 
primary approver should have had their employees fill out their tirnesheet early so they could be 
approved before being out of office. 

Of thirty (30} timesheets tested, four (4) were approved by the backup-approver without sufficient 
comment. Two backup approvers left no comment and two backup approvals had a copy-paste of a 
message from someone who was not the backup approver which is insufficient. 

Of thirty (30) timesheets tested, four (4) were found to have an incorrect primary approver assigned. 
The appropriate manager approved their department's timesheets. Because the primary approver role 
was assigned to an incorrect manager and the timesheet was approved by a backup approver, exception 
reports were generated. 
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#3 I Timesheet Approval Policy not Followed (Continued) 
Recommendation 

TRA's Employee Self-Service Time Entry Policy states that when a primary approver (employee's 
supervisor or manager) has advance knowledge that they will be absent on the day timesheets are due, 
they should have staff complete timesheets so they can be approved prior to being absent. Subsequent 
changes to an employee's timesheet can be made by the employee and re-approved by the designated 
back-up approver. 

In instances where the primary approver does not approve their department's timesheets, it is their 
responsibility to review the time entry of their staff to ensure it is accurate, i.e. that staff were present 
during their regular working hours, or submitted a leave slip for time away from their regular working 
hours. 

Backup approvers should leave a comment that sufficiently explains why the primary approver is not 
available to approve timesheets. Backup approvers should review the Employee Self-Service Time Entry 
Policy to ensure appropriate timesheet completion. 

Accounting should periodically review roles (backup completer, primary approver, and backup approver) 
to ensure they are accurate. Managers and Supervisors involved in approving timesheets should notify 
Accounting if they encounter incorrectly assigned employees. 

Management Action Plan 

Evaluation and mapping of back up approvers and scenarios to apply correct documentation will be 
created. Then a new training for managers to review the process of timesheet leave slip reconciliation 
and appropriate commentary will be created and performed. 

Responsible Personnel Elizabeth Zuehlke, Accounting Director, Operations Team, and Dan Ristow, 
Training Director 

Target/ Due Date March 29, 2019 

#4 I Employee Self Service Time Entry Policy not Updated or Reviewed Timely 
Severity I Other Reportable Result 
Descri12tion of Result 

The Employee Self Service Time Entry Policy has not been updated since August 23, 2013. It was 
scheduled to be reviewed in July 2014, but it does not appear that this review took place. This is a 
repeat result from FY2016 and FY2017. 

Recommendation 

Management should review and update the Employee Self Service Time Entry Policy to ensure that the 
policy and procedures are up to date. 

Management Action Plan 

After recommendations 1-3 have been completed and then pol-icy and procedure will be rewritten. 

Responsible Personnel Elizabeth Zuehlke, Accounting Director, John Wicklund, Chief Accounting 
Officer 

Target/ Due Date April 30, 2019 
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PRIOR AUDIT FOLLOW-UP 

Report Period: FY2017 (July 1, 2016 through June 30, 2017) 
Report Issued: January 2, 2018 

Result# 1 Approved Leave Request Not Found 
Management Per policy all leave taken will have a corresponding approved leave request. Further 
Response: meetings with the Operations Team to address training needs, standardization of 

documentation and processes are planned for early Januarv 2018 and will be 
completed by 2/28/18. 

Due Date: 2/28/2018 
Responsible Elizabeth Zuehlke, Accounting Director 
Party: 
Status: Internal Audit: Not completed. 

Management response: See current recommendations 1. 
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Result# 2 Timesheet Completion by Backup Completer 
Management In accordance with MMB and TRA policies covering Employee Self Service Time 
Response: Entry the use of backup approvers to modify or approve employee timesheets 

should be strictly limited. The Self Service Time Entry Audit report (FIHR2460) will 
be run every Tuesday after payroll by the accounting Technician for Accounting 
Director review to identify instances where tirnesheets were changed and comment 
added by a manager or supervisor for planned absences. The operations team will 
further meet to apply standardized process and documentation to address internal 
processes of unexpected leave and planned leave instances. 

Due Date: 2/28/2018 
Responsible Elizabeth Zuehlke, Accounting Director 
Party: 
Status: Internal Audit: Not completed. 

Management response: Evaluation and mapping of back up approvers and 
scenarios to apply correct documentation will be created. Then a new training for 
managers to review the process of timesheet leave slip reconciliation and 
appropriate commentary will be created and performed. 3/29/19 

Result# 3 Timesheet Approval by Backup Approver 
Management Back up approvers will be entered in SEMA4 to implement process where the 
Response: primary approver's supervisor (who has knowledge of the department) will be the 

standard back up approver. Further meetings with the Operations Team to address 
training needs, standardization of comment content (documentation) and 
processes are planned for early January 2018 and will be completed by 2/28/18. 

Due Date: 2/28/2018 
Responsible Efizabeth Zuehlke, Accounting Director 
Party: 
Status: Internal Audit: Not Completed. 

Management response: Implementation will begin after evaluation and mapping of 
back up approvers and scenarios to apply correct documentation is created. 
3/29/2019 
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PRIOR AUDIT FOLLOW-UP (CONTINUED) 

Resu1t # 4 Insufficient Comment 
Management Further meetings with the Operations Team to address the standardization 
Response: comment content (documentation) and processes are planned for early January 

2018 and will be completed by 2/28/18. 
Due Date: 2/28/2018 
Responsible Elizabeth Zuehlke, Accounting Director 
Party: 
Status: Internal Audit: Not completed. 

Management response: After recommendations 1 -3 have been completed then 
policy and procedure will be rewritten. 4/30/19 

Result# 5 Policy Not Updated or Reviewed Timely 
Management The Accounting Director will review and update by 2/28/2018. 
Response: 
Due Date: 2/28/2018 
Responsible Elizabeth Zuehlke, Accounting Director 
Party: 
Status: Internal Audit: Not completed. 

Management response: After recommendations 1 -3 have been completed and 
then policy and procedure will be rewritten. 4/30/19 
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IEXHIBIT 4d.21 

e 
TRA 

MINNESOTATRA ORG 

TEACHERS RETIREMENT ASSOCIATION 
651.296.2409 800.657.3669 fax 651.297.5999 

info@MinnesotaTRA.org 

January 25, 2019 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Member Benefit Payments for the month of July 2018 

The primary business objectives of Member Benefit Payments are as follows: 

• Benefit applications (retirement, disability, survivor) are processed accurately, completely, and timely. 
• Benefit payments (retirement annuities, disability and death benefits) are made accurately, 

completely, and timely. 
• Member communication is accurate, timely, and meaningful. 

The audit was performed in accordance with generally accepted government auditing standards contained in 
the Government Auditing Standards issued by the Comptroller General of the United States and the 
International Standards for the Professional Practice of Internal Auditing issued by the Institute of Internal 
Auditors. These standards require that we plan and perform the audit to obtain sufficient, appropriate 
evidence to provide a reasonable basis for our findings and conclusions based on our audit objectives. We 
believe that the evidence obtained provides a reasonable basis for our findings and conclusions based on the 
audit objectives. 

Based on the audit results, management controls are operating effectively to achieve business objectives listed 
above. We did not identify any significant issues. 

The background of the business process follows, along with the audit objectives, scope, methodology and 
summary of results. The results of procedures performed are presented in more detail in the Results and 
Recommendations section. 

We appreciate the assistance provided by TRA Management and Staff during this audit. Please feel free to 
contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 
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Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 

~~ 
Ruth Krupa 
Staff Internal Auditor 



BACKGROUND 

Member benefit payments include all benefits paid to members except for refunds. This includes all of 
the information necessary to process monthly benefit payments other than the calculation of the 
benefit amount. The elements of a payee account are: 

• Payee name and address; 
• Gross payment amount, including adjustments, acceleration, and retroactive pay; 
• Bank account information for payees who elect direct deposit; 
• Deduction amounts, including garnishments, levies, and tax withholding; and 
• Status changes, including moving from disability to retirement and death. 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 

Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 
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Business Objectives Bustness Risks Management Controls (current Controls Tested 
and future) 

Benefit applications Benefit applications are Paper Applications require a 'do' Applicable state 
(retirement, disability, processed inaccuratel.y, and 'verify' step, Online statutes, 
survivor) are incompletely, and/or late. applications are entered by administrative rules, 
processed accurately, member, verified by TRA staff. and TRA policies were 
completely, and TRA employees used to test the 
time1y. intentionally alter a claim Manually entered deductions Member Benefits 

in the computer system, require a 'do' and 'verify' step. Payment process, 
resulting in higher 
benefits paid. 

Benefit payments Benefit payments are Prior to monthly processing, Applicable state 
(retirement annuities, processed inaccurately, queries and reports are generated statutes, 
disability and death incompletely, and/or late. for staff to review, including administrative rules, 
benefits) are made deductions, one-time only and TRA policies were 
accurately, . Unauthorized changes payments, term completes, used to test the 
completely, and are made to stakeholder pending applications, and EFT Member Benefits 
timely. accounts. information that was manually Payment process. 

updated after the pre-note 
Duplicate payments are process. 
made. 

TRA's business system generates 
Benefit payments are reports after monthly payments 
suspended in error. (process payments) to ensure 

changes made to the payee 
Benefit payments do not account are accurate. 
re-start when indicated. 

Paper warrants are lost. The process payments function 
can only run once for each month 

Benefit payments have based on system business rules. 
incorrect tax- Manually entered deductions 
withholdings or other require a 'do' and 'verify' step. 
required deductions. 
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Benefit payments are 
made to deceased or 
otherw ise ineligible 
persons. 

Payments do not cease 
timely. 

TRA <s business system 
automatically tracks payment 
expiration dates, if applicable, and 
either terminates or reduces 
benefits. Letters are sent to 
members or beneficiaries outlining 
the changes. 

TRA's business system inactivates 
payee accounts if a date of death 
is reported. 

TRA has a highly experienced QA 
team to fully test .Net units and 
insure business rules follow flow 
as outlined in the use case. 

The member/beneficiary is the 
outside control if their payment 
amount changes or if their 
payment doesn't arrive. 

A system log is maintained that 
lists every internal and external 
change to a members' payee 
account (time, date, who made 
the change, etc.) 

Requests for system access 
require approvals and is reviewed 
and certified annually. System 
access is re'tiewed by the 
manager/supervisor when staff 
changes job duties or resigns. 

Warrants are printed and mailed 
by a separate agency (DEED). 
Warrants mailed by TRA (pull 
warrants) are logged when 
received and when sent to 
member/beneficiary. Warrants 
returned due to bad addresses are 
followed up with the member. A 
letter is sent {1st class] to their old 
address with forwarding 
requested. 

Continuing benefit payments to 
OptTonal Joint Annuitants (OJA's) 
or beneficiaries do not begin until 
a certified death certificate is 
received. 

Death searches (PBI, Department 
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of Health, obituary reviews of local 
newspapers) are conducted to 
alert TRA to unreported 
stakeholder deaths. 

TRA's business system inactivates 
payee accounts if a date of death 
is reported. 

Member Member communication Member communications, such as Applicable state 
communication is is not accurate, timely, or forms, brochures, and other statutes, 
accurate, timely, and meaningful. publications are reviewed for administrative rules, 
meaningful. accuracy and compliance with and TRA policies were 

Various forms and statute. used to test the 
methods of Member Benefits 
communication are not For new legislation, there is an Payment process. 
accurate, coordinated, or implementation list that outlines 
consistent. specific steps and responsibilities, 

including communication. 

Counseling checklists ensure 
consistent steps are performed 
during counseling appointments. 

AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 

The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 

The scope of the audit covered the time period of July 2018 and included a population of over 2,600 
account changes, first payments, stopped payment, and other payment changes. 

The audit methodology included obtaining information on management's business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks. Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures. Specifically, we performed the following procedures: 

• Reviewed the Member Benefit Payments process for any changes to narratives, policies, 
business rules, etc.; 

• Used queries of applicable Member Benefit Payments transactions for July 2018; 
• Selected samples for testing; 
• Performed testing while taking into account all state statutes, administrative rules, and TRA 

policies in regards to the Member Benefits payment process; 
• Determined ff payments were made accurately, completety, and timely; 
• Determined if there was sufficient support in the member's file in .NET. 
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RESULTS AND RECOMMENDATIONS 

POSITIVE RESULTS 
Positive results noted from testing: 

A. Controls Related to benefit applications (retirement, disability, survivor) being processed accurately, 
completely, and timely. 
• Out of 108 accounts tested, all applicable benefit applications were processed accurately, 

completely, and timely 

B. Controls Related to benefit payments (retirement annuities, disability and death benefits) being 
made accurately, completely, and timely. 
• Out of 108 accounts tested, all benefit payments were found to have been made accurately, 

completely, and timely. 

C. Controls Related to member communication being accurate, timely, and meaningful. 
• All member communications tested were found to be accurate, complete, and timely. 

REPORTABLE RES UL TS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. No reportable results were identified. 
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PRIOR AUDtT FOLLOW-UP 

Report Period: July 2017 
Report Issued: February 8, 2018 
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Result# 1 Member Account Closing Process Not Clearly Defined 
Management The Member Account Closing Process does not have a complete and consistent 
Response: listing of acceptable sources clearly defined in the Annuitant Death Benefit User 

Guide. The process for acceptable documentation to inactivate/and or close payee 
accounts is currently incorrect for the non-continuing payee accounts (payments 
that Will not continue to an Optional Joint Annuitant/Beneficiary). Payments that 
are paid to an Optional Joint Annuitant/Beneficiary are referenced as continuing 
payee accounts. 

TRA will allow one of the following sources to inactivate both the continuing payee 
accounts and non-continuing payee accounts: 
Phone call 
Obituary 
Department of Health report 
US Bank report (with date of death reported) 
PBI with obituary., PBI with confirmation from Social Security and PBI with 
confirmation from out of state Department of Health 

TRA will allow two of the following sources to close a non-continuing payee 
account: 
Phone call 
Obituary 
Department of Health report 
US Bank report (with date of death reported) 
PBI with obituary, PBI with confirmation from Social Security and PBI with 
confirmation from out of state Department of Health 

TRA must have a certified copy of the death certificate in order to close any 
continuing payee account. 

The Member Account Closing Process will be revised by updating the Annuitant 
Death Benefit User Guide to include the different sources we can use to continued 
and non-continuing payee accounts. IT has been notified that updates should be 
made. Further discussion must be done between Member Benefits and IT to 
confirm if the updates can be made. 

Due Date: March 31, 20.18 
Responsible Tim Maurer, Julie Larson, Erica Pinc 
Party: 
Status: Partially. Policy was updated with the clarified, account closing procedures outlined 

above. However, IT was never notified and .NET wasn't updated to align with the 
new policy (i.e. option "Obituary" no longer being able to close accounts by itself.) 
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e 
TRA 

MINNESOTATRA ORG 

TEACHERS RETIREMENT ASSOCIATION 
651.296.2409 800.657.3669 fax 651.297.5999 

info@Minnesota TRA. org 

January 22, 2019 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Cash Receipts for the period July 1, 2017 to June 30, 2018. 

The primary business objectives of Cash Receipts are as follows: 

• The cash receipts process is accurate, complete, and timely. 
• The cash receipts process follows applicable guidance (state statute, policies, and procedures). 
• Controls exist to mitigate identified risks, including segregation of duties. 

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 

Based on the audit results, management controls are operating effectively to achieve business 
objectives listed above. We did identify three results and one observation. 

The background of the business process follows, along with the audit objectives, scope, methodology 
and summary of results. The results of procedures performed are presented in more detail in the 
Results and Recommendations section. 

We appreciate the assistance provided by TRA Management and Staff during this audit. Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 
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Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 
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Ruth Krupa 
Staff Internal Auditor 



BACKGROUND 

Checks and cash received at TRA are logged in TRA's business system, .NET, through the Daily Check Log 
function. Each item is assigned a status such as unprocessed, picked up by payee, receipt in process, 
deposited, hold for receipt processing, returned to sender, redirected to other agency, pulled warrant 
analysis, mailed to sender, or destroyed. 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 

Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 
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Business Business Risks Management Controls Controls Tested 
Objectives (current and future) 

Cash receipts process Receipt is never received, Accounting department Recondliation was done 
is accurate, processed or deposited to reconciles cash daily to between .NET and Cashbook 
complete, and timely. TRA's bank account. SWIFT and TRA's business and SWIFT records. 

system. 
Receipts not deposited in a , E-Payments were in effect. 
timely manner result in Policies and procedures for 
misstated accounts mail room and bank deposit 
receivable, reduced cash processes are documented Written policies and 
flow or improperly calculated and updated as necessary. procedures exist and are 
interest charges on late updated. 
remittances. 

There is insufficient 
segregation of duties. 

The cash receipts Guidance for the cash Statutes and policies are Writt~n policies and 
process follows receipts process is not reviewed with staff and procedures exist and are 
applicable guidance followed. programmed into business updated. 
(state statute, rules of .NET. 
policies, and 
procedures). 
Controls exist to Controls do not exist to Policies and procedures for Cash Receipts were 
mitigate identified mitigate identified risks, mail room and bank deposit examined to ensure controls 
risks, including including segregation of processes are documented were in place and followed 
segregation of duties. duties. and updated as necessary. during the process. 

Segregation of Duties is Cash Receipts were 
taken into account when examined that duties were 
assigning duties between segregated between 
check lagging, receipt logging, receipt creation, 
creation, and deposit and deposit. 
creation . 

. NET logs the entry of a 
check, along with the 
creation of a receipt and 
deposit. 
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AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 

The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 

The scope of the audit is the period July 1, 2017 to June 30, 2-018. The population was each bank deposit 
day within the 249 business days of FY2018. 

The audit methodology included obtaining information on manag.ement's business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks. Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures. Specifically, we performed the following procedures: 

• For each month within the fiscal year, five days of daily check logs were compared to the 
applicable deposit recorded in TRA.NET; 

• For each day's daily check log tested, the deposit recorded in TRA.NET was compared to that 
daily check log; 

• Checks or warrants appearing on one and not on the other were investigated; 
• Daily Check Log totals for the monthly samples selected were traced to Receipts within TRA.NET, 

the daily entries in QuickBooks, and recorded deposits in SWIFT; and 
• Differences were investigated. 

SUMMARY OF RESULTS 

• Significant to TRA: the result impacts TRA as an entity. The result could be noted in an external 
audit (OLA or OSA) or could impact TRA's reputation. 

• Significant to Business Objectives: the result impacts the specific business objective(s). 
• Other Reportable Result: the result is a by-product of audit work performed. No direct impact 

on the specific business objective(s), but is an opportunity to improve business processes, 
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# Title Severity 
1 The cash receipts process is not accurate, complete or timely Other reportable result 
2 The cash receipts process does not follow applicable guidance Other reportable result 

3 
Controls are not sufficient to mitigate ldentifled risks, Significant to TRA 
including segregation of duties 
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RESULTS AND RECOMMENDATIONS 
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POSITIVE RESUt TS 
Positive results noted from testing: 

A. Controls Related to the Cash Receipts process being accurate, efficient, and t,imely: 
• Of the 551 check log ids tested, 5~1 had no issues noted. 
• TRA staff who created purchase, invoice or payroll records did not prepare any deposits, 

handle receipts or reconcile cash balance in SWIFT. 
• The Accounting Director properly monitored for any cash receipts not linked to purchase, 

invoice or payroll records. No unlinked receipts were noted during the audit. 
• Out of 551 check log ids tested, all except one (1) disposition was handled timely. 

B. Controls Related to the Cash Receipts Process following applicable guidance: 
• The TRA Cash Receipts and Deposits Process is up to date with current practices. 
• Of 60 business days tested, all except one (1) was found to be in compliance with State 

Statute regarding timely deposit. 

C. Controls exist to mitigate identified risks, including segregation of duties: 
• The Accounting Officer reconciled cash daily in SWIFT to QuickBooks. Out of 60 days 

reconciled, none were noted to have issue from SWIFT to QuickBooks. 
• If no purchase, invoice or payroll record exists, the Accounting Officer determined if the 

receipt was valid prior to deposit. No invalid receipts were noted in the audit. 
• The .NET deposit tape screen brings up a listing of checks that show the payer and check 

number. Incorrect amounts for checks are flagged In .NET so they can be verified and 
corrected, if necessary. No flagging or incorrect amounts for checks were noted in the audit. 

• Of 60 business days tested, none were found to have issue with segregation of duties; 

REPORTABLE RESULTS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. The following reportable results and recommendations were 
identified. 

#1 I The cash receipts process is not accurate, complete, or timely. 
Severity I Other Reportable Result 
Description of Result 

Out of 60 days of cash receipts (551 check log ids} tested: 

Two (2) items had an incorrect payee entered in .NET. The payee was entered as TRA while the correct 
recipient was an outside vendor. * 
One (1) Item had an incorrect comment in the check lo.g explaining why it had been deposited the next 
day, but still within the time requirement stated in statute (M.S. 16A.275; an agency shall deposit 
receipts totaling $1,000 or more in the state treasury daily). The check log per .NET indicates that the 
item was received and logged prior to the daily deposit. However, th-e item was deposited the 
following day. The comment recorded in .NET by TRA staff stated that the item was received after the 
daily deposit had been made and therefore was unable to be deposited that day. This was untrue. The 
item amount was $62,063. 
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One (1) item was not deposited timely (M.S. 16A.275; an agency shall deposit receipts totaling $1,000 
or more in the state treasury daily). The item was in the amount of $4,550.54 and was received 
December 4, 2017 but was not deposited until December 7, 2017. 

Nine (9) items in the daily check log that were Mailed to Payee had an insufficient comment entered 
by TRA staff. One (1) item had no comment when one was needed; seven (7) had a comment that 
didn't properly explain the disposition of the cash/check, and one (1) had a comment that didn't 
properly explain a discrepancy in the timing of how the cash/check was handled. * 

One (1) item in the daily check log did not include the stakeholder's TRA number; the stakeholder is an 
ex-spouse. Because of the missing TRA number, it was extremely difficult to locate the correct account 
that corresponded to this payment. 

One (1) item in the CashBook did not have a corresponding .NET deposit ID. lnternaJ Audit was unable 
to determine if the deposit was recorded timely or accurately. 

Twenty-two (22) items in the check log did not have their status updated timely. Tw.enty-ene (21) of 
these items were all received from July 2017 - December 2017 and were either mailed out, redirected, 
or deposited timely. The status of these items was either Unprocessed or Pull Warrant Analysis until 
January 2018. One {1) item was a manual ELSA refund that was mailed to the member on June 25, 
2018 but remained in status Pull Warrant Analysis until the log was updated on October 23, 2018. 

Checks or warrants received at TRA that are not deposited require an explanation of their disposition 
when mailed to a payee. Four (4) of these items did not have the required explanation in the daily 
check log. 

One {1) receipt is in 'Pending' status. Currently, .NET lacks functionality to create an invoice record to 
reconcile the receipt. The status will remain pending even though the item has already been 
deposited. 

Out of 60 days of cash receipts reconciled: 

One (1) deposit with the status 'Processed' was not actually deposited. A TRA Accounting staff 
entered the item twice (two separate check logs, receipts and deposits). The error was discovered 
before the duplicate deposit was entered into SWIFT. Because the receipt in .NET cannot be canceled; 
it was modified to reflect it as Non-Sufficient Funds (NSF). 

The following is an Observation. 

Four (4) items were found to have an incorrect status assigned in the .NET daily check log. Status 'Mailed 
to Payee' was used, but per comments in the log by staff, each of these checks was actually picked up by 
a member. Status 'Picked up Payee' should have been used instead. 

*Note that there is an overlap in Results. The two {2) items that had an incorrect payee entered in the 
cheek log, were also two (2) of the nine (9) items that had insufficient comment in the check l~g. 
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Recommendation 

TRA Accounting staff must be reminded that all items (cash, checks, or warrants) received are logged in 
.NET accurately and on the day they are received and deposited or routed timely. All comments must 
have sufficient information to explain any discrepancies in timing or in how the item was handled. 

TRA Accounting staff must be reminded that all deposits entered into the Cashbook have the 
appropriate Deposit ID attached. 

TRA Accounting staff and Management should work with Systems to have employer invoice functionality 
programmed so reconciliations can be completed. 

Subsequent to the audit period, .NET has been updated to raise error flags if the same check number 
and amount appears in more than one check log and/or receipt. 

Management Action Plan 

The 2 incorrect payee items have been discussed and trained with the mail room personnel. The 
comment field will need to be reviewed by management and staff. Standardized comments for 
accounting staff will be created for routine items that require comments to address any ineorrect or 
insufficient commentary. 

The comment field is not required during manv workflow processes, due to other processes being 
performed as a step in the completion of a workflow that are self-explanatory in performance of the 
workflow. For exarnple: a review of the three check log items that were identified as having insufficient 
comment have the one requtred comment (cheok log ID's 6086, 6217, 6419) on the receipt and all three 
have a letter in correspondence tracking with the date of the return and to whom it was returned. 

For the remaining check log items without a receipt ID, tihe selection of the check log action [mailed to 
payee, destroy warrant, forward for deposit, picked up by payee) is all that is required to document the 
disposition. No other check log comments are required (optional comments are allowed). The 
one item, check log ID 6218 that was logged incorrectly, showing the payment as payee as TRA, but that 
issue has already been identified in result #1 (first item listed). 

For the six warrants that did not have an explanation, all six were unclaimed property warrants that 
were mailed with a cover letter (correspondence template tra-4899c). These letters do get imaged to 
member's folder. The check log wasn't timely updated, and that issue has already been identified in 
result #1. 

To address identification of timely deposit of checks in .NET, accounting staff will be trained in a 
standard comment for handling checks that are not to be deposited prior to the daily receipt cut off 
time. The daily receipt cut off time for checks to be included in the same day's deposit will be set in TRA 
policy, in addition to the current TRA policy where a check may be held up to five days when research is 
being conducted and the check is secured in the accounting area safe 

In summary, check log items without a receipt linked to the check log ID, require an action to update the 
check log status, but don't require a comment. 
Stakeholder ID's/TRA#'s are not required comments when logging a check. 

Check log items that have a receipt ID linked to the check log ID, where the check log and receipt ID 
status = returned to sender, the return to sender action on the receipt requires a comment, which then 
gets included on the correspondence sent with the returned check (correspondence ID 7999h). 
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Accuracy, timelines:s and completeness within the feur systems will continue to be addressed with new 
staff and further training will be performed as processes are refined. Further review of policy, process 
and the current systems by accounting management to identify need and scope of change will be 
performed. 

Responsible Personnel ) Elizabeth Zuehlke, Accounting Director 
Target/ Due Date I April 15, 2019 

#2 The cash receipts process does not follow applicable guidance 
Severity Other Reportable Result 
Description of Result 

Out of 60 days of cash receipts (551 check log ids) tested, one (1) instance was found where duties were 
not properly segregated as per policy. The same staff member who created the receipt and de-posit also 
modified the original check log. Per TRA policy, check fog entry is to be made by one accounting staff 
while the receipt and deposit entries are t-0 be made by a different accounting staff. Having one 
accounting staff record the receipt entry, prepare the deposit, and then later modify the original check 
log entry introduces a higher level of risk. 

Recommendation 

TRA Accounting staff must be reminded to follow designed segregation of duties procedures. 

Management Action Plan 

Incompatible access is being reviewed and identified via the new .NET security reviews. As the 
accounting staff Is hired to complete the accounting team in FY2019 further review and restriction of 
access in .NET will help address segregation of duties issues. In the instances where a short staffed 
situation may occur, process and mitigating controls will need to be evaluated and deployed. 

Responsible Personnel I Elizabeth Zuehlke, Accounting Director 
Target/ Due Date I April 15, 2019 
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#3 I Controls are not sufficient to mitigate identified risks, including segregation of duties. 
Severity I Significant to TRA 
Description of Result 

Controls are not sufficient regarding access to.NET, Cashbook, and QuickBooks. 

Cashbook is an Excel file which records daily cash receipts, canceled annuity warrants, inter-agency 
receipts, vendor payments, refunds, payroll, and investment receipts and withdrawals. The file is 
password protected but the password has not been changed in years. All Accounting staff, Internal 
Audit staff, and some Data Integrity staff have the password which allows full access to the file. Entries 
made by staff are not logged. There is no current written policy in place for a logging method to track 
who is making which entries. 

QuickBooks has only one access login which is shared among Accounting staff; there is no way to 
determine who makes the various entries. There is also no process for reviewing entries made to 
ensure they are accurate. 
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During the audit, there were two (2) instances where a deposit entered in .NET had a different entry 
date in QuickBooks and Cashbook. Because of the login access issues noted above, the correct dates af 
entry in .NET, Cashbook, and QukkBooks could not be determined. 

There is no current, comprehensive process flow or narrative to describe the Cash Receipts process. 
Internal Audit requested this from Accounting but it was never provided. Internal Audft also inquired 
of Accounting whether the current Cash Receipt and Deposits Process policy had any changes due to 
staffing changes in the fiscal year under audit. No response was received. 

Recommendation 

TRA Management should identify, implement, and monitor access and tracking issues in all General 
Ledger processes, including cash receipts. 

A process flow document should be created and maintained for the Cash Receipts process. 

Accounting should respond timely to requests for information from Internal Audit. 

Management Action Plan 

Management will analyze, identify any needed changes, implement and continue to monitor access 
within the GL and cash receipt processes. 

A process flow document for cash receipts will be created and maintained by TRA Accounting 
Management. 

Accounting will strive to answer auditor's questions completely and timely. It would be helpful while 
TRA auditors are running several audits simultaneously, if an Excel or Word grid could be sent to the 
manager for each individual audit's (CR, Adm in. Exp., Business Exp., etc.) questions with the 
corresponding status' (completed or pending) from internal audit. This clarity throughout the audit 
process would help in the case where missed items were thought to have taken place verbally and 
clarify emails with this type of formal status list. 

Responsible Personnel I Elizabeth Zuehlke, Accounting Director and Internal Audit 
Target/ Due Date I 4/1s;2019 
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PR1OR AUDIT FOLLOW-UP 

Report Period: FY2017 (July 1, 2016 through June 30, 2017) 
Report Issued: August 14, 2017 

Result# 1 Segregation of Duties 
Management Management has addressed the accounting staff shortage with recent hire of 
Response: Accounting Technician on July 28th and Accounting Director on August 9th. 

Another receptionist has also been hired, and a change in security has been made 
to add a Mail Room Processor as additional backup to log incoming checks. 
Management has also budgeted for an additional Accounting Officer position for 
FY2018 to deepen the Accounting staff available for deposit preparation and reduce 
risk of segregation of duties. 

Due Date: August 8, 2017 
Responsible Elizabeth Zuehlke, Robert Johnson 
Party: 
Status: Partially. Staff hired but Segregation of Duties issues still noted. See Result# 3. 

Result# 2 Payments not Deposited Timely 
Management Staff should be reminded that all cash and checks received that are not routed 
Response: outside of TRA should be deposited timely according to state statute. 
Due Date: August 7, 2017-:- procedure change. August 31, 2017 share point document 

updated. 
Responsible Elizabeth Zuehlke, Robert Johnson 
Party: 
Status: Not Resolved. See Result# 1. 

Result# 3 Physical Checks Not Adequately Secured 
Management The State Program Administration Manager will review cash receipts audit with the 
Response: newly hired Accounting Director and determine where check log and deposit 

procedures can be clarified for checks received by TRA counselors after daily 
deposit is completed, and when no Accounting staff are available to secure checks. 
Review of Check Log and cash receipts procedures will be completed by August 31, 
2017. The State Program Administration Manager has met with mail room staff to 
re-iterate the need to open all mailings not marked "personal and confidential". 
State Program Administration Manager will add agenda item for August 8th 
Management Team meeting to discuss handling of incoming mail marked "personal 
and confidential". 

Due Date: August .31, 2017 
Responsible Robert Johnson 
Party: 
Status: Bob, Efizabeth and Tambra met on August 25, 2017 to review the FY 2017 cash 

receipts audit results and to update the cash receipts & deposit procedure in share 
point. Personal & Confidential mail was discussed at the August 8th MT meeting 
and it was approved that all mail, including mail marked as personal and 
confidential be opened by the mail room. The mail and imaging process was 
updated accordlnglv. 
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PRIOR AUDIT FOLLOW-UP (continued) 

Result# 4 Pull Warrant Status/ Daily Check Log Not Updated Timely 
Management Management notes that that the logged warrants at issue are TRA benefit warrants 
Response: that were pulled and held for further processing, and that they are not part of the 

cash receipts process. Management agrees that the process and procedures for 
dealing with pulled warrants not deposited needs tightening to ensure timely and 
proper tracking. The State Program Administration Manager will review the. Check 
Log process with newly hired Accounting Director and Member Benefits Director by 
August 31, 2017. 

Due Date: August 31, 2017 
Responsible Robert Johnson 
Party: 
Status: Bob, Elizabeth and Tambra met on August 25, 2017 t-0 review the FY 2017 cash 

receipts audit results and to update the cash receipts & deposit procedure in share 
point. 
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!EXHIBIT 4d.~ 

MINNESOTATRA ORG 

TEACHERS RETIREMENT ASSOCIATION 
651.296.2409 800.657.3669 fax 651.297.5999 

info@MinnesotaTRA.org 

October 15, 2018 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Expense Reimbursements for the period July 1, 2017 to June 30, 2018. 

The primary business objectives of this audit were to determine if expense reimbursements: 

• Follow applicable guidance (policies, contracts, etc.); 
• Are appropriately reviewed and approved; 
• Have adequate supporting documentation (receipts, etc.); and 
• Are submitted and paid timely. 

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 
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Based on the audit results, management controls are not operating effectively to achieve business 
objectives listed above. We identified three significant issues. 

The background of the business process follows, along with the audit objectives, scope, methodology 
and summary of results. The results of procedures performed are presented in more detail in the 
Results and Recommendations section. 

We appreciate the assistance provided by TRA Management and Staff during this audit. Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 

Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 

R~la~ 
Staff Internal Auditor 



BACKGROUND 

Expense reimbursements are governed by state statute, state policies, collective bargaining agreements, 
and internal policies. Expense reimbursements may be subject to review by the Minnesota Office of the 
Legislative Auditor (OLA) during financial statement or internal control audits. Because of the complexity 
and range of guidance, expense reimbursements are selected annually for an internal audit. 

TRA allows employees to submit expense reimbursements via paper form or online through SEMA4, the 
state's payroll and benefit system. For online reporting, employees must upload the required receipts 
and attach to the expense reimbursement. Timesheet approvers, typically the employee's supervisor or 
manager, review and approve the online expense reimbursement when timesheets are reviewed and 
approved. Reimbursements occur each pay period. 

Expense reimbursements for Board of Trustees continue in paper form. Reimbursements are processed 
through SWIFT, the state's accounting system. 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 

~ 
0.. 
I-'· 
rt 
() 
0 

~- 
rt 
(D 
(D 

I 
O'\ 
0 

I 

Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 

Business Objectives Business Risks Management Controls Controls Tested 
(current and future) 

Expense Expense reimbursements Empl8yees are provided Expense reimbursements 
reimbursements are made that do not sufficient information to were examined to ensure 
follow applicable follow applicable accurately complete expense applicable guidance was 
guidance (policies, guidance. reimbursements. followed. 
contracts, etc.) 

Supervisors/managers follow 
applicable guidance when 
approving expense 
reimbursements. 

Accounting staff review 
completed and approved 
expense reimbursements prior 
to payment. 

Expense Expense reimbursements Expense reimbursement forms Expense reimbursement 
reimbursements are are not appropriately are not processed without ' requests were examined 
appropriately reviewed or approved. appropriate approval. for appropriate approval. 
reviewed and 
approved. 

Expense Expense reimbursements Expense reimbursement Expense reimbursement 
reimbursements have are not supported requests are not processed requests were examined 
adequate supporting because required receipts without required receipts. to determine if required 
documentation are not included. receipts were attached. 
(receipts, etc.). 
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Business Objectives Business Risks Management Controls Controls Tested 
(current and future) 

Expense Expense re1mbursements Accounting staff review Expense reimbursement 
reimbursements are are submitted or paid expense reimbursements to requests were examined 
submitted and paid late. Late d.etermine if has been for timely submission. 
timely. Expense reimbursements are not submitted late and is to be Late submissions were 
reimbursements taxed as supplemental treated as supplemental wages examined to determine if 
submitted late are wages. and taxed. the reimbursement was 
taxed as supplemental appropriately treated as 
wages. supplemental wages and 

taxed according to IRS 
rules. 

AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 

The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 

The scope of the audit covered the time period July 1, 2017 to June 30, 2018 and included all employee 
and trustee expense reimbursements submitted in FY2018. This population included 264 employee 
expense reports and 53 trustee expense reports. 

The audit methodology included obtaining information on management's business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks. Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supperting documentation, interviews with relevant staff, and other 
pertinent procedures. Specifically, we performed the following procedures: 

• For employees, selected 50 expense reports for testing. 
• · For Board of Trustees, selected at least one expense reimbursement from each trustee to test. 
• Examined each reimbursement request. 
• Determined if expenses reimbursed were appropriate based on applicable guidance. 
• Noted whether expense reimbursement request was signed by the employee or trustee (paper 

form) and approved by the appropriate supervisor/manager (paper and online). 
• Noted whether expense reimbursement request was made within 60 days of expense being 

incurred. 
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SEVERITY LEVEL OF RESULTS 

• Significant to TRA: the result impacts TRA as an entity. The result could be noted in an external 
audit (OLA or OSA) or could impact TRA's reputation. 

• Significant to Business Objectives: the result impacts the specific business obje-c:tive(s). 
• Other Reportable Result: the result is a by-product of audit work performed. No direct impact 

on the specific business objective(s), but is an opportunity to improve business processes. 
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SUMMARY OF AUDIT RESULTS 

# Tid.e Severity 
1 Controls over expense reimbursements (employee and trustee) were Significant to Business 

not adequate to ensure the accuracy and appropriateness of Objectives 
reimbursements. 

2 Expense Reimbursements Process Inefficient/ Process Not in Place Significant to Business 
Objectives 

3 Generai ledger reconciliations were not completed Significant to Business 
Objectives 

RESULTS AND RECOMMENDATIONS 
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POSITIVE RESULTS 
Positive results noted from testing: 

A. Expense reimbursements follow applicable guidance 
• Of the 67 expense reports tested, 60 followed applicable guidance. 

B. Expense reimbursements are appropriately reviewed and approved 
• All expense reimbursements tested were properly approved by a manager or supervisor. 

C. Expense reimbursements have adequate support1ng documentation 
• Of the 67 expense reports tested, 66 had adequate supporting documentation. 

D. Expense reimbursements are submitted and paid timely 
• Of the 67 expense reports tested, 66 were paid timely. One report was submitted late but 

was taxed properly. 

REPORTABLE RESULTS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. The following reportable results and recommendations were 
identified. 
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# 1 Controls over expense reimbursements (employee and trustee) were not adequate to 
ensure their accuracy and/or appropriateness. 

Severity Significant to TRA 
Description of Result 

TRA did not ensure that expense reimbursements were pro.perlv supported by sufficient and 
appropriate documentation or paid in accordance with applicable guidance . 

. Out of 50 employee and 17 trustee expense reports tested: 

1. Two (2) employee mileage expenses were submitted with an incorrect mileage rate. There are 
two rates used for mileage. The current iRS rate (53.5 effective January 1, 2017 and 54.5 
effective January 1, 2018) is applicable if the employee travels in his or her own vehicle because 
no state vehicle is available. If a state vehicle is offered but the employee declines and travels in 
his er her own vehicle, the rate is 7 cents less (46.5 for 2017; 47.5 for 2018). The mileage 
expense was reimbursed at the higher rate when a state vehicle or rental was available. The 
incorrect rate was not detected when the expense report was approved or processed for 
payment. TRA does not intend to recover the overpayment from the employee. 

2. Two (2) employee mileage expenses from two different employees were found to have been 
submitted with incorrect mileage. The mileage listed was more than a reasonable distance to 
reach their destination from the office they worked or to their home address. The employees in 
question were reimbursed more than they were owed. Management is working with the 
employees involved to recover the overpayments. 

3. One (1) employee lodging expense was reimbursed at a higher dollar amount than was 
referenced in the attached receipt. The incorrect amount was not detected when the 
reimbursement was approved or processed for payment. TRA does not intend to recover the 
overpayment from the employee. 

4. One (1) employee gas expense was submitted without a sufficient supporting receipt. Per TRA 
policy, gas expenses require a receipt. The document submitted was a copy of a credit card 
statement with a date, amount, and vendor but no detail of the expense incurred. This is not a 
sufficient receipt and was not noticed during the approval or payment process. 

5. One (1) employee airfare comp expense (compensation for mileage travelled out of state when 
using a personal vehicle) was approved for reimbursement without proper support. Airfare 
comp reimbursement requires that the employee traveling submit a quote for the lowest round 
trip airfare along with a calculation of anticipated mileage plus related anticipated expenses. 
Reimbursement would then be limited to the lower of the two amounts. In this case, the 
employee submitted only an airfare cost printout; there was no indication on the printout that it 
was the lowest-cost flight available. This is not sufficient documentation for this type of expense 
which was not noticed during the approval process. Additionally, expense reimbursement 
guidance to employees does not address the process for claiming airfare comp. There was not 
enough documentation for this expense to determine if an overage or shortage was made to the 
employee. Due to this, TRA will not seek further recovery or reimbursement with the employee. 

6. One (1) employee lodging expense was inappropriate. The employee attended a conference 
that took place from August 13 -18, 2017; lodging was expensed to TRA from August 11 to 
August 19. The lodging reimbursement for August 11th was Inappreprlete as the conference did 
not start until August is". The extra night request was not noticed during the approval or 
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payment process. This involved an employee who has since left TRA, and TRA does not intend to 
recover the overpayment. 

7. Travel and Expense Reimbursement Policies currently state that metered parking does not 
require a receipt be submitted, while non-metered parking does. What constitutes "metered" 
parking within policy is blurry. In recent years, parking payment methods have diversified in the 
Twin Cities and elsewhere. TRA will clarify in the policy which parking expenses require receipts. 

8. One (1) trustee expense report was reimbursed to a different trustee. The error was detected 
by IA during testing and confirmed with both trustees. The trustee who received the 
reimbursement in error has repaid TRA. Payment has been processed to the trustee who 
submitted the original expense report. 

a. This issue, involving the same Board Members, reoccurred in FY2019. 

This is a repeat Result. The FY2017 expense Reimbursements audit issued October 10, 2017 
noted that controls over expense reimbursements (board and emptoyee) were not adequate 
to ensure the accuracy and appropriateness of reimbursements. 

Recommendations 

Employees and trustees who submit expense reports are reminded to review applicable expense 
reimbursement policies and guidance. Reports are to be completed accurately and timely. Where 
required, proper receipts are to be attached. The correct mileage rate must be used. 

TRA staff who approve and/or process expense reports must review them carefully for completeness 
and accuracy. An expense report that does not follow applicable policy or guidelines should be returned 
to the submitter for correction. 

Travel Policies should be updated to include the airfare comp precess and how tu submit for 
reimbursement. 

Travel Policies should also be updated to reflect which parking expenses should have receipts submitted. 

Management Action Plan 

1. Accounting staff will send an agency wide email and update to the new training coordinator who 
will post the IRS rate on SharePoint: Also, training materials will be updated when the parking 
rates could change in January and June. 

2. Employees and Sup:ervisors will be trained on the correct fields to enter miles. 
3, Lodging Expense was different than the group rate due to missing the early bird rate and room 

availability due to competing priorities in knowing whether the employee could attend. This 
was approved through director authority and signature on the expense report. 

4. Training on the waiver of lost receipt will be provided. We have implemented a check out 
calendar to book the TRA van showing the checked out for van' mileage and appropriate gas 
receipt. 

5. The Accounting Director pulled the lowest airfare from internet search and gave this paper to 
the employee. A new process to address providing the lowest airfare will need to be performed. 
The airfare will be looked up and prtnted from the Travel Leaders site and giv:en to staff to 
provide documentation ef the lowest airfare behind the business expeases. The requirement of 
performing a mileage comparison will be addresse"d as part of employee/supervisor training. 

6. It was determined by the CFO ans Accounting Director that reimbursement of the overpayment 
would not be pursued. 
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7. Policy will be reviewed te update and clarify when receipts are needed. Non-metered parking 
such as surface parking lots or parking garages (ramp) provide receipts. Street parking spaces 
governed by a physical coin operated or credit card kiosks do not requfre a receipt. Policy will 
not change in the regards to requiting the higher cost parking venues to provide a receipt. 

8. This transaction and reoccurrence is corrected and training to accounting staff has been 
completed. 

Responsible Personnel I Accounting Director, E'l'izabeth Zuehlke 
Target/ Due Date I Various -January 15, 2019 

# 2 Ex_pe.nse Reimbursements Process Inefficient/ Process Not in Place 
Severity Significant to TRA 
Description of Res-ult 

During testing, Intern-al Audit noted the following - 

1. Trustee and employee expense reports were inconsistently or inaccurately filed. 
a. The initial population of trustee expense reports received was determined to be 

incomplete when IA attempted to reconcile them to the general ledger. Further 
requests to Accounting did produce the missing reports. Mos-t trustee expense reports 
are filed by trustee and may contain approved reports for more than one fiscal year. 
Some trustee expense reports were kept in a miscellaneous folder rather than the 
specific trustee folder. 

b. Employee expense reports were provided in an inconsistent order. IA spent significant 
time searching in order to find the expenses selected in the sample. One employee 
expense report was filed in a trustee folder. 

2. The general ledger did not accurately reflect the nature of the paid trustee expenses. Eight out 
of fifty-two trustee expense reports in FY2018 used an incorrect description in the general 
ledger journal entry. This caused extra work for IA to reconcile the trustee expenses to identify 
the mislabeled expenses. 

3. The expense report process for trustees who are also state agency employees (Department of 
Education and Minnesota Manag.ement and Budget] is not clearly documented, leading to 
inconsistent and potentially incomplete TRA business expenses. When these trustees incur 
expenses on TRA's behalf, they can either submit their expense report directly to TRA or through 
their agency's payroll process. If the expense report is submitted through their agency, TRA 
must provide that agency the appropriate funding string to ensure that the expense is paid by 
TRA. It was found that there is no process in place to ensure that the trustees from MDE or 
MMB have their TRA-related business expenses paid by TRA. 

4. Not all information required for mileage expenses are being submitted by employees. 
Employees should provide the departure location {home address or other address), destination 
address, number of miles driven, the fRS mileage rate being used, and the calculated 
reimbursement amount. Time of depa·rtur-e and arrival on the day of trave1 is also requested if 
meals are expenses. 

This is a repeat result from FY2017. The F'Y2017 Expense Reimbursements audit issued 
October 10, 2017 noted that the expense reimbursement process was not clea·rly defined. 
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Recommendations 

TRA Accounting staff must develop a more robust filing process. Paid expense reports must be filed 
accurately and timely. Trustee expense reports should be filed by trustee by fiscal year. 

TRA supervisors and managers should be reminded to carefully review all submitted expense reports for 
correct dates, amounts, and receipts. 

TRA Accounting should perform a secondary review and return incomplete Qr inaccurate expense 
reports. The general ledger should be reviewed and reconciled to ensure that accounts contain accurate 
and sufficient detail information. 

TRA must develop a documented expense re1mbursement process for employees and their 
supervisors/managers to ensure expenses are appropriately calculated, submitted, reviewed, and 
approved. This process must also include detailed training on expense reimbursements. 

TRA must develop a documented expense reimbursement process for trustees who are also state 
agency employees. This process must include procedures to ensure that all TRA trustee expenses are 
paid by TRA. 

Management Action Plan 

L New process to hand off requested paperwork to internal audit will entail the Accounting Director 
giving the requested original files to the auditor through an itemized routing form (Check Out process). 
The Check Out process will account for each item that was given to the auditor in the order given. This 
will be done to create a complete record of not only what was given, but also will provide a visible 
record of the order given to internal audit as requested. The original paperwork will be routed back to 
accounting through the same (Check In) process. Folders are maintained on each employee or board 
member submitting an expense report. Miscellaneous folders will not be used. 
2. Any description errors in the source Gt data (SWIFT) are not updateable once paid out. However, 
implementation of monthly reconciliation will begin in calendar year 2018. 
3. Trustee Business Expense process is undergoing separation from -employee business expense policy 
and procedure which is in progress. 
4. The Accounting Director will audit paper business expenses during the training of new personnel 
prior to any payment being issued. After processing the Accounting Officer wiJI pull the business 
expense report and review. Business expense training for all TRA employees will be performed by the 
new training coordinator. 

Responsible Personnel I Accounting Director, Elizabeth Zueh1ke 
Target/ Due Date I January 15, 2019 

#3 I General ledger reconciliations were not completed. 
Severity I Significant to Business Objectives 
Description of Result 

Accounting was unable to provide completed reconciliations of employee or trustee expense 
reimbursements for FY2-018. Expense reimbursements should be reconciled from source records or 
documents to the general ledger at least annually. More frequent reconciliations are encouraged. 

IA was able to reconcile trustee expense reimbursements to the general ledger. However, errors w.ere 
found that the reconciliation process wouJd have detected. 

IA did not reconcile employee expense reimbursements to the general ledger. Because no reconciliation 
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was performed, there is a risk that an expense reimbursement was paid incorrectly or coded to the 
wrong general ledger account. 

This is a repeat result from FY2017. The FY2017 Expense Reimbursements audit issued 
October 10, 2017 noted that general ledger reconciliations were not completed. 

Recommendation 

TRA Accounting Staff should perform periodic reconciliations from source records or documents to the 
general ledger to ensure that employee and trustee expense reimbursements are paid correctly and are 
coded to the correct general ledger account. 

Management Action Plan 

Monthly review of business expenses began on 10/1/18. Reconciliation of Employee and Board 
Member business expense review process will be implemented January 15, 2019 to be performed on a 
quarterly basis. 
Responsible Personnel I Accounting Director, Elizabeth Zuehlke 
Target/ Due Date I January 15, 2019 
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fEXHIBIT 4~ 

Date: March 8, 2019 
To: TRA Audit Committee 
From: Leslie Nagel, Internal Auditor 

Re: Compliance Reviews issued since November 2018 

The following organizations had compliance reviews completed since November 2018: 

Organization Period Covered # Members Date Issued 
Foley 00051 7/1/2017 - 6/30/2018 198 November 26, 2018 
Dilworth-Glyndon-Felton 02164 7/1/2017 -6/30/2018 172 November 30, 2018 
Hibbing 00701 7/1/2017 - 6/30/2018 235 December 21, 2018 
Tri-City United 02905 7/1/2017 - 6/30/2018 230 February 12, 2019 
Milaca 00912 7/1/2017 -6/30/2018 175 March 4, 2019 
Prior Lake - Savage 00719 7/1/2017 -6/30/2018 696 March 4, 2019 
Lakeville 00194 7/1/2017 - 6/30/2018 1,020 March 8, 2019 
St. Michael Albertville 00885 7/1/2017 -6/30/2018 595 March 8, 2019 

The following results were noted: 

Eligible members and 
salary not reported to 
TRA 

Foley 00051 Community Education Director, Sub Teachers (5) 

Prior Lake - Savage 00719 Community Education Director 

Tri-City United 02905 Nurse (RN) 

Milaca 00912 Nurses (RN) - 2 

Prior Lake 00719 Community Education Director 

Lakeville 00194 Community Education Director 

.... 
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St. Michael Albertville 
00885 

Nurse (RN) 

Eligible salary not 
reported to TRA 

Lakeville 00194 

St. Michael Albertville 
00885 

March 16, 2018 payroll (290 members); 
Miscellaneous pay dates (38 members) 

Sub teacher; nonlicensed 

Ineligible member and 
salary reported to TRA 

Foley 00051 

Tri-City United 02905 

Milaca 00912 

St. Michael Albertville 
00885 

Director of Technology 

Coaching (no teaching) 

Care Aide 

Director, Technology and Transportation 



Ineligible salary reported Hibbing 00701 Nonduty (Administrators) 
toTRA Coaching (no teaching) 

Tri-City United 02905 Nonduty (Administrators) 

Lakeville 00194 Wellness Champ pay, Nonlicensed only, Lump-sum 
vacation, Election Judge 

St. Michael Albertville 
00885 Office Para Sub; Sub Bus Aide; Sub Para Special 

Aide 
Nonduty (Administrators) 

Salary incorrectly 
reported 

Employee Deductions 
and Employer 
Contributions Not 
Remitted 
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m, MANAGEMENT 
AND BUDGET IEXHIBIT 4f.ll 

INTERNAL CONTROLS BULLETIN 
November 30, 2018 - Volume 10, Issue 10 

Fix the Problem, not its Symptoms 

Have you ever "solved" a problem only to have it 
happen again? Last summer I fixed a leaky hose 
spigot. After 10 minutes, it briefly erupted like Old 
Faithful in my backyard. If you've had a similar 
experience, you are probably treating a symptom 
instead of solving the problem itself. The best way to 
solve any problem is to identify and address the root 
cause of the problem, not just treat the symptoms. 

With an environment as complex as the State of 
Minnesota, it is important to fully understand the 
issue when a problem occurs. The surface issue is 

<+en not the root cause of the problem. 

One technique you can use to perform a basic root 
cause analysis of almost any problem is called the 
Five Whys Root Cause Analysis. The beauty of the 
Five Whys lies within its simplicity, effectiveness, and 
ease of use. 

The first step in solving any problem is to identify, 
document, and understand the problem. Writing the 
issue down in a brief, succinct problem statement 
helps formalize the problem and describe it 
completely. It also allows a team to make sure they 
all have the same understanding of what the problem 
they are trying to resolve is. 

Second, ask "Why?" for the first time. Answering why 
requires thought and intelligent application. This 
answer should be based on accounts of what actually 
happened, not guesses at what might have 
happened. You may come up with one or several 
answers to your first why question. For each answer 
t~ the first why ask why again and document your 

Ners. Continue asking why until you get to the 
root cause of the problem. It typically takes around 
five whys to get to the root cause, but it may take 

more or less whys to get to the root cause depending 
on the complexity. 

Once you have identified the root cause, determine 
what counter-measures will prevent the problem 
from recurring and implement the best solution. 
Enhancing internal controls might be just the 
solution! 

~ 
After you have addressed the root cause, monitor th!fi. 
effectiveness of your counter-measures and adjust ~ 
them accordingly. n 

0 
Here is an example of Five Whys Root Cause Analysis!. 

Problem: You got a speeding ticket. [ 
First "Why?": You were running late for work and ~ 
drove faster than the speed limit. --.J 

Second "Why?": You got up late. ~ 
Third "Why?": You were too tired to get up when the 
alarm went off and hit snooze the button. 
Fourth "Why?": You went to bed late. 
Fifth "Why?": You stayed up and watched your 
favorite TV show. 
Solution: Fix the root cause of the problem by setting 
and maintaining a bedtime every night. 
Monitor: Did setting a bedtime help you get up in 
time and not have to rush to work? 

Questions? 

Contact Joshua Botnen, Internal Control Specialist 



m, MANAGEMENT 
AND BUDGET fEXHIBIT 4f.2j 

INTERNAL CONTROLS BULLETIN 
December 26, 2018 - Volume 10, Issue 11 

Transition, Transition, Transition 

As 2018 comes to a close and 2019 is beginning, I 
am definitely feeling transition all around me! 
Taking a new job as the Director of Enterprise 
Internal Controls for Minnesota Management and 
Budget is a humbling change. But now that I am in 
a less familiar setting, many of my operating 
internal controls have gone away. Which way do I 
turn to get to my office? Where is the copy 
machine? What is my new phone number? What is 
my new login ID for my computer? Anything I took 
for granted or had memorized is now different and 

1uires me to stop and think. It's no longer 
. .:omatic. 

As many of you begin to experience leadership 
transitions in your organizations, you may find 
some familiar operations are also changing. Who 
are your new leaders? Do they have new ideas and 
initiatives that you need to incorporate into your 
daily work? Are there organizational changes that 
need to be absorbed and adopted? 

Other, daily changes also occur. With our "silver 
tsunami" of longtime state employees retiring and 
job opportunities in abundance, there is no 
guarantee that people who have a lot of 
knowledge about processes and procedures are 
going to be around to teach other employees how 
to do things. When people change positions or 
leave, the level of knowledge transfer can vary, 
creating internal control weaknesses and gaps. 
Tasks that used to happen (seemingly) 
-··tomatically may not happen or may now take 

ger while people are learning new roles and 
responsibilities. 

Here are some basic actions everyone can take to 
ensure internal controls remain in place when 
changes happen: 

• Renew and verify delegations of authority 
within your organization. 

• 

• 

• 
to become informed about what the 

Ensure there are documented processes 
and procedures in place for all key businessts c: 
processes. o.. 

I-'. 
Identify key internal controls within rt 
procedures and make it clear why they are n 
there. Don't get rid of key internal controls~ 
in times of change. p. 

rt Discuss risk assessment work with new CD 

leaders. This is an excellent time for them ~ 
-....J 
w 

I organization is responsible for and what 

• 
areas might require improvement. 
Ensure new leaders understand and 
promote fraud prevention and reporting 
processes in your organization. 

Transition is a time of uncertainty but it is also an 
exciting time. Do your part to make sure strong 
internal controls are the foundation upon which 
change is built in your organization. 

Questions? 

Contact Amy Jorgenson, Director of Enterprise 
Internal Controls 



m, MANAGEMENT 
AND BUDGET fEXHIBIT 4f.31 

INTERNAL CONTROLS BULLETIN 
January 22, 2019 - Volume 11, Issue 1 

Workplace Culture as an Internal Control 

Have you ever worked for an organization that had 
a great culture? You could feel it as soon as you 
stepped in the door. It's an intangible yet powerful 
feeling. Similarly, have you ever worked for an 
organization that had a less than positive culture? 
You could feel it as soon as you stepped in the 
door. It's an intangible yet powerful feeling. 

Recently my family had the opportunity to visit 
Mayo Clinic in Rochester, Minnesota. This is a place 
known for its patient-centered culture. Every 
nerson we encountered made us feel like we were 

.pping into a place of competence and caring. 
From the live piano player in the atrium, to the 
person who told us which direction to go, to the 
person who checked us in, to the two doctors we 
saw, all had the same efficient, yet caring attitude. 

Often, when we think about culture, we think 
about what is known as "tone at the top," or the 
attitudes and priorities top organizational 
leadership communicate and exemplify. However, 
culture is so much more. The "mood in the middle" 
is also an important part of overall workplace 
culture. This speaks to the attitudes and priorities 
others, such as managers, supervisors, and 
employees, communicate and exemplify. It should 
be monitored as much as, if not more than, the 
tone at the top. 

A great workplace culture can inspire employees in 
an organization to do amazing things. It can lead to 
improved retention and greater collaboration and 

mwork. Employees are often willing to go the 
extra mile in an organization where they feel 
valued and respected. A less than positive culture 
can have the opposite effect. Fraud and other 

organizational misbehavior have more of a chance 
to thrive where the culture is less than positive. 
Have you ever heard the phrase "culture will eat 
strategy for lunch"? That translates to "attitudes 
will cause an idea to fail or succeed." It is nearly 
impossible to implement changes or new initiatives 
without support and willingness to make them 
happen- and this means at all levels of the 
organization. 

What can employees do to support a positive 
culture? 

• 
needed to meet those expectations. 
Convey an upbeat and positive attitude - 
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your employees. Support them and ensure ro 
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they have the skills, tools, and resources 1 
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it's contagious! 
• Consider employee surveys to test out the 

"mood in the middle" and take action to 
improve the mood if necessary. 

• Ensure there is a process for reviewing and 
resolving conflicts of interest in your 
organization. If you don't know the process, 
ask. 

Questions? 

Contact Amy Jorgenson, Director of Enterprise 
Internal Controls 
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February 28, 2019 - Volume 11, Issue 2 

Monitoring - External Audits 

As Minnesotans, ever changing weather patterns 
play a big part in our daily lives, especially in the 
winter. We continually look for information about 
the weather and its related impacts. Will it snow 
today? How will my commute be? Is school closed? 
Fortunately, we have many organizations 
dedicated to monitoring and reporting this 
information, as well as our own observations. We 
gather the information, analyze risk, and make 
adjustments as we move through our day. We then 
make a plan to achieve our goals, one of which may 
'-"'to book a trip to a warmer climate! 

Similarly, agencies use monitoring to assess 
internal control systems, evaluate results of 
performance, and remediate deficiencies in a 
timely manner. Monitoring is the fifth element of 
an effective internal control structure. In a well 
designed internal control system, monitoring is a 
combination of actions that help management 
achieve consistent results. We will cover 
monitoring in a three-part series of bulletins, 
looking at external audits, internal audits, and 
ongoing monitoring by management. The first part 
will focus on external audits. 

External audits are separate evaluations to review 
operations and directly test how well intended 
internal controls work. Performed independently 
from the entity being audited, external audits offer 
greater objectivity because the reviewers do not 
have responsibility for the controls being 
=valuated. Testing controls of a process can help to 

ntify weaknesses. Opportunity for fraud and 
misreporting are lower when third parties review 
operational and financial reporting processes on a 
regular basis. 

External audits are not a substitute for due 

The Office of Legislative Auditor, State Auditor, and 
CPA firms perform external audits of Minnesota 
government entities and businesses state agencies 
may partner with. The results of these audits can 
identify agency risks and gaps in controls. In the 
case of audits of federal funds, many organizations 
undergo a "single audit," the results of which are 
contained in the Federal Audit Clearinghouse. This :;i::. 
single source of information can be a valuable tool 5. 
for checking how well an organization has managet· 
its federally funded operations. 

() 
0 

!. diligence monitoring within your agency. In the 
rt 

next two bulletins we will discuss internal audits ro 
and functional monitoring which, combined with ~ 
external audits, form the basis for a good ::j 

I monitoring function. 

Action Steps: 

• If you do business with federally funded 
organizations you may want to check their 
federal audit activity on the clearinghouse. 

• Find out about the results of external audits 
conducted by the Office of the Legislative 
Auditor and the State Auditor. 

Questions? 

Contact Jake Rossow, Internal Control Specialist 
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wit.h concise information on governance-related topics. 

Budgeting the Internal Audit Function: 
How Much Is Enough? ' 

One hallmark of a successful internal audit function is that 
it is properly resourced. Chief audit executives (CAEs) 
must ensure that internal audit resources are "appropriate, 
sufficient, and effectively deployed to achieve the approved 
plan," according to The IIA's International Standards for the 
Professional Practice of Internal Auditing. Board and audit 
committee members are similarly responsible for approving 
the right level of resources. Yet there is no simple formula 
for developing an internal audit budget. 

You can't determine the optimal budget for next ye?r simply 
by adding an inflation factor to last year's numbers - not 
even if last year's budget was a perfect fit. Keep in mind 
that if the internal audit function was adequately resourced 
in the past, audit recommendations for improving controls 
may actually reduce the need for certain audits in this year's 
budget. Conversely, if the budget was too low in the past, 
making the same mistake twice may only compound the 
problem. There may be more need than ever for a robust 
audit schedule in the coming year. 

Basing the internal audit budget on amounts spent at 
similar organizations doesn't work either. If you compare the 
internal audit budgets of similar-size companies in the same 
industry, you might find that one budget is several times the 
size of another. Those similar-size companies might look the 
same on the surface, but their internal controls may be very 
different. One might have an enterprise risk management 
program, while the other does not. One might have manual 
processes while the other relies on automation. There may 
be efficiency, effectiveness, health, safety, technology, legal 
compliance, and a host of other issues that affect the two 
companies in different ways. So while both companies 
would benefit from internal auditing, spending the same 
amounts on internal audit would probably be a mistake. 

While there is no simple formula for determining an internal 
audit budget, there is a process that audit committees, 
executive management, and the audit department can use to 

determine whether the internal audit budget is appropriate 
for the organization. By following these steps, all can be 
assured that the internal audit budget will likely be a good fit 
every time. 

I. Define the Audit Universe 

Start the process by defining the audit universe, which is 
made of distinct "auditable entities" that taken together 
include every part of your organization_:_ all departmen~s, 
divisions, systems, processes, subsidiaries, programs, 
activities, and even accounts. If it can be audited, it should 
be included in the audit universe as an auditable entity, even 
if there is no plan to perform an audit of that area in the 
coming year. The idea is to ensure nothing is overlooked. 

Each company defines their audit universe differently 
depending upon the size and scope of their audits. One 
organization might perform an audit of the sales cycle, 
combining sales, accounts receivable, 
and cash receipts into a single audit. 
Therefore, the sales cycle would be an 
auditable entity in their audit universe. 
Another organization might have 
separate audits of sales, accounts 
receivable, and cash receipts, so each 
of these processes would be listed as 
separate auditable entities. A third 
organization might perform audits 
by location or might have separate 
audits for various product lines. 
Each company would define their 
auditable entities differently, 
but in each case the goal is the 
same: to ensure everything that 
can be audited is included in 
the audit universe. 
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2. Assess the Risks 
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Developing a complete audit universe helps ensure that nothing is overlooked. 
But while internal audit can audit anything, it can't a~dit everything. The 
next steps in establishing the internal audit budget are to evaluate risks and 
determine what most needs to be audited. 

Working with key personnel throughout the organization, internal audit will 
evaluate the likelihood of significant risks in each auditable entity. It will also 
estimate the probable impact of each type of risk to decide which risks are 
most important. Often auditors consider the velocity of risks, or the speed at 
which risks are likely to develop. 

It's not an easy task. Internal audit must consider everything that could impact 
the achievement of the company's objectives - not only negative impacts, 
but also the risks of missed opportunities. The CAE generally will consult 
with management, the audit committee, and assurance providers such as 
external auditors, compliance officers, internal controls specialists, and risk 
management specialists. Questionnaires may be used as a tool to collect 
information or employee surveys may be evaluated. Internal audit may analyze 
comparative information about similar organizations or other types of evidence 
that can help build a complete understanding of the company's risks. 

Internal auditors will also review the results of previous audits. But the 
primary goal is not to dwell on past mistakes. Auditors must determine where 
new issues might surface, so they also consider goals, objectives, budgets, 
forecasts, and potential changes in operations. Gathering and evaluating all 
the information can be time consuming, but it's the only way to ensure that 
limited audit resources are used where and how they are most needed. 

The list of auditable entities is ordered from highest to lowest perceived 
risk, and brief descriptions are provided to explain why the area or process is 
considered high, medium, or low risk. Specific audits required by legislation or 
regulation are automatically moved to the top of the list. The list might also be 
adjusted for factors such as length of time since the last audit. 

3. Develop the Audit Plan 

The next step in determining the budget is to decide which audits must 
be performed. Because the auditable entities have been ranked by risk, it's 
usually easy to determine which audits are most important. To ensure that the 
schedule is flexible enough to address new and emerging risks, resources also 
should be allocated for unplanned "quick response" audits. The draft audit 
plan must also strike an appropriate balance between traditional assurance 
engagements and consulting work. 

In some ways, deciding on the internal audit budget is like buying an 
insurance policy. Cost is a factor, but the coverage must be adequate to 
protect the company against the risks it can't afford to take. Obviously the 
highest-risk areas of the company should be audited, but audits of lower-risk 
areas may not be cost justified. The secret is to balance what your organization 
requires in terms of internal audit's services against specific identified risks. 

Because the appropriate level of internal audit resources can be subjective, 
many audit committees periodically review the top five risks that internal audit 
will not be able to address with current resources. If the audit committee is 
not comfortable with the level of risk in the areas that are not included in 
the proposed audit schedule, it's time to consider whether the budget should 
increase so additional audits can be performed. 

2 
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4. Determine Training, Cosourcing, and 
Administrative Expenses 

Obviously there is more to the internal audit budgeting 
process than simply performing an organizationwide risk 
assessment and agreeing on a schedule of audits. Budgets and 
schedules must also allow for time off, as well as time spent 
on administrative tasks, training, and activities such as quality 
assurance and audit follow-up. 

It's usually easy to estimate administrative and overhead costs 
based on past budgets. But it is important to consider training 
needs carefully - not just training budget, but also the 
impact training might have on the number of audits that can 
be performed during the year. 

The CAE must ensure that internal audit resources will be 
appropriate, sufficient, and effectively deployed to achieve 
the approved plan with the breadth, depth, and timeliness 
expected by senior management and the board. When CAEs 
assign auditors to planned engagements, they may discover 
gaps in the knowledge, skills, and competencies of staff 
needed to complete audits successfully. If the quantity or mix 
of resources is insufficient to cover planned engagements 
efficiently and effectively, the CAE may need to hire 
additional staff, cosource or outsource engagements, or use 
"guest" auditors from other parts of the organization. Each of 
these approaches has advantages and disadvantages, and each 
can have an impact on the budget process. 

5. Review and Approve: 
Independence Matters 

It's important to review the operating budget periodically to 
ensure that it remains realistic and accurate, identifying and 
reporting any variances promptly. In most organizations, the 
CAE prepares the budget and senior management reviews it, 
but final review and approval is left to the audit committee or 
board of directors. 

Surprisingly, one factor that makes a significant difference 
in internal audit budgets is audit committee independence. 
In a recent survey by The IIA's Audit Executive Center, 
CAEs were asked to indicate their level of agreement with 
the statement, "The internal audit activity at my organization 
is sufficiently resourced with competent and objective 
professionals able to carry out the internal audit plan." In 
organizations with an independent audit committee, a full 
70 percent of CAEs strongly agreed or somewhat agreed 
with that statement. But at organizations where the audit 
committee was not independent, only 56 percent agreed that 
resources were adequate. 

CAEs were significantly more likely to state they had 
sufficient resources at organizations with independent audit 
committees than at organizations where the audit committee 
was not independent of management. 

1
1 

Getting the l\lost From 
Your Internal Audit Budget 

I. Perform solid risk assessments. 
The best way to plan effective audits 
is to know your risks. In addition 
to periodic enterpnsewide risk 
assessments. assessment should be 
a standard part of every assurance 
engagement performed by internal 
audit. 

2. Embrace automated audit tools 
and analytics. 
Computer-aided tools can enable 
auditors to capture and analyze big 
data in real time. spotting errors and 
fraud faster and heading off problems 
before they can grow. Getting started 
entails new costs and training time. 
but these tools often enable auditors 
to increase the efficiency and 
effectiveness of audit coverage. 

3. Coordinate plans and schedules 
with other assurance providers. 
Coordination should involve sharing 
strategic and audit plans. as well 
as establishing close working 
relationships with other assurance 
providers such as internal control 
specialists, risk management 
functions, and external auditors. 

4. Use remote auditing techniques 
to cut travel time and expenses. 
Some things can only be done face 
to face, but if auditors have remote 
access to systems and information, it 
may be possible to reduce travel time 
significantly. 

5. Invite "guest auditors" from 
other parts of the organization. 
Guest auditor programs can call upon 
the talents of non-auditors throughout 
the organization. improving 
consistency and sharing best practices 
throughout operating divisions while 
increasing understanding of risks and 
controls. 

I 
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Internal audit budgeting is a complex process. Preparing, reviewing, and 
approving the budget takes time and effort, but a sound budget is an 
important tool for decision making. Internal audit plans and budgets serve 
as road maps for the internal audit function, clarifying performance goals 
and controlling excess spending. An adequate budget can help ensure 
that auditors, executive management, and the audit committee agree on 
the organization's risk profile and on audit goals and objectives. That's 
why all internal audit departments are required by professional standards 
to communicate plans and resource requirements, including significant 
interim changes, to senior management and the board for review and 
approval. It is just one of the ways to ensure that internal audit resources 
are appropriate, sufficient, and effectively deployed. 

Internal Audit Has Resource Sufficiency 

Independent audit committee . 

36% 34% 

Not independent audit committee 

... 
- 40% 

All 

23% 

29% 36% 

• Strongly agree • Somewhat agree • Somewhat disagree Strongly disagree 

Note: North American Pulse 2018 survey, Q44: Please indicate your level 
of agreement with the following statement: The internal audit activity at 
my_organization is sufficiently resourced with competent and objective 
professionals able to carry out the internal audit plan. n = 634. 

CAEs were significantly more likely to state they had sufficient resources at 
organizations with independent audit committees than at organizations where 
the audit committee was not independent of management. 

Copyright© 2018 by The Institute of Internal Auditors, Inc. All rights reserved. 

TONEATTHETOP I December2018 2018-1693 



Deloitte., 
!EXHIBIT 4hl 

March 2019 

..... . . . . 
p 
_.,.._..,._ 0 

(1_~ ~~{] 
LJV-m p 

~ ----- EJ p 

~ __.__ 0 

. ·(~ [Il ===== ~ (Q rn 
~ {f ~ 0 ::::· p 

C§~ 

••••• • • • • • ••••• ~ 
0. 
I-'· 
rt 
n 
0 

~- 
rt 
(D 
(D 

I 
CX) 
w 

I 

On the board's agenda I US 
Crisis resilience and the board 
Taking risk oversight to the next level 
Introduction 
Companies seek to anticipate and avoid or proactively mitigate 
crises that pose risk to their business. As part of their oversight 
responsibility, boards seek to assist management in carrying out 
these responsibilities. However, no matter how prepared a company 
is, and regardless of the levels of management attentiveness and 
board oversight, crises will happen: they are a matter of when, not 
if. Because of this reality, it is important for companies, including 

- management and board, to build resilience. 

The need to build resilience is more critical in an age of disruption 
and rapid exponential change. Crises that used to take days or 
even weeks to unfold may now take minutes or even seconds. 
Consequently, preparedness and agility are key to the board's 
success in resilience oversight. Companies cannot plan for the 
unknown, but the more a company proactively identifies risks and 
builds resilience to crises through organizational, cultural, and 
technological facets, the more capable it can be at bouncing back 
from a broad set of crises. e 

Center for 
Board Effectiveness 
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What is resilience and why is it the 
board's responsibility? 
As noted earlier, management, with board oversight, plan for and 
seek to prevent crises from disrupting their companies, whether 
through enterprise risk management, innovation, or other activities. 
However, crises may be inevitable and, in today's digital age, without 
proper planning and practiced response, even "small" crises can 
have severe consequences in a matter of minutes. 

To remain viable in this environment, companies should be 
resilient-that is, they should be able to quickly and effectively 
continue or resume operations and execute their strategic plans in 
the wake of a crisis, whether caused by external or internal forces. 
Resilience is an intrinsic component of risk mitigation; without it, 
t~company may be unable to survive a crisis, even one that the 
c~pany has anticipated and planned for. Resilience is often needed 
t~"ddress a broad range of risks, such as disruption in the capital 
markets, damage to facilities, cyber incidents, and the sudden 
diarture of a CEO. It is important to note that resilience is not 
a olute. Just as a company cannot mitigate all risk, it cannot prepare 
t eact efficiently and effectively to every situation. However, 
C'(¥lpanies can plan for those crises that are most probable and can ht to make the company more resilient overall. 

R~ oversight is one of the board's key responsibilities, and boards 
a~increasingly being held accountable for a company's failure 
to ~nticipate and avoid crises and for the company's inability to 
bounce back from a crisis (i.e., for not being resilient). As such, and as 
expectations for board risk oversight continue to grow, so does the 
board's role in resilience. Although not necessarily explicitly listed as 
a responsibility, the intertwined nature of risk and resilience makes 
resilience oversight a growing unwritten expectation. 

According to a recent Delottte survey 

The board's role in overseeing resilience 
As the board guides management in building resilience, there are 
three overarching facets that could benefit from director oversight: 
organizational, cultural, and technological. By overseeing the 
establishment of resilience within these three facets, boards may 
not only establish a more comprehensive understanding of the 
company's end-to-end risk management process, but may also lead 
management to strategically identify areas for improvement. 

Resilient companies can be built through three main facets 

Organizational 

CuJtural Technological 

Organizational resilience 
While the board's role is generally one of oversight, management 
succession is one of the areas for which the board bears direct 
responsibility. The board can mitigate risks of significant leadership 
gaps and susceptibility to unanticipated risks by effectively executing 
this responsibility on two levels-"regular" succession planning and 
planning for appropriate leadership in crisis situations. 

"Regular" succession planning need not entail identifying potential 
successors. However, boards can discuss the key skills, experience, 
or other attributes that align with the company's values and strategic 
goals. Agreeing upon and prioritizing those attributes allows the 
board to begin the process, expediting the succession selection 
process should the need suddenly arise. 

The most advanced organizations have also created a leadership 
structure for crisis management, usually in three tiers: tactical, 
operational, and strategic. It is critical that the board and senior 
leaders determine beforehand how they want to organize 
themselves and define their various roles and responsibilities 
in a crisis, including determining the role the board is to play in 
addressing the crisis.2 e 

1. Peter Dent, Rhoda Woo, Rick Cudworth. "Stronger, fitter, better: Crisis management for the resilient enterprise." June 18, 2018. 
htt ps · //www 2 de loitte com/in sights/us/enitopics/risk-m a na gem en ti eris is-ma na gem em -pla n-resi I iem -enterprise htmP,d= us· 2 em· 3 pa· risk-ma nagem em· en g · di ·06201 8 

2. Dent, et. all. "Stronger, fitter, better ... • 
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'"''1erationally, directors who understand a company's industry and 
rket trends, its available workforce, and its current and likely 

ruture states can help management mitigate risks to talent that could 
adversely impact the company. When talent needs are linked to 
identified risks, companies may be better able to retain talent in the 
right areas as well as acquire evolving talent in those areas. As a result, 
the company may be more likely to disrupt rather than to be disrupted. 

Tactically, the board can review the company's risk management 
function and guide management toward a more proactive enterprise 
risk management (ERM) organization, enhancing crisis preparedness 
and resilience. Among other things, boards might consider whether 
the company's ERM is a check-the-box, static heatmap that doesn't 
evolve with the company or a more dynamic process; whether the 
board is receiving the right information about the company's most 
critical risks and the ability to mitigate those risks; and whether the 
company is optimally organized around risk management. 

CL, ltural resilience 
Oversight of company culture has become a significant issue for 
boards in recent years, both to mitigate culture risk and to reap 
the benefits of a strong positive culture. In the corporate context, 
culture is a system of values, beliefs and behaviors that shape how 
things get done within the organization.3 Culture impacts workforce 
conduct, which in turn can impact the nature and extent of risks to 
critical business elements and the company's brand and reputation. 

A truly resilient company fosters a culture that responds quickly 
effectively to crises. Accordingly, the board should encourage 

, ...... nagement to train the workforce on likely crisis scenarios and 
appropriate responses. These scenarios can be drawn from internal 
and external sources and should cover a variety of crises ranging from 
data leakage or being held hostage by cybercriminals, to workplace 
violence, to a brand or reputation crisis, and others. Boards should also 
ask whether appropriate company-wide stakeholders are involved and 
whether management is appropriately connected with and utilizing 
crisis management resources across all applicable local, regional, and 
national levels. Through these resources, the company can have a better 
understanding of the risks it faces, leading practices in responses to 
numerous crisis-both natural and man-made-and have relationships 
established with appropriate crisis responders prior to an actual event. 

Additionally, a culturally resilient company should engage in effective 
scenario planning and develop detailed crisis response plans across the 
spectrum of the hypothetical-from natural disasters to cyber breaches 
and beyond. These plans can help take the emotion out of a crisis, as 
can war-gaming exercises that stress-test the company's response 
plans, processes, and procedures at all applicable levels-including 
the board-so that the first time these plans are practiced is not 
during a crisis. Crises may not happen when it is convenient; practiced 
agility can help leaders become more confident in the unexpected. 

Technological resilience 
Similar to culture oversight, boards are increasingly monitoring 
company technology activities, from cyber risk to disruption risk to 

11 transformation. Directors are asking management the tough 
c.,--stions about technologies that are vital to the business and 

whether they are truly protected from the most likely and impactful 
risks. Beyond protecting data, the board should understand whether 
management is incorporating resilience into their information 
technology (IT) and cybersecurity strategies. 

To do so, directors may seek to understand how the most critical data 
or that which is most vital to the business's success-is backed up and 
protected, both physically and logically. Directors should understand, at a 
high level, what the most critical data asset sets or capabilities are to the 
company and the risks posed to them. Additionally, directors should ask 
management whether it is considering innovative technologies to both 
protect assets and enable quick recovery in the event of potential loss. 

Furthermore, while many leaders think about risk posed by third 
party access or software, it's also useful to consider third-party 
solutions that can build resilience in areas a company may otherwise 
not have expertise or capabilities. 

Conclusion 
In addition to understanding the company's risks and response 
capabilities, directors can endeavor to learn about leading practices 
around proactive risk management, crisis management, cyber risk, 
physical security, succession planning, and culture risk. Doing so 
can not only enable directors and management to enhance their 
company's own resilience, but also provide a level of comfort with 
the risks posed to the company and a degree of confidence in the 
company's ability to mitigate and respond to the corresponding crises. 

Today's risks and crises are rapid, dynamic, and disruptive. Directors 
can no longer assume that the company's static risk management 
techniques and un-tested, years old response plans will keep the 
company running in the age of exponential change. As such, boards 
should oversee and, as appropriate, be involved in management's 
resilience building efforts that prepare the company for both the 
knowns and unknowns. The more a company prepares, the more 
capable it is to be agile and resistant to disruptive crises as they unfold. t) 

3. Carey Oven, Bob Lamm. "On the board's agenda: Corporate culture risk and the board." April 2018. 
hrrps·11www2 deloitte com/conrent1dam/Delrnrre/us/Documenrs1cenrer-for-board-effea,veness/us-cbe-corporare-cuIrure-nsk-and-tbe-board pdf 
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