
Teachers Retirement Association 
Audit Committee Meeting 

Tuesday, May 12, 2020 - 9:30 a.m. 

1. Call to Order 

2. Approval of Minutes - 
a. p. 1-3 Minutes of meeting held November 19, 2019 [ACTION] 

3. Old Business 
Audit Committee Charter/Internal Audit Charter [INFORMATION] 

Security Update [INFORMATION] 
CY2020 Risk Assessment Questionnaire [INFORMATION] 
FY2020 Annual Report [INFORMATION] 
Audits issued since November 2019 [INFORMATION] 
Educational Materials [INFORMATION] 

4. New Business 
a. p. 5-11 
b. p. 13-21 
C. p. 23-40 
d. p. 41-50 
e. p. 51-69 

5. Public comments 

6. Date of next meeting: 
I Tuesday, June 16, 2020 (9:30 am) 

Future Audit Committee Meetings (9:30 am) 
TBD 

7. Adjourn 

Board members may participate by telephone. Members of the public wishing to address the board shall give notice (preferably in 
writing) to either the board president or executive director in advance of the meeting. The board provides members of the public with 
opportunities to address the board at the conclusion of the agenda. Members of the public should limit their comments to three (3) 
minutes and confine comments to matters under the board's jurisdiction and authority. Stakeholder groups wishing to speak to the 
board shall designate a spokesperson. The board reserves the right to determine what issues come before the board at any given time. 



IExmBIT 2A) 

MINNESOTA TEACHERS RETIREMENT ASSOCIATION 
TRA Audit Committee Meeting 

Minutes 
November 19, 2019 

Call to Order 
Marshall Thompson called the meeting to order at 9:30 a.m. Those attending in addition to 
Thompson were: 

Committee Members: Denise Anderson, Joel Stencel, and Martha Lee Zins. 

TRA Staff: Rachel Barth, Carol Diedrich, Leslie Nagel, Tim Maurer, Jay Stoffel, and John 
Wicklund. 

2.a. Approval of the Minutes 
The minutes from the August 13, 2019 meeting were sent to the members prior to the meeting. 

It was moved by Zins to approve the minutes from the August 13, 2019 TRA Audit 
Committee meeting. It was seconded by Stencel and passed by the committee. 

4.a.1 and 4.a.2 Audit Committee Charter/ Internal Audit Charter Review and Update 
Nagel reviewed the Audit Committee Charter and the Internal Audit Charter noting changes that 
will be made. 
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A motion was made by Anderson and seconded by Zins that we recommend acceptance 
of the Audit Committee Charter and the Internal Audit Charter to the TRA Board with 
changes. The motion passed by the committee. 

4.b. FY2020 Annual Report 
Nagel reviewed the TRA Internal Audit Annual Report for FY2020 of the work performed to 
date. 

4.c. Audits Issued Since August 2019 
• Annual Base Salary FY2020 

The audit objective was to determine whether the: 
}> Annual Base Salary amounts were timely requested and received 
}> Annual Base Salary amounts were accurately uploaded into .NET for FY2020 

service credit calculations 
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Minutes, TRA Audit Committee Meeting 

November 19, 2019 

),,- Employers who did not provide timely or accurate Annual Base Salary 
information were contacted to provide the required information 

),,- Appropriate late submission delinquencies were assessed, billed, and collected. 

The audit results show that management controls are operating effectively to achieve 
business objectives listed above. We identified two issues. 

• Cash Receipts 
The audit objective was to determine whether the: 

),,- The case receipts process is accurate, complete, and timely. 
),,- The cash receipts process follows applicable guidance (state statute, policies, and 

procedures). 
),,- Controls exist to mitigate identified risks, including segregation of duties. 
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The audit results show that management controls are operating effectively to achieve 
business objectives listed above. We did identify one result. 

• Expense Reimbursements 
The audit objective was to determine whether the: 

),,- Expense reimbursements follow applicable guidance. 
),,- Expense reimbursements are appropriately authorized and are processed 

accurately, timely, and completely. 

The audit results show that management controls are not operating effectively to achieve 
business objectives listed above. We identified two issues and recommendations. 

• Administrative Expenses 
The audit objective was to determine whether the: 

),,- The administrative expense process is accurate, complete, and timely. 
),,- The administrative expense process follows applicable guidance (state statute, 

policies, and procedures). 
),,- Controls exist to mitigate identified risks, including segregation of duties. 

The audit results show that management controls are not operating effectively to achieve 
business objectives listed above. We identified five issues. 

Page I 2 



Minutes, TRA Audit Committee Meeting 

November 19, 2019 

4.d Fraud Awareness Week 
Nagel noted that this is Fraud Awareness Week. Ruth Krupa is conducting four training sessions 
for employees of the three retirement funds and State Board oflnvestments. Nagel noted that the 
topic this year is focusing on Cyber Fraud and we will be sending out daily Fraud Facts to 
employees at TRA. 

4.e.1 through 4.e.5 Educational Materials 
Nagel noted that included in the packet are the Internal Controls Bulletins (Are you Prepared, 
Improve Internal Controls Through Effective Policies and Fraud Impacts to Us All), Internal 
Auditor - 6 Risk Management Lessons I Learned From Hurricane Dorian, and Tone at the Top 
August newsletter. 

Nagel noted that these Bulletins go out to state agencies on a monthly basis. We share these 
reports with our Management Team and encourage them to share them with their staff 

Public Comments 
None 

Adjourn 
On a motion by Zins, seconded by Anderson the meeting adjourned at 10:27 a.m. The motion 
passed by the committee. 
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fEXHIBIT 3a 

TRA Audit Committee Charter 

I. Introduction and Background 

The Audit Committee plays an important role in providing oversight of the organization's governance, risk 
management, and internal control practices. This oversight mechanism also serves to provide confidence in 
the integrity of these practices. The Audit Committee performs its role by providing independent oversight to 
the Board of Trustees. 

The Audit Committee and Internal Audit Charter were established in 2009 in one document. The charter, 
which governs the work of the committee, was last reviewed and updated In November 2017. In November 
2018, the Internal Audit Charter was revised into two documents, the TRA Audit Committee Charter and the 
TRA Internal Audit Charter. The Audit Committee Charter must be reviewed at least annually and proposed 
changes submitted by the chief audit executive. The Audit Committee Charter must be approved annually by 
the TRA Audit Committee and TRA Board of Trustees. 

II. Purpose 

The purpose of the Audit Committee is to provide a structured, systematic oversight of TRA's governance, risk 
management, and internal control practices. The committee assists the board and management by providing 
advice and guidance on the adequacy of TRA's initiatives for: 

a. Values and ethics. 
b. Governance structure. 
c. Risk management. 
d. Internal control framework. 
e. Oversight of the internal audit activity. 

In broad terms, the Audit Committee reviews each of the items noted above and provides the Board of 
Trustees with independent advice and guidance regarding the adequacy and effectiveness of management's 
practices and potential improvements to those practices. 
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Ill. Authority 

The Audit Committee charter sets out the authority of the Audit Committee to carry out the responsibilities 
established for it by the Board of Trustees as articulated within the Audit Committee Charter. 

In discharging its responsibilities, the Audit Committee will have unrestricted access to members of 
management, employees, and information it considers necessary to discharge its duties. TRA's management 
and staff will cooperate with audit committee requests. The Committee also will have unrestricted access to 
records, data, and reports. If access to requested documents is denied due to legal or confidentiality reasons, 
the Audit Committee and/or Chief Audit Executive (CAE) will determine a resolution of the matter. 

The Audit Committee may engage independent counsel and/or other advisors it deems necessary to carry out 
its duties. The Audit Committee will oversee and approve all services performed by the internal audit activity. 



IV. Composition of the Audit Committee 

The Audit Committee will consist of five members from the Board of Trustees: 

• President of the Board of Trustees; 
• Vice-President of the Board of Trustees; 
• Member recommended by the President and confirmed by the Board of Trustees; 
• Representative from Minnesota Management and Budget; and 
• Representative from Department of Education. 

Members are appointed at the June Board of Trustee meeting and serve an annual term beginning July 1. The 
President of the Board of Trustees will appoint both the Chair of the Audit Committee (who is an elected Board 
member) and the Vice-Chair of the Audit Committee. 

See Appendix A for current and past membership. 

The Audit Committee should have at least one member who understands financial statements and generally 
accepted accounting principles (GAAP); can assess accounting principles; has experience with preparing, 
auditing, and analyzing financial statements; and understands internal controls and audit committee functions. 

~ 
[ The MMB representative may be someone other than the MMB representative for the Board of Trustees. In 
~- that event, the TRA Board President will make a recommendation to the Board of Trustees, who confirm the 

appointment of the non-Board member. 
() 
0 
~- See Appendix B for Audit Committee composition. 

~ V. Operational Principles 
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I 
~ Audit Committee Values 

The Audit Committee will conduct itself in accordance with the code of values and ethics of TRA and the State 
of Minnesota. 

Communications 
The Audit Committee expects that all communication with TRA management and staff as well as with any 
external assurance providers will be direct, open, and complete. 

Meeting Agenda 
The CAE will establish draft agendas for audit committee meetings in consultation with TRA senior 
management and the audit committee chair. The audit committee chair will approve all agendas in advance of 
a committee meeting. 

Meetings 
The Audit Committee will meet at least four times each year. The meeting schedule will be set at the June 
Board of Trustees meeting. The Audit Committee will meet with the Executive Director, Deputy Executive 
Director, Chief Financial Officer, Chief Benefits and Operations Officer, Legislative/Legal Director, and Chief 
Audit Executive. 
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Executive Sessions 
The Audit Committee meetings will include the opportunity for a session with only the committee members 
and CAE present. The CAE or the external auditor may request to meet with the Audit Committee if there are 
material weaknesses involving the office of the Executive Director or any other part of the organization or if 
the Executive Director has failed to respond to recommendations of either the CAE or external auditors. 

Information Requirements 
The Audit Committee will establish and communicate its requirements for communication which will include 
the nature, extent, and timing of information. Information will be provided to the audit committee at least 
one week prior to each audit committee meeting. 

Conflicts of Interest 
Audit committee members should adhere to the TRA code of conduct and any values and ethics established by 
TRA. It is the responsibility of Audit Committee members to disclose any conflict of interest or appearance of a 
conflict of interest to the committee. If there is any question as to whether audit committee member(s) 
should recuse themselves from a vote, the committee should vote to determine whether the member should 
recuse himself or herself. 

Orientation and Training 
Audit Committee members will receive formal orientation training on the purpose and mandate of the 
committee and on TRA's objectives. 

VI. Responsibilities 

Values and Ethics 
To obtain reasonable assurance with respect to TRA's values and ethics practices, the Audit Committee will: 

• Review and assess the policies, procedures, and practices established by the Board of Trustees to 
monitor conformance with its code of conduct and ethical policies by all TRA staff. 

• Review the systems and practices established by management to monitor compliance with laws, 
regulations, policies, and standards of ethical conduct and identity and deal with any legal or ethical 
violations. 
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Risk Management 
To obtain reasonable assurance with respect to TRA's risk management practices, the Audit Committee will: 

• Consider the effectiveness of TRA's data privacy and risk management systems, including risks of 
information technology and security systems. 

• Obtain from the CAE an annual report on management's implementation and maintenance of an 
appropriate enterprise wide risk management process. 

• Provide oversight on significant risk exposures and control issues, including fraud risks, governance 
issues, and other matters needed or requested by senior management and the Board of Trustees. 

• Review the risk management processes established and maintained by management and the 
procedures in place to ensure that they are operating as intended. 

Fraud 
To obtain reasonable assurance with respect to TRA's procedures for the prevention and detection of fraud, 
the Audit Committee will: 

• Oversee management's arrangements for the prevention and deterrence of fraud. 
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• Challenge management and internal and external auditors to ensure that the entity has appropriate 
antifraud programs and controls in place to identify potential fraud and ensure that investigations are 
undertaken if fraud is detected. 

Control 
To obtain reasonable assurance with respect to the adequacy and effectiveness of TRA's controls in responding 
to risks within TRA's governance, operations, and information systems, the Audit Committee will: 

• Consider the effectiveness of TRA's control framework, including information technology security and 
control. 

Compliance 
The Audit Committee will: 

• Review the effectiveness of the system for monitoring compliance with laws and regulations and the 
results of management's investigation and follow-up (including disciplinary action) of any instances of 
noncompliance. 

• Review the observations and conclusions of internal audit and external auditors. 
• Review the process for communicating the code of conduct to TRA's personnel and for monitoring 

compliance. 
• Obtain regular updates from management and TRA's legal counsel regarding compliance matters. 
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~VII. Oversight of the Internal Audit Activity 

g To obtain reasonable assurance with respect to work of the internal audit activity, the Audit Committee will 
~- provide oversight related to: 

[ Internal Audit Charter and Resources 
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• Review and approve the internal audit charter at least annually to ensure that it accurately reflects the 
internal audit activity's purpose, authority, independence and objectivity, scope of activities, 
responsibilities, and quality assurance program. 

Chief Audit Executive Performance 
• Advise the Board of Trustees regarding the qualifications and recruitment, hiring, and removal of the 

CAE. 
• Provide input to management related to evaluating the performance of the CAE. 

Internal Audit Strategy and Plan 
• Review and provide input on the internal audit activity's strategic plan, objectives, performance 

measures, and outcomes. 
• Review and approve proposed risk-based internal audit plan and review internal audit resources 

necessary to achieve the plan. 
• Review the internal audit activity's performance relative to its audit plan. 

Internal Audit Engagement and Follow Up 
• Review internal audit reports and other communications to management. 
• Review and track management's progress to address the results of internal audit engagements. 
• Inquire of the CAE whether any evidence of fraud has been identified during internal audit 

engagements and evaluate what additional actions, if any, should be taken. 
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Standards Conformance 
• Inquire of the CAE about steps taken to ensure that the internal audit activity conforms with the IIA's 

International Standards for the Professional Practice of Internal Auditing (Standards). 
• Ensure that the internal audit activity has a quality assurance and improvement program and that the 

results of these periodic assessments are presented to the audit committee. 
• Ensure that the internal audit activity has an external quality assurance review every three years. 
• Review the results of the independent external quality assurance review and monitor the 

implementation of the internal audit activity's action plans to address any recommendations. 
• Advise the Board of Trustees about any recommendations for the continuous improvement of the 

internal audit activity. 

Other Responsibilities 
In addition, the Audit Committee will: 

• Perform other activities related to the charter as requested by the Board of Trustees. 
• Regularly evaluate its performance and that of its individual members. 

Reporting on Audit Committee Performance 
The Audit Committee will report to the Board of Trustees annually, summarizing the committee's activities and 
recommendations. The report may be delivered during an Audit Committee meeting attended by the Board or 
during a regularly scheduled meeting of the Board. 

The report should include: 
• A summary of the work the audit committee performed to fully discharge its responsibility during the 

preceding year. 
• A summary of management's progress in addressing the results of internal and external audit 

engagement reports. 
• An overall assessment of management's risk, control, and compliance processes, including details of 

any significant emerging risks or legislative changes impacting the governing organization. 
• Provide information required, if any, by new or emerging governance developments. 
• The committee may report to the governing body at any time regarding any other matter it deems of 

sufficient importance. 
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Appendix A - Audit Committee Composition 

Effective July 1, 2019 
• Chair - Marshall Thompson (Vice-President of the Board of Trustees) 
• Vice Chair- Denise Anderson (Commissioner of Education member) 
• Member- Joel Stencel (appointed member, Minnesota School Boards Association Representative) 
• Member-Amy Jorgenson (Commissioner of Minnesota Management and Budget member) 

(appointed by TRA Board of Trustees as MMB representative). Effective November 2018. 
• Member - Martha Lee Zins (President of the Board of Trustees) 

Effective July 1, 2017 
• Chair- Marshall Thompson (appointed member of the Board of Trustees) 
• Vice Chair - Mary Broderick (Vice-President of the Board of Trustees) 
• Member- Denise Anderson (Commissioner of Education member) 
• Member-Angelina Barnes (Commissioner of Minnesota Management and Budget member) 

(appointed by TRA Board of Trustees as MMB representative). Through August 2018. 
• Member- Martha Lee Zins (President of the Board of Trustees) 

:J::I July 1, 2016 - June 30, 2017 5. • Chair- Marshall Thompson (appointed member of the Board of Trustees) 
~- • Vice Chair- Mary Broderick (Vice-President of the Board of Trustees) 

• Member- Denise Anderson (Commissioner of Education member) 
~ • Member- Jeanine Kuwik (Commissioner of Minnesota Management and Budget member) (appointed a by TRA Board of Trustees as MMB representative) 
P- • Member - Martha Lee Zins (President of the Board of Trustees) 
rt 
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~ July 1, 2015 - June 30, 2016 
1--1 • Chair- Mary Supple (appointed member of the Board of Trustees) 
0 

1 • Vice Chair - Jeanine Kuwik (Commissioner of Minnesota Management and Budget member) 
(appointed by TRA Board of Trustees as MMB representative) 

• Member- Denise Anderson (Commissioner of Education member) 
• Member - Mary Broderick (Vice-President of the Board of Trustees) 
• Member- Marti Zins (President of the Board of Trustees) 

July 1, 2011- June 30, 2015 
• Chair- Mary Supple (appointed member of the Board of Trustees) 
• Vice Chair- Jeanine Kuwik (Commissioner of Minnesota Management and Budget member) 

(appointed by TRA Board of Trustees as MMB representative) 
• Member- Rose Hermodson (Commissioner of Education member) 
• Member - Mary Broderick (Vice-President of the Board of Trustees) 
• Member - Marti Zins (President of the Board of Trustees) 

July 1, 2009 - June 30, 2011 
• Chair - Richard Gendreau (appointed member of the Board of Trustees) 
• Vice Chair- Brian Steeves (Commissioner of Minnesota Management and Budget member) 
• Member - Leslie Hinz (Commissioner of Education member) 
• Member - Mary Broderick (Vice-President of the Board ofTrustees) 
• Member- Marti Zins (President of the Board of Trustees) 
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Audit Board of 
Changes / Action Committee Trustees 

Approval Approval 
Combined charter separated into Audit Committee and Internal Audit charters. 11/13/2018 11/14/2018 
Updated Audit Committee membership 11/19/2019 11/20/2019 

Appendix B - Charter Version History 

Note: Changes and Actions to the prior combined TRA Internal Audit Charter can be found in Appendix B of 
the version approved November 14, 2017 by the Audit Committee and December 13, 2017 by the Board of 
Trustees. 
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(EXHIBIT 3~ 

TRA Internal Audit Charter 

I. Purpose and Mission 

The purpose of this charter is to provide a framework of governance for TRA's internal audit activity to fulfill its 
mission and responsibilities. The purpose of TRA's internal audit activity is to provide independent, objective 
assurance and consulting services designed to add value and improve TRA's operations. The mission of internal 
audit is to enhance and protect organizational value by providing risk-based and objective assurance, advice, 
and insight. The internal audit activity helps TRA accomplish its objectives by bringing a systematic and 
disciplined approach to evaluate and improve the effectiveness of risk management, internal control, and 
various governance processes. 

II. Standards for the Professional Practice of Internal Auditing 

The internal audit activity will govern itself by adherence to the mandatory elements of The Institute of 
Internal Auditors' International Professional Practices Framework, including the Core Principles for the 
Professional Practice of Internal Auditing, the Code of Ethics, and the International Standards for the 
Professional Practice of Internal Auditing, and the Definition of Internal Auditing. 

The internal audit activity will also follow the Generally Accepted Government Auditing Standards (GAGAS) 
from the United States Government Accountability Office (GAO) and the Statements on Auditing Standards 
and Code of Ethics issued by the American Institute of Certified Public Accountants (AICPA), as applicable. 

The chief audit executive will report periodically to the Executive Team, the Audit Committee, and the Board of 
Trustees regarding the internal audit activity conformance to items above. 

Ill. Authority 
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The Audit Committee and the Board of Trustees authorize the internal audit activity to: 
• Have full, free, and unrestricted access to all functions, records, property, and personnel pertinent to 

carrying out any engagement, subject to accountability for confidentiality and safeguarding of records 
and information. 

• Allocate resources, set frequencies, select subjects, determine scopes of work, apply techniques 
required to accomplish audit objectives, and issue reports. 

• Obtain assistance from the necessary personnel of TRA, as well as other specialized services from 
within or outside TRA, in order to complete the engagement. 

The chief audit executive will have unrestricted access to, and communicate and interact directly with, the 
Audit Committee and the Board of Trustees, including in private meetings without management present. 

The chief audit executive will report functionally to the Audit Committee and Board of Trustees and 
administratively (i.e., day-to-day operations) to the Executive Director. 



IV. Independence and Objectivity 

To provide for the maximum level of independence of the internal audit activity, the chief audit executive will 
report functionally to the TRA Audit Committee and administratively to the TRA Executive Director. The chief 
audit executive shall freely discuss audit policies, audit findings and recommendations, audit follow-up, 
guidance issues, and other matters with staff as necessary. 

The chief audit executive will ensure that the internal audit activity remains free from all conditions that 
threaten the ability of internal auditors to carry out their responsibilities in an unbiased manner, including 
matters of audit selection, scope, procedures, frequency, timing, and report content. If the chief audit 
executive determines that independence or objectivity may be impaired in fact or appearance, the details of 
impairment will be disclosed to appropriate parties. 

Internal auditors will maintain an unbiased mental attitude that allows them to perform engagements 
objectively and in such a manner that they believe in their work product, that no quality compromises are 
made, and that they do not subordinate their judgment on audit matters to others. 

Internal auditors will have no direct operational responsibility or authority over any of the activities audited. 
Accordingly, internal auditors will not implement internal controls, develop procedures, install systems, 

:J::I prepare records, or engage in any other activity that may impair their judgment, including: 
[ • Assessing specific operations for which they had responsibility within the previous year. 
~- • Performing any operational duties for TRA. 

• Initiating or approving transactions external to the internal audit activity g • Directing the activities of any TRA employee not employed by the internal audit activity, except to the a extent that such employees have been appropriately assigned to auditing teams or to otherwise assist 
F- internal auditors. 
rt 
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~ Where the chief audit executive has or is expected to have roles and/or responsibilities that fall outside of 
..,_. internal auditing, safeguards will be established to limit impairments to independence or objectivity. 
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Internal auditors will: 

• Disclose any impairment of independence or objectivity, in fact or appearance, to appropriate parties. 
• Exhibit professional objectivity in gathering, evaluating, and communicating information about the 

activity or process being examined. 
• Make balanced assessments of all available and relevant facts and circumstances. 
• Take necessary precautions to avoid being unduly influenced by their own interests or by others in 

forming judgments. 

The chief audit executive will confirm to the Audit Committee and the Board of Trustees at least annually, the 
organizational independence of the internal audit activity. 

The chief audit executive will disclose to the Audit Committee and the Board of Trustees any interference and 
related implications in determining the scope of internal auditing, performing work, and/or communicating 
results. 
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V. Scope of Internal Audit Activities 

The scope of internal audit activities encompasses, but is not limited to, objective examinations of evidence for 
the purpose of providing independent assessments to the Audit Committee and the Board ofTrustees, 
management, and outside parties on the adequacy and effectiveness of governance, risk management, and 
control processes for TRA. Internal audit assessments include evaluating whether: 

• Risks relating to the achievement of TRA's strategic objectives are appropriately identified and 
managed. 

• The actions of TRA's executives, trustees, staff, and contractors are in compliance with TRA's policies, 
procedures, and applicable laws, regulations, and governance standards. 

• The results of operations or programs are consistent with established goals and objectives. 
• Operations or programs are being carried out effectively and efficiently. 
• Established processes and systems enable compliance with the policies, procedures, laws, and 

regulations that could significantly impact TRA. 
• Information and the means used to identify, measure, analyze, classify, and report such information 

are reliable and have integrity. 
• Resources and assets are acquired economically, used efficiently, and protected adequately. 

The chief audit executive will report periodically to the Executive Team, the Audit Committee and the Board of 
Trustees regarding: 

• The internal audit activity's purpose, authority, and responsibility. 
• The internal audit activity's plan and performance relative to its plan. 
• The internal audit activity's conformance with The IIA's Code of Ethics and Standards, and action plans 

to address any significant conformance issues. 
• Significant risk exposures and control issues, including fraud risks, governance issues, and other 

matters requiring the attention of, or requested by, the Audit Committee and the Board of Trustees. 
• Results of audit engagements or other activities. 
• Resource requirements. 
• Any response to risk by management that may be unacceptable to TRA. 

The chief audit executive also coordinates activities, where possible, and considers relying upon the work of 
other internal and external assurance and consulting service providers as needed. The internal audit activity 
may perform advisory (such as employer payroll audits) and related consulting services, the nature and scope 
of which will be agreed with the employer organization, provided the internal audit activity does not assume 
any management responsibility. 

Opportunities for improving the efficiency of governance, risk management, and control processes may be 
identified during engagements. These opportunities will be communicated to the appropriate level of 
management. 
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VI. Responsibility 

The chief audit executive has the responsibility to: 
• Perform a periodic, comprehensive evaluation of risk management and internal controls and assist the 

Executive Team and Management Team in their assessment of internal controls. 
• Submit, at least annually, a risk-based internal audit plan to the Executive and Management Teams for 

review and the Audit Committee and Board of Trustees for approval. 
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• Communicate to the Executive Team, the Audit Committee, and the Board of Trustees the impact of 
resource limitations on the annual internal audit plan and any significant interim changes to the 
internal audit plan. 

• Review and adjust the internal audit plan, as necessary, in response to changes in TRA's business, risks, 
operations, programs, systems, and controls. 

• Ensure each engagement of the internal audit plan is executed, including the establishment of 
objectives and scope, the assignment of appropriate and adequately supervised resources, the 
documentation of work programs and testing results, and the communication of engagement results 
with applicable conclusions and recommendations to appropriate parties. 

• Follow up on engagement findings and corrective actions, and report periodically to the Executive 
Team, the Audit Committee, and the Board of Trustees any corrective actions not effectively 
implemented. 

• Ensure the principles of integrity, objectivity, confidentiality, and competency are applied and upheld. 
• Ensure the internal audit activity collectively possesses or obtains the knowledge, skills, and other 

competencies needed to meet the requirements of the internal audit charter. 
• Ensure trends and emerging issues that could impact TRA are considered and communicated to the 

Executive Team, the Audit Committee, and the Board of Trustees as appropriate. 
• Ensure emerging trends and successful practices in internal auditing are considered. 
• Establish and ensure adherence to policies and procedures designed to guide the internal audit 

activity. 
• Ensure adherence to TRA's relevant policies and procedures, unless such policies and procedures 

conflict with the internal audit charter. Any such conflicts will be resolved or otherwise communicated 
to the Executive Team, the Audit Committee, and the Board of Trustees. 

• Consult, as requested, on potential policy and procedure changes. 
• Ensure conformance of the internal audit activity with the Standards, with the following qualifications: 

o If the internal audit activity is prohibited by law or regulation from conformance with certain 
parts of the Standards, the chief audit executive will ensure appropriate disclosures and will 
ensure conformance with all other parts of the Standards. 

o If the Standards are used in conjunction with requirements issued by other authoritative 
bodies, the chief audit executive will ensure that the internal audit activity conforms to the 
Standards, even if the internal audit activity also conforms to the more restrictive 
requirements of other authoritative bodies. 

VII. Quality Assurance and Improvement Program 

The internal audit activity will maintain a quality assurance and improvement program that covers all aspects 
of the internal audit activity. The program will include an evaluation of the internal audit activity's 
conformance with the Standards and an evaluation of whether internal auditors apply The IIA's Code of Ethics. 
The program will also assess the efficiency and effectiveness of the internal audit activity and identify 
opportunities for improvement. 

The chief audit executive will communicate to the Executive Team, Audit Committee, and Board of Trustees on 
the internal audit activity's quality assurance and improvement program, including results of internal 
assessments (both ongoing and periodic) and external assessments conducted at least once every three years 
by a qualified, independent assessor or assessment team from outside TRA. 
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Appendix A - Charter Version History 

Audit Board of 
Changes/ Action Committee Trustees 

Approval Approval 
Combined charter separated into Audit Committee and Internal Audit charters. 11/13/2018 11/14/2018 
Expanded scope of work to include employer payroll audits and consulting 

11/19/2019 11/20/2019 services. 

Note: Changes and Actions to the prior combined TRA Internal Audit Charter can be found in Appendix B of 
the version approved November 14, 2017 by the Audit Committee and December 13, 2017 by the Board of 
Trustees. 
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IEXHIBIT 4b-t I 
To: TRA Audit Committee 

From: Leslie Nagel, Internal Audit Director 

Date: March 17, 2020 

Re: CY2020 Risk Questionnaire 

Attached is a summary of manager responses to the CY2020 Risk Questionnaire. 

Questionnaires were sent to 11 managers on January 3, 2020 with a due date of January 27, 
2020. Ten were returned by the due date; one was received in mid-February (Accounting). 

Questions asked were - 

• What were the most significant changes to your team or department in FY2019? 
• What are your major concerns regarding TRA for the future? 
• What are your major concerns regarding your team or department for the future? 
• What are your major concerns regarding service providers (Central HR, SBI, etc.)? 
• What would you like to see audited by Internal Audit in FY2021 and beyond? 
• Any other comments regarding risk and TRA? 

Responses were accumulated, organized, and then aggregated into major categories and sub 
categories. 
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IEXHIBIT 4b-2I 
2020 Risk Assessment Questionnaire 

Executive Summary of Responses and Action Plan 

Question 1. What were the most significant changes to your team or department in FY2019? 
Comments are largely employee related including hires, retirements, reallocations/promotions and departures. 
Other items of note included an increase in cross training and internal process changes. 

Response: N/A. This question is meant as a recap of department activity for the prior year. 

Question 2. What are your major concerns regarding TRA for the future. 
Comments can broadly be categorized as follows: 

• Continued proactive legislation 
• Succession planning (executives), workforce planning (agency) and skills development 
• Agency-wide project management 
• Difficulty in recruiting and retaining employees due to state pay grades for IT, Finance, Accounting, 

managerial positions 
• Central HR functionality and processes still evolving 
• Lack of understanding of TRA's business application (.NET) by an individual department 
• Accounting errors 
• Budget reports not helpful or accurate 
• Funding - TRA's pension benefit needs to remain competitive in the face of rising contribution rates and 

global market investments. 
• External communications 

Response: All items above have been communicated to TRA's Executive Team and will be assigned to one 
of the seven strategies from the 2019-2023 Strategic Plan. See comments under# 3 below. 

Question 3. What are your major concerns regarding your team or department for the future. 
Comments to this question primarily focused around staffing issues and succession planning, hiring and retention 
of skilled staff, Central HR assistance, proactive knowledge transfer, backfilling of seasoned employees. 

Response: See Strategic Plan Goals Strategy - Design workforce of the future for benefit plan of the 
future. Teams within TRA working on implementing applicable strategies. 

Question 4. What are your major concerns regarding service providers (Central HR, SBI, etc.)? 
The comments to this question were for the most part about Central HR and its progress towards an effective and 
comprehensive service provider. 

Response: Comments provided to Executive Director; he manages and guides the Central HR department. 

Question 5. What would you like to see audited by Internal Audit in FY2021 and beyond? 
Specific TRA processes were suggested. 

Response: Suggestions will be included in the formation of the FY2021 Internal Audit Plan. 

Question 6. Any other comments regarding risk and TRA? 
Staffing was the primary concern noted. 

Response: See# 2 above. 
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Audit Commitee-23- 

IEXHIBIT 4cl 

~ 

I 
Ml NNESOTATRA.ORG 

TRA Internal Audit 
Annual Report 

Fiscal Year 2020 

Status as of April 30, 2020 

Audit Committee Meeting 
May 12, 2020 
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Tea ... .ers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Fiscal Vear 2020 Audit Plan Status as of April 30, 2020 

Title Type Status 
FY2020 Risk Assessment/ FY2021 Annual Audit Plan Project In Progress 
FY2019 CAFR / Actuarial Report/ GASB67 Report Review Project Completed 
FY2018 GASB68 Employer Allocation Review Project Completed 
Administrative Expenses (FY2019) Audit Issued November 8, 2019 
Administrative Reviews (FY2019) Audit In Progress 
Annual Base Salary Reporting (FY2020) Audit Issued August 16, 2019 
Cash Receipts (FY2019) Audit Issued October 21, 2019 
Expense Reimbursements (FY2019) Audit Issued October 21, 2019 
MDE Pension Adjustment Calculation (FY2019) Audit Not Yet Started 
Member Benefit Calculations (TBD) Audit Not Yet Started 
Member Benefit Payments (July 2019) Audit Issued December 27, 2019 
Member Benefit Payments (January 2020) Audit In Progress 
Member Leaves (FY2019) Audit In Progress 
Member Refunds (January - June 2019) Audit Issued August 9, 2019 
Member Refunds (July- December 2019) Audit Issued March 2, 2020 

In progress - 3 

Employer Payroll Audit (FY2019) 
Employer Not yet started - 5 

Payroll Audit Completed - 36 (FY2019) 
Completed - 7 (FY2018) 

Modifications to FV2020 Audit Plan 

Action Title Type Status 
Added Counseling Process CY2019 Audit In Progress 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-25- 

Fiscal Vear 2020 Audits 
Severity and Corrective Action Plan Status 

As of April 30, 2020 

Title Report Date AC Meeting 11111 
Severity 

Total 
Member Refunds (Jan-Jun 2019) 8/9/2019 11/19/2019 1 2 3 
Annual Base Salary Reporting (FY2020) 8/16/2019 11/19/2019 3 3 
Cash Receipts (FY2019) 10/21/2019 11/19/2019 1 1 
Expense Reimbursements (FY2019) 10/21/2019 11/19/2019 2 2 
Administrative Expenses (FY2019) 11/4/2019 11/19/2019 2 2 1 5 
Member Refunds (Jul-Dec 2019) 3/2/2020 3/17/2020 1 1 2 

CAP Status 
FC PC NC Total 
1 2 3 
1 2 3 

1 1 
1 1 2 
2 3 5 

2 2 

Severity Legend: 
Significant to TRA Impacts TRA as an entity. 

Significant to Business Objectives Impacts the specific business objective. 
Other Reportable Result Opportunity to improve business processes. 

Corrective Action Plan (CAP) Status Legend: 
FC Fully corrected 
PC Partially corrected 
NC Not yet corrected 
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Tea, .. ers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Title Report Date Result Description Responsible Individual Date Due Corrected 

Member Refunds (Jan-Jun 
8/9/2019 Refund interest not calculating correctly Systems August August 

2019) 2019 2019 
Member Refunds (Jan-Jun 

8/9/2019 Refund paid with unclear rollover assignment Executive Team/ Fall 2019 
2019) Management Team 
Member Refunds (Jan-Jun 

8/9/2019 Refund not paid timely Executive Team/ Fall 2019 
2019) Management Team 
Annual Base Salary Reporting 

8/16/2019 
Insufficient documentation is submitted 

Margaret Sullivan April 2020 
(FY2020) for the Annual Base Salary process. 
Annual Base Salary Reporting 

8/16/2019 
Incorrect Annual Base Salary uploaded by 

Margaret Sullivan April 2020 
August 

(FY2020) employer. 2019 
Annual Base Salary Reporting 

8/16/2019 
Delinquencies for late submissions were 

Margaret Sullivan April 2020 
(FY2020} not assessed. 

Cash Receipts Audit (FY2019) 10/21/2019 
Check log/ receipt status not updated Elizabeth Zuehlke January 
timely (14) Erica Pinc 2020 

Expense Reimbursements 
10/21/2019 

Insufficient review of expense reports Elizabeth Zuehlke / 
Not stated Completed 

Audit (FY2019) (employee and trustee) Training Director 
Expense Reimbursements 

10/21/2019 Segregation of duties Elizabeth Zuehlke 
June 30, 

Audit (FY2019) 2020 
Administrative Expenses 

11/4/2019 
Excessive and/or Incompatible Levels of 

Elizabeth Zuehlke 
January 

Audit (FY2019) SWIFT Access 15,2020 
Operational Manager 

Administrative Expenses 
assigned to PT contract, 

January 
11/4/2019 Contracting Process not Followed in coordination with 

Audit (FY2019) 
ALP authorized staff. 

15,2020 

Fiscal Year 2020 Audits 
Corrective Action Plan Status Update 

as of April 30, 2020 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-27- 

Fiscal Year 2020 Audits 
Corrective Action Plan Status Update (continued) 

Audit Title Report Date Result Description Responsible Individual Date Due Corrected 

Administrative Expenses 
11/4/2019 

Administrative Expense Controls Not Elizabeth Zuehlke, Completed N/A 
Audit (FY2019) Sufficient Accounting Director 

John Wicklund, CFO, 
Administrative Expenses 

11/4/2019 Inappropriate Travel Leaders Expenses 
Carol Diedrich, OAS Sr., 

Completed N/A 
Audit (FY2019) Tambra Carr, 

Accounting Officer. 
Incomplete, Inaccurate or Outdated Elizabeth Zuehlke, 

Administrative Expenses 
11/4/2019 

Policies Accounting Director March 31, 
Audit (FY2019) and John Wicklund, 2020 

CFO. 
Member Refunds (Jul-Dec 

3/2/2020 Refund Interest Calculated Incorrectly 
Margaret Sullivan, DI September 

2019) Director 1,2020 
Member Refunds (Jul-Dec 

3/2/2020 Segregation of Duties 
Elizabeth Zuehlke, May 26, 

2019) Accounting Director 2020 
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Tea.. .ers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Fiscal Year 2018 Employer Payroll Audits Issued in Fiscal Year 2020 

OrgNo Org Name # Count Issued Results 

00381 Lake Superior 176 July 9, 2019 
Ineligible Salary Reported; Eligible 
Salary Not Reported 

00031 Bemidji 438 August 19, 2019 Ineligible Salary Reported 
00531 Byron 176 August 19, 2019 Ineligible Salary Reported 

00745 Albany 212 August 20, 2019 
Eligible Salary Not Reported; 
Ineligible Salary Reported 

00466 Dassel-Cokato 233 September 11, 2019 Ineligible Salary Reported 
Eligible Salary Not Reported; Eligible 

00241 Albert Lea 376 November 1, 2019 
Positions and Salary Not Reported; 
Ineligible Position and Salary 
Reported; Ineligible Salary Reported 
Eligible Position and Salary Not 

00283 St. Louis Park 607 January 9, 2020 Reported; Ineligible Position and 
Salary Reported 

Recap of Fiscal Year 2018 Employer Payroll Audits 

FY Issued Orgs OrgType # Count 
2019 28 K-12 11,785 
2020 7 K-12 2,218 
2019 1 Charter 173 
2020 Q Charter Q 

36 Total 14,176 

FY2018 Active Members (per CAFR) 82,495 
% Coverage 17.18% 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-29- 

Org Name/ No Detail of Result Corrective Action / Status 
Albany 00745 Substitute Teacher (1) Billed/Paid August 2019 

Director of Activities (1), ECFE Teacher (1), Substitute Teacher (1), 
Albert Lea 00241 Coordinator of Early Learning (1), Adult Basic Education Coordinator Begin reporting July 1, 2019 

(1) 

Lake Superior 00381 Community Education Director (1) Begin reporting July 1, 2019 
PreschoolTeacher(l) Begin reporting July 1, 2019 

High School Advocate (1) 

St. Louis Park 00283 Child Care Educator (43) Working with employer on 
CE Educator (Pre-school educator) 4 appropriate correction method 
Director of Assessment Research (1) 

Fiscal Year 2018 Employer Payroll Audits Results 
Eligible Position and Salary Not Reported 

Org Name/ No Detail of Result Corrective Action / Status 
Albert Lea 00241 Teaching To be billed 

Eligible Salary Not Reported 

Org Name/ No Detail Corrective Action / Status 

Albert Lea 00241 
Coach (1), Event Worker (1), Election Judge (3), Community To be refunded 
Education Instructor (1), Director of Administrative Services (1) 

St. Louis Park 00283 
EM Spark (paraprofessional) (2) Working with employer on 
Special Education Assistant (2) appropriate correction method 

Ineligible Position and Salary ReportE!d 

Page 7 of 18 



TE:_ .,ers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Org Name/ No Detail Corrective Action / Status 
Albany 00745 Administrator nonduty pay (5) Refunded August 2019 

Albert Lea 00241 Administrator nonduty pay (2), Administrator unearned salary To be refunded 

Bemidji 00031 Administrator nonduty pay (2) Refunded August 2019 

Administrator nonduty pay (2) One refunded August 2019; one 
Byron 00531 pending processing 

Dassel-Cokato 00466 Administrator nonduty pay (3) Refunded September 2019 

Lake Superior 00381 Referee (1), Coach (1) Refunded July 2019 

Fiscal Year 2018 Employer Payroll Audits Results 
Ineligible Salary Reported 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-31- 

Fiscal Year 2019 Employer Payroll Audits Issued in FY2020 

OrgNo OrgName # Count Issued Results 
04212 West Side Summit Charter 21 July 11, 2019 None 
04217 Technical Academies of Minnesota 19 August 5, 2019 None 
00300 La Crescent 114 August 16, 2019 None 
02310 Sibley East 129 August 19, 2019 Ineligible Salary Reported 

00186 Pequot Lakes 131 October 14, 2019 
Eligible Position/Salary Not Reported; 
Ineligible Salary Reported 

00130 Rush City 93 October 15, 2019 Ineligible Salary Reported 
Eligible Position/Salary Not Reported; 

00197 West St. Paul 544 October 29, 2019 Ineligible Salary Reported; Eligible Salary 
Not Reported 

00622 North St. Paul Maplewood 985 October 30, 2019 Ineligible Position and Salary Reported 
00917 I nterm School District # 917 234 November 7, 2019 Ineligible Salary Reported 

02903 Ortonville 73 November 15, 2019 
Eligible Salary Not Reported; Ineligible 
Salary Reported 

00345 New London-Spicer 143 November 22, 2019 Eligible Position and Salary Not Reported 
Eligible Position and Salary Not Reported; 
Ineligible Salary Reported; Inaccurate 

04121 UBAH Medical Center 28 November 25, 2019 Reporting of Salary; Inaccurate Reporting of 
Employee Deductions and Employer 
Contributions 
Eligible Position and Salary Not Reported; 

02890 Renville County West 76 December 3, 2019 Ineligible Salary Reported; Ineligible 
Position and Salary Reported 
Ineligible Salary Reported; Eligible Salary 

00831 Forest Lake 667 December 6, 2019 Not Reported; Inaccurate Reporting of 
Salary 
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Tea .... ers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Fiscal Year 2019 Employer Payroll Audits Issued in FY2020 (continued) 

OrgNo OrgName # Count Issued Results 

Minnesota Math and Science 
Eligible Position and Salary Not Reported; 

04231 
Academy 

53 December 26, 2019 Ineligible Salary Reported; Ineligible 
Position and Salary Reported 
Ineligible Salary Reported, Eligible Position 

00294 Houston 159 January 2, 2020 and Salary Not Reported, Eligible Salary Not 
Reported 

00014 Fridley 300 January 17, 2020 
Ineligible Salary Reported; Eligible Position 
and Salary Not Reported 

00099 Esko 131 January 28, 2020 
Ineligible Salary Reported; Eligible Position 
and Salary Not Reported 
Eligible Position and Salary Not Reported; 

00006 South St. Paul 368 January 31, 2020 Eligible Salary Not Reported; Ineligible 
Salary Reported 

04153 Dugsi Academy 35 February 10, 2020 None 
00281 Robbinsdale 1,219 February 10, 2020 Ineligible Salary Reported 
00316 Greenway 134 February 19, 2020 Eligible Salary Not Reported 
04240 New Century School 55 February 24, 2020 Ineligible Salary Reported 

00415 Lynd 38 March 5, 2020 
Ineligible Salary Reported, Eligible Position 
and Salary Not Reported 

00514 Ellsworth 32 March 16, 2020 None 
04171 Noble Academy 76 March 25, 2020 None 

00621 Mounds View 1,124 March 27, 2020 
Eligible Salary Not Reported, Ineligible 
Salary Reported 

00850 Rothsay 44 March 31, 2020 Ineligible Salary Reported 
00712 Mountain Iron-Buhl 63 March 31, 2020 None 
00115 Cass Lake-Bena 141 April 1, 2020 None 
00966 Wright Technical Center 33 April 13, 2020 None 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-33- 

OrgNo Org Name # Count Issued Results 

02144 Chisago Lakes 348 April 14, 2020 
Ineligible Salary and Position Reported; 
Eligible Salary Not Reported 

06070 Itasca Area School Collaborative 35 April 14, 2020 None 
00111 Watertown-Mayer 132 April 15, 2020 Ineligible Salary Reported 

Fiscal Year 2019 Employer Payroll Audits Issued in FY2020 (continued) 

Recap of Fiscal Year 2019 Employer Payroll Audits 

FY Issued 
OrgType Orgs 

Member Count Member Count 
%Goal 

Actual Goal 
2020 K-12 27 7,490 
2020 Charter 7 287 

Total 34 7,777 8,469 91.8% 

FV2019 Active Members (per CAFR) 82,965 
% Coverage 9.38% 

Member Count Goal: Average of actual member counts from employer payroll audits conducted FY2013- FY2019. 
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Tea, .. ers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

OrgName/ No Detail Corrective Action / Status 
Pequot Lakes 00186 Community Education Director (1) Pending 

West St. Paul 00197 Preschool Instructors (7), Nurses (5), Long-Term Pending 
Substitute/Coach (1) 

New London-Spicer 00345 Community Education Director (1) Pending 

Ortonville 02903 Substitute Teacher (1), Teacher (1) Pending 

UBAH Medical 04121 Assistant Director (1) Pending 

Renville County West 02890 Activities Director (1), School Nurse (2) Pending 

Minnesota Math and Dean of Students (2), College Counselor Pending Science Academy 04231 

Houston 00294 Dean of Students (1), Substitute Teacher (1), School Nurse (1) Pending 

Fridley 00014 Get Ready Pathways Coordinator (1) Resolved 

Eska 00099 Community Education Director (1) Pending 

South St Paul 00006 Community Education Director (1) Pending 

PERA retiree; leave as is. When 
Lynd 00415 School Nurse (1) replacement nurse hired, report to 

TRA. 

Fiscal Year 2019 Employer Payroll Audits Results 
Eligible Position and Salary Not Reported 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-35- 

Org Name/ No Detail Corrective Action / Status 
Sibley East 02310 Administrator nonduty pay (1) Refunded August 2019 

Nonlicensed only (1) Refunded August 2019 
Sub Para (1) Refunded August 2019 

Rush City 00130 Nonlicensed only (2) Refunded October 2019 

Pequot Lakes 00186 Administrator nonduty pay (3) Pending 
Nonlicensed only (1) Pending 

West St. Paul 00197 Administrator nonduty pay (2) Pending 
Nonlicensed only (3) Pending 

lnterm District 00917 Lump-sum payout of PTO (36) To be refunded 

Ortonville 02903 Administrator nonduty pay (1) To be refunded 
Nonlicensed only (2) To be refunded 

UBAH Medical 04121 Lump-Sum Sick and Personal Payouts (5) To be refunded 

Renville County West 02890 Administrator nonduty pay (1) To be refunded 

Forest Lake 00831 Nonlicensed only (5) To be refunded 

Minnesota Math and Lump-sum payout of unused personal time off (46) To be refunded 
Science Academy 04231 Lump-sum payout of holiday bonus (44) 

Lump-sum payout of unused personal time (55) To be refunded 
Houston 00294 Administrator nonduty pay (1) To be refunded 

Ineligible Salary Reported 
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Teac.iers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Ineligible Salary Reported (continued) 
Org Name/ No Detail Corrective Action / Status 

Fridley 00014 Nonlicensed only (6) To be refunded 

Esko 00099 Administrator nonduty pay (1), annuitant nonlicensed only (1) To be refunded (administrator) 

South St Paul 00006 Nonlicensed only (1) To be refunded or transferred 

Robbinsdale 00281 Administrator nonduty pay (2), nonlicensed only (3) To be refunded 

New Century 04240 Administrative Assistant (1) Transfer to PERA 

Lynd 00415 Administrator nonduty pay (1) To be refunded 

Mounds View 00621 Nonlicensed only (1), Paraprofessional (3) Nonlicensed to be refunded; 
Paraprofessional to be transferred 

Rothsay 00850 Administrator nonduty pay (1), Lump-sum payout of unused sick To be refunded leave (4) 

Chisago Lakes 02144 Administrator nonduty pay (1), Nonlicensed only (1) To be refunded 

Watertown-Mayer 00111 Administrator nonduty pay (1) To be refunded 
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Teachers Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Audit Commitee-37- 

OrgName/ No Detail Corrective Action / Status 
North St. Paul Maplewood Test Proctor (3), Screening Specialist (2), CE Preschool Screener (4) Pending 00622 

Renville County West 02890 Bus Driver/Ref (1), Bus Driver (1), IT Director (1) No action - all annuitants 

Minnesota Math and Nurse (1) Pending Science Academy 04231 

Chisago Lakes 02144 Network Administrator (1), Director of Technology (1) Pending 

Ineligible Position and Salary Reported 

Org Name/ No Detail Corrective Action / Status 
West St. Paul 00197 Teachers (2) Pending 

Forest Lake 00831 Dean/Counselor stipend (9), Substitute or other teaching (4) Shortage Billing 

Houston 00294 Supplemental payroll not reported (9) Shortage Billing 

South St. Paul 00006 Teacher (1) Shortage Billing 

Mounds View 00621 Long-Term Substitute (2), Summer School Teaching (4) Shortage Billing 

Chisago Lakes 02144 Band teaching (1), Special Education teaching (1) Shortage Billing 

Eligible Salary Not Reported 
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Te; .!rs Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Org Name/ No Detail Corrective Action / Status 
UBAH Medical 04121 Salary not reported {14) To be billed 

Forest Lake 00831 Contract {01) salary reported as Nonlicensed {02) Correct reporting going forward 

Greenway 00316 Substitute teaching salary not reported (1) Shortage Billing 

Inaccurate Salary Reported 

Org Name/ No Detail Corrective Action / Status 
UBAH Medical 04121 Inaccurate member deductions and/or employer contributions {27) To be billed or refunded 

Inaccurate Member Deductions and/or Employer Contributions 
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Teachers Retirement Association Audit Commitee-39- 
Internal Audit Annual Report for Fiscal Year 2020 

FY2020 Department Productivity 
As of April 30, 2020 

Employee I Category I Goal I Actual I Diff 
Leslie Nagel Audit Department Management (Audits/ Employer Payroll Audits) 40.00% 52.80% 12.80% 

Audit Department Supervision 20.00% 7.94% -12.06% 
Risk Assessment and Audit Plan 15.00% 7.31% -7.69% 
Audit Department Administration 10.00% 16.05% 6.05% 
Consulting 10.00% 15.76% 5.76% 
Miscellaneous 5.00% 0.14% -4.86% 

Total 100.00% 100.00% 0.00% 

Ruth Krupa Audit 40.00% 43.81% 3.81% 
Employer Payroll Audits 35.00% 32.85% -2.15% 
Risk Assessment/ Audit Plan 10.00% 1.98% -8.02% 
Consulting (processes / meetings) 5.00% 4.21% -0.79% 
Fraud 5.00% 4.83% -0.17% 
Training 5.00% 11.32% 6.32% 
General Administration 0.00% 1.00% 1.00% 

Total 100.00% 100.00% 0.00% 

Yen Doan Audit 50.00% 18.48% -31.52% 

Employer Payroll Audits 50.00% 61.96% 11.96% 

Other 0.00% 19.57% 19.57% 

Total 100.00% 100.00% 0.00% 

Goal hours are from individual position descriptions. 
Actual hours are from audit department time tracking spreadsheets {not payroll timesheets). 
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Teac. __ rs Retirement Association 
Internal Audit Annual Report for Fiscal Year 2020 

Quality Assurance Improvement Program (Peer Review) 

Internal Audit complies with the Institute of Internal Auditors {IIA) International Standards for the Professional Practice of Internal Auditing 
(Standards). The IIA requires each internal audit function that intends to comply with their standards to establish a program of quality assurance. 
A quality assurance program requires that the IA function undergo a quality assurance review at least once every five years. The Internal Audit 
Charter requires a quality assurance review at least once every three years. 

A Self-Assessment with Independent External Validation (quality assurance review) was completed in June 2019 by an internal auditor of a state 
agency. The conclusion of the assessment is that TRA's Internal Audit Activity conforms to the Standards. Results of all quality assessments are 
shared with the Audit Committee and the full Board of Trustees. 

An internal quality assessment will be performed in 2020. 
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/EXHIBIT 4D-1 

TEACHERS RETIREMENT ASSOCIATION 
651.296.2409 800.657.3669 fax 651.297.5999 

info@MinnesotaTRA.org 

December 27, 2019 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Member Benefit Payments for the month of July 2019. 

The primary business objectives Member Benefit Payments are as follows: 

• Benefit payments (retirement annuities, disability and death benefits) are processed accurately, 
completely, and timely. 

• Benefit applications (retirement, disability, survivor) are processed accurately, completely, and 
timely. 

• Payments continuing to an Optional Joint Annuitant or beneficiary are accurately calculated and 
paid timely. 

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 

Based on the audit results, management controls are operating effectively to achieve business 
objectives listed above. We did not identify any significant issues. 

The background of the business process follows, along with the audit objectives, scope, methodology 
and summary of results. 

We appreciate the assistance provided by TRA Management and Staff during this audit. Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 

/f 11· '(; ') /Ii j):(J(;,{ 
./ I.. V '·' - £/ v -o ·- 
Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 
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Ruth Krupa 
Staff Internal Auditor 



BACKGROUND 

Member benefit payments include all benefits paid to members except for refunds. This includes all of 
the information necessary to process monthly benefit payments other than the calculation of the 
benefit amount. The elements of a payee account are: 

• Payee name and address; 
• Gross payment amount, including adjustments, acceleration, and retroactive pay; 
• Bank account information for payees who elect direct deposit; 
• Deduction amounts, including garnishments, levies, and tax withholding; and 
• Status changes, including moving from disability to retirement and death. 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 

Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 
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Business Objectives Business Risks Management Controls Controls Tested 
Benefit payments Benefit payments are Policies and procedures for Applicable state statutes, 
( retirement processed inaccurately, department are documented, administrative rules, and 

annuities, disability incompletely, and/or late. reviewed, updated, and TRA policies were used to 

and death benefits) approved at least annually. test the Member Benefits 

are processed Payment process. 

accurately, 
TRA's business system 
generates reports prior to and 

completely, and after the monthly payment run 
timely. to ensure changes made to the 

payee account are accurate. 

Reconciliations are completed 
comparing EFT and warrant 
amounts. 

Payments Payments continuing to Continuing benefit payments Applicable state statutes, 
continuing to an an Optional Joint to Optional Joint Annuitants administrative rules, and 

Optional Joint Annuitant or beneficiary (OJA's) or beneficiaries do not TRA policies were used to 

Annuitant or are inaccurately begin until a certified death test the Member Benefits 

beneficiary are calculated and/or not certificate is received. Payment process. 

accurately 
paid timely. 

Death searches (PBI, 
calculated and paid Department of Health, 
timely. obituary reviews of local 

newspapers) are conducted to 
alert TRA to unreported 
stakeholder deaths. 

TRA's business system 
inactivates payee accounts if a 
date of death is reported. 
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Business Objectives Business Risks Management Controls Controls Tested 
Benefit applications Benefit applications are All applications are reviewed Applicable state statutes, 
(retirement, processed inaccurately, and verified by TRA staff. administrative rules, and 
disability, and incompletely, and/or TRA policies were used to 
survivor) are untimely. If there is missing test the Member Benefits 

processed documentation, the Payment process. 
application is put on hold and 

accurately, the member is notified to 
completely, and provide the missing 
timely. documents. 

Members selecting a 
survivorship plan must provide 
certified copies of birth 
certificates for the named 
Optional Joint Annuitants. 

Completed, valid, and verified 
applications are linked to a 
benefit estimate to create the 
payee account. 

Policies and procedures for 
department are documented, 
reviewed, updated, and 
approved at least annually. 

AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 

The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 
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The scope of the audit covered the time period of July 2019 and included a population of over 1,505 EFT 
changes, first payments, stopped payments, changes to deductions, and demographic changes. 

The audit methodology included obtaining information on management's business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks. Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures. Specifically, we performed the following procedures: 

• Reviewed the Member Benefit Payments process for any changes to narratives, policies, 
business rules, etc.; 

• Used queries of applicable Member Benefit Payments transactions for July 2019; 
• Selected samples for testing; 
• Performed testing while taking into account all state statutes, administrative rules, and TRA 

policies in regards to the Member Benefits payment process; 
• Determined if payments were made accurately, completely, and timely; 
• Determined if there was sufficient support in the member's file in .NET. 
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RESULTS AND RECOMMENDATIONS 

POSITIVE RESULTS 
Positive results noted from testing: 

A. Controls Related to benefit applications (retirement, disability, survivor) being processed accurately, 
completely, and timely. 
• Out of 59 accounts tested, all applicable benefit applications were processed accurately, 

completely, and timely. 

B. Controls Related to benefit payments (retirement annuities, disability and death benefits) being 
made accurately, completely, and timely. 
• Out of 59 accounts tested, all benefit payments were found to have been made accurately, 

completely, and timely. 
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C. Controls Related to payments continuing to Optional Joint Annuitants or beneficiaries accurately 
and timely. 
• Out of 59 communications tested, all continuing payments to OJA's or beneficiaries were found 

to have been made accurately and timely. 

REPORTABLE RESULTS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. No reportable results were identified. 
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March 2, 2020 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Member Refunds for the period July 1 to December 31, 2019. 

The primary business objectives of Member Refunds are as follows: 

• Refunds to members are made accurately, completely, and timely. 
• Refunds are made only to eligible members. 
• Appropriate tax withholding occurs. 

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors. These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 

Based on the audit results, management controls are operating effectively to achieve business 
objectives listed above. We identified two issues. 
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The background of the business process follows, along with the audit objectives, scope, methodology 
and summary of results. The results of procedures performed are presented in more detail in the 
Results and Recommendations section. 

We appreciate the assistance provided by TRA Management and Staff during this audit. Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 

,' / ./' j l-v " I 17,/ / { : ~ /-.., J,J. j<: (._ 
Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 
,.. . 
. ~ l~ ,L., , -- 

Ruth '"Krub~ 
Staff Internal Auditor 



BACKGROUND 
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Refunds are made for various reasons. 

ELSA Refunds: Retirees who return to TRA-covered employment and earn in excess of an earnings 
limitation amount have a portion of their retirement benefits withheld and redirected to an earnings 
limitation savings account (ELSA). Refunds from this account can be made one year after the last 
withheld amount was redirected to the ELSA account. ELSA accounts do not earn interest. 

Lump-Sum Refunds due to Death: A lump-sum death refund occurs when a member dies while active. 
The refund consists of employee contributions plus interest through the date of death. 

Overpayment Refunds: These refunds occur when ineligible salary and related contributions have been 
received. Ineligible salary includes payments for unused sick and/or vacation leave (lump-sum 
payments), ineligible Part-Time Teacher Program pay, and severance pay. Refunds are made to 
members and/or employers. 

Regular Refunds: Members who terminate service may receive a refund of their employee contributions 
plus interest. These refunds are subject to a 30-day waiting period after termination of service. 

CSA (Combined Service Annuity) Transfers: These refunds occur when reported salary was earned from 
a TRA-ineligible position. The related contributions are transferred to the applicable CSA fund. 

Refunds to members are issued weekly through direct deposit (EFT) or a warrant and may be subject to 
federal and/or state income tax withholding. Employer overpayments are issued a credit memo to 
offset future remittances. 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 

Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 

Business Business Risks Management Controls Controls 
Objectives Tested 

Refunds to Refunds are not accurate (incorrect Online applications are verified by staff. Applicable state 
members are or ineligible payee, incorrect statutes, 
made amount, incorrect tax withholding). Manually calculated refund amounts must administrative 
accurately, have a comment in the refund record with rules, interest 
completely and Refunds are not made timely. the documentation drop filed in the calculations, and 
timely. member's folder. The refund verifier reviews TRA policies were 

Refunds are not complete supporting documentation prior to approving. used to test the 
(subsequent payroll submitted with Member Refunds 
contributions that should be Paper refunds are entered by one Accounting process. 
refunded). staff and verified by another Accounting staff 

who does not have access to change names, 
TRA staff with incompatible access addresses, or bank account information. 
in .NET may change member- 
provided information, resulting in The member contacts TRA if they have 
misappropriation. submitted an application but have not 

received their refund. 

Accounting Officer keeps log of refunds paid 
with un-posted payroll. 
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BUSINESS OBJECTIVES, RISKS AND CONTROLS (continued) 

Business Business Risks Management Controls (current and Controls 
Objectives future) Tested 

Refunds are Refunds are paid to ineligible Online applications are verified by staff in Applicable state 
made only to payees. Accounting. statutes, 
eligible payees. administrative 

Paper refunds are entered by one Accounting rules, interest 
staff and verified by another Accounting staff calculations, and 
who does not have access to change names, TRA policies were 
addresses, or bank account information. used to test the 

Member Refunds 
System edits raise error messages if the process. 
member has submitted a retirement or 
disability application or is a current annuitant. 

Appropriate tax Appropriate tax withholding does Tax withholding is programmed and tested. Applicable state 
withholding not occur. statutes, 
occurs. administrative 

rules, interest 
calculations, and 
TRA policies were 
used to test the 
Member Refunds 
process. 
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AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 

The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 

The scope of the audit covered the time period July 1 to December 31, 2019 and included a population 
of over 1,100 refunds that totaled approximately $7.5 million. 

The audit methodology included obtaining information on management's business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks. Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures. Specifically, we performed the following procedures: 

• Obtained a report of refunds made through .NET from July 1 through December 31, 2019. 
• Requested a general ledger (QuickBooks) report from Accounting of refunds for reconciliation. 
• Sorted refunds by type, than haphazardly selected a sample of 25 refunds for testing. 
• Reviewed records for proper documentation, procedure, and timeliness of each refund. 

~ • Where applicable, recalculated the refund and any accompanying interest, and compared the 
0.. recalculation to member records for accuracy. 
I-'· rt • Investigated any differences. 
() 
0 

~- 
[ • Significant to TRA: the result impacts TRA as an entity. The result could be noted in an external 
~ audit (OLA or OSA) or could impact TRA's reputation. 
,i::,. • Significant to Business Objectives: the result impacts the specific business objective(s). 
CX) 

1 • Other Reportable Result: the result is a by-product of audit work performed. No direct impact 
on the specific business objective(s), but is an opportunity to improve business processes. 

SUMMARY OF RESULTS 

# Title Severity 
1 Refund Interest Calculated Incorrectly Other Reportable Result 
2 Segregation of Duties Significant to Business Objectives 
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RESULTS AND RECOMMENDATIONS 

POSITIVE RESULTS 
Positive results noted from testing: 

• Refunds to members are made accurately, completely and timely: 
• Of 25 refunds tested, 24 were paid accurately. 
• Of 25 refunds tested, 24 were paid timely. 
• Of 25 refunds tested, 24 were created, approved, and entered into the Ledger by 

appropriate staff. 

• Refunds are made only to eligible payees: 
• Of 25 refunds tested, all were paid to eligible payees. 

• Appropriate tax withholding occurs: 
• Of 25 refunds tested, all had the appropriate tax withholding. 

REPORTABLE RESULTS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. The following reportable results were identified. 

Result# 1 I Refund Interest Calculated Incorrectly 
Severity I Other Reportable Result 
Out of twenty-five (25} refunds tested, one (1} was found to have the interest calculated incorrectly. The 
member was overpaid approximately $2,000 in interest. 

The member had selected IRAP, but contributions continued to be reported to TRA by the employer. A 
manual calculation of the refund was done by TRA staff, as .NET was not programmed for this situation. 
In doing the manual calculation, a mistake was made in the interest rate used by staff. Per Minnesota 
State Statute 356.59, all interest calculations calculated post 6/30/2018 should use an interest rate of 
7.5%. The manual calculation incorrectly used a rate of 8.5%. This caused an overpayment of interest in 
the rollover made to !RAP. 

Recommendation 

The overpayment of interest should be recovered from the member. 

Management Action Plan 

DI will work with Minnesota State Central office to try to recoup the overpayment of interest since this 
refund was rolled over into member's IRAP account. 

Responsible Personnel I Margaret Sullivan 
Target/ Due Date I 9/1/2020 
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Result# 2 I Segregation of Duties 
Severity I Significant to Business Objectives 
Descri12tion of Result 

Out of twenty-five (25) refunds tested, one (1) was found to have an issue with segregation of duties. 
For this refund, the TRA staff who verified the refund for payment also entered it into the general 
ledger. No review was performed to ensure that the violation of segregation of duties was appropriate. 

Recommendation 

Because the TRA Accounting staff is small, segregation of duties issues will exist. To mitigate these, 
compensating controls must be designed, implemented, and monitored. 

Management Action Plan 

Staffing limitations came into play with this week's refund batch process. Mitigating, compensating 
controls will be designed, implemented and monitored. 

Responsible Personnel I Elizabeth Zuehlke, Accounting Director 
Target/ Due Date I 5/26/2020 
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jEXHIBIT 4E-1 

INTERNAL CONTROLS BULLETIN 
November 26, 2019 - Volume 11, Issue 11 

Fraud Awareness Week is Over. Now What? 

We had an amazing fraud awareness and 
prevention week at the State of Minnesota. 
Agencies across state government displayed 
posters and educated employees on the causes 
and impacts of fraud. Governor Tim Walz kicked off 
the week with a new fraud awareness video which 
highlights the importance of each employee being 
vigilant to spot and report potential fraudulent 
activity. 

Fraud costs organizations an estimated five percent 
of their annual revenues, according to studies 

iducted by the Association of Certified Fraud 
examiners (ACFE). Occupational fraud at a state 
government level accounts for 26% of all 
government fraud. Government is often victimized 
by fraud because of its size and complexity. In over 
half the cases, the losses are not recoverable. This 
highlights why it is so important to stop fraud 
before it starts or to stop fraud schemes as early as 
possible. 

How can we do this? It starts with you. No matter 
who you are or what level you occupy in your 
department, you have a responsibility to keep your 
eyes and ears open for suspicious activity and 
report it. If you receive a tip from a customer or 
vendor or suspect wrong doing, report it through 
your agency's or statewide reporting channels. The 
State of Minnesota has many people within its 
agencies who are trained to determine the merit of 
complaints and whether they constitute fraud. 
Your job is not to make the determination, but to 

rrt it to those who can. 

Don't dismiss complaints or think "that could never 
happen here." Fraud can and does happen in the 

most unlikely ways, in the most unlikely places, and 
by the most unlikely people. Consider the case of 
the nuns running a school in California who 
embezzled $500,000 to fund their fondness for 
gambling! If it can happen there, it can happen 
anywhere. 

When a fraud occurs, organizations typically ~ 
examine procedures and find ways to tighten c 
controls to prevent future fraud. Always make it a ~ 
priority to look at your work processes and rt 
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• Consider fraud and implement controls to 1 

prevent or detect it when designing new 
business processes or examining current 
processes. 

• Report any tips you receive, whether from a 
person outside your organization, another 
employee, or something you notice 
yourself. Do not allow tips to go 
unreported. 

• Be on alert for fraud every day! 

procedures, evaluate what could go wrong, and 
improve your controls to avoid being a victim of 
fraud. 

Questions? 

Contact Amy Jorgenson, Director of Enterprise 
Internal Controls 
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INTERNAL CONTROLS BULLETIN 
December 31, 2019 - Volume 11, Issue 12 

Ten Year Reflection 

As the year ends, many of us reflect on the past, 
and look forward to the beginning of a new year 
and all the promise it holds. It has been a decade 
since the Internal Control and Accountability (IC&A} 
Unit was established and this month we reflect on 
our history, celebrate the work we do, and its 
impact on supporting a culture of internal control 
across all areas of state government. 

The IC&A Unit was established when the great 
recession was in full swing, bringing with it 
unprecedented financial and internal control 

:ulation. In the beginning, the unit was focused 
on internal control in the broad sense and deciding 
how best to implement the new responsibilities set 
forth in Minnesota Statutes 16A.057. 

After the new IC&A Unit was established, the hard 
work of documenting an enterprise-wide system 
began. The unit established the Control 
Environment Self-Assessment tool agencies use 
every year to take stock of the things they do to 
create a strong internal control environment and 
make improvements. 

The IC&A Unit has convened and facilitated over 80 
internal control roundtable meetings for internal 
control and internal audit professionals. This forum 
allows staff from across the enterprise to 
collaborate, further strengthen internal controls, 
and reduce risk. 

The IC&A Unit has published about 120 monthly 
' - ~rnal control bulletins which contain useful tips 
~ ..i hints for improving the internal control 
structure in agencies and reducing the chance of 
fraud. With 2,400 subscriptions and counting, 

these bulletins provide practical advice to give 
agencies ideas on how to maintain strong internal 
controls and prevent fraud. 

IC&A also engages in formal training sessions for 
groups and individual agencies. We consult with 
many agencies and facilitate conversations about 
risk and internal controls that translate into 
actionable steps. We also regularly present at the ~ 
Statewide Supervisor Core classes, and, starting in g.: 
2020, we will be on the agenda for Manager Core rt 
classes as well. 2 
Fraud awareness and prevention week, celebratedi. 
in November, has been a highlight for the last five t 
years. This event raises awareness across the ~ 
enterprise about fraud, how it affects each of us, u, w 
and what every employee can do to prevent it. 1 

In 2019, the unit rolled out and implemented an 
enterprise wide Risk Assessment Tool for agencies 
to grapple with the huge number of statutory 
responsibilities they have, prioritize those which 
could pose the most risk, and work to proactively 
reduce those risks before issues arise. 

As we reflect on the last ten years, we look forward 
to continually strengthening internal controls with 
a commitment and responsibility to those we 
serve, the people of Minnesota. We are proud of 
the work of those who came before us, and we are 
excited about what is next! Happy new year! 

Questions? 

Contact Mohamed Ahmed. Internal Control 
Specialist 
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January 30, 2020 - Volume 12, Issue 1 

Feeling Conflicted? 

For Minnesota executive branch agency 
employees, a conflict of interest occurs when the 
employee uses or attempts to use their official 
position (including state time, facilities, equipment, 
badge, uniform, prestige, or influence of state 
office or employment) to secure benefits, 
privileges, exemptions, or advantages for the 
employee or the employee's immediate family or 
an organization with which the employee is 
associated which are different from those available 
to the general public. This is defined in Minnesota 
law. 

e of the purposes of this provision is to ensure 
state agency employees do not make agency 
decisions for the purpose of specially benefitting 
their personal interests, whether it be their own 
interests, the interests of their families, or the 
interests of organizations (including for-profit and 
nonprofit organizations) in which they are involved 
in their personal lives. 

Here are some examples of activities which would 
be deemed a conflict of interest: 

• An agency buyer "steering" business to their 
spouse's company. 

• An employee placing a brochure for their 
privately-owned training company at an 
agency sponsored meeting to solicit business 
from the attendees. 

• An employee serving as a "private consultant" 
to firms that are regulated by their work unit. 

• An employee who inspects commercial 
vehicles as part of their job is not allowed to 
also manage a commercial trucking company. 

• An employee who sits on their local school 
board cannot evaluate applications for a state 
grant for which the school district applies. 

The conflicts listed here are mostly straightforward 
and easy to recognize. However, things get 
complicated fast when matters involve something 
called the "appearance of a conflict of interest." 

State agency employees must avoid actions which 
might result in "the appearance of a conflict of 
interest." This is when an employee is involved in a 
matter or specific activities with outside parties, ~ 
and the circumstances are such that a reasonable ~ 
person with knowledge of the relevant facts wouldrt 
question the employee's impartiality in the matterz, 
even though there may be no actual conflict of ~- 
interest. p 

rt Bottom line: Formally disclose situations that are ro 
potential conflicts of interest. The disclosure ~ 
process helps employees explain the situation and ~ 
lets the employer review and document a decision 1 

about the matter. Disclosing potential conflicts of 
interest allows others with an objective viewpoint 
to determine if an activity is allowable. 

Follow your agency's process for disclosing 
potential conflicts of interest. If you are not sure 
how to do this, consult with your supervisor, your 
agency's ethics officer, or your human resources 
office. 

Like what you're reading? Subscribe now and never 
miss an issue! 

Questions? 

Contact Josh Botnen, Internal Control Specialist 
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Your Ten Greatest Allies 

When you are looking to strengthen internal controls in 
your organization, prevent fraud, and make your job 
easier, these ten internal controls are your greatest 
allies. You can easily implement these controls to 
reduce risk and safeguard public assets. 

Separate Duties - Separate duties to ensure multiple 
people are involved, increase accuracy, and reduce 
opportunities for fraud. No single person should have 
control over an entire business process. 

Avoid Management Override - Management should 
-•oritize internal controls when implementing process 
provement or efficiency. Management is the first line 

of defense in an internal control structure and should 
set the ethical tone at the top. 

Management Approval - Management should 
review supporting documentation and approve 
transactions, especially when the transactions are 
unusual or significant. This helps reduce errors, 
maintain consistency with agency functions, and 
minimize inaccurate reports. 

Written Policies and Procedures - Your organization 
should have up-to-date policies and procedures for all 
business processes. This will help ensure employees 
follow uniform guidelines and maintain consistency 
during succession. 

Perform Reconciliations Regularly - Reconcile 
accounts and transactions periodically and record 
necessary adjustments in a timely manner. 
Reconciliations are a powerful control to verify accuracy 

orrect errors. Document all reconciliations. 

Self-Evaluate Internal Controls - Take the 
opportunity to perform a self-evaluation of the internal 
control system in the organization. Identify and 

evaluate risks, control weaknesses and gaps, and work 
to improve and strengthen internal controls. 

Rotate Duties - Rotate duties so several people can 
learn processes and perform different functions. This 
can help prevent the opportunity for fraud and expose 
control deficiencies and fraudulent activity. This can 
also help with sharing knowledge for succession 
planning. 

Train Staff- Provide ongoing training for staff to 

Physical Control of Assets - Implement physical 
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account for agency changes and to promote n 
professional development. As laws, technology, and O 
regulations change, communicate to staff how changes~. 
affect their responsibilities. Promoting professional ~ 
development helps retain talent. ro 
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I controls to protect agency staff and safeguard assets. 
Examples include locking cash and checks in a safe, key 
card access for entry in buildings or departments, 
passwords for computer access, and network 
encryption for protecting not-public data. 

Identify Risks in Your Agency - Identify risks and 
analyze them for magnitude or significance and 
likelihood of occurrence. Management should decide 
and document actions to manage risks. 

Like what you are reading? Subscribe now and never 
miss an issue! 

Questions? 

Contact Mohamed Ahmed, Internal Control Specialist 
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Providing senior management, boards of directors, and audit committees 
with concise information on governance-related topics. 

Data Governance: What 
Directors Need to Know Now 

A sea change is taking place in corporate 
governance, and it's all about data. 

Director responsibilities are constantly evolving, but 
once in a while, there's a dramatic shift: a time when 
the rules of sound governance are fundamentally 
'·ansformed. It happened shortly after the fall of 

.iron Corporation, for example, when waves of 
governance failures led to enactment of legislation 
such as the Sarbanes-Oxley Act. Almost overnight, 
director responsibilities changed significantly. 
Board agendas expanded to previously unimagined 
complexity, and meeting schedules multiplied. 

Another corporate governance upheaval is taking 
place today. This time, it's not about financial 
controls; it's about data. And it might be the biggest 
governance change yet. 

It's no wonder that board responsibilities regarding 
data are changing. According to a 2018 article 
at Forbes.com, an incredible 90 percent of the 
world's data was generated during the previous two 
years. Every day, the world produces more than 
2.5 quintillion bytes of data, and the pace is still 
accelerating. Some analysts estimate that while 
today's data centers consume about two percent 
of the world's electricity, that figure will reach eight 

-rcent by 2030. 
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What's more, the advent of 5G wireless technology J, 
promises to increase data collection exponentially. "° 

I 
Where current discussions about data collection 
involve gigabytes (billions of bytes), the new 
technology will enable data collection in zettabytes 
(trillions of gigabytes). This long-awaited tech 
revolution will empower organizations to collect 
massive amounts of data to inform strategic 
business decisions and integrate intelligent data into 
everything. 

-- 

New Opportunities Bring New Risks 

With so much information residing within corporate 
systems, data governance processes have a critical 
impact on operations, compliance risks, and the 
bottom line. Data and analytics have the potential 
to affect our organizations far beyond the scope 
of information security and technology. They are 
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bringing dramatic new options to the business world, including new 
forms of marketing, manufacturing, research, and work. Some of those 
new options come with hefty revenue streams. 

Take the automobile industry, for example. Today's connected cars 
use sensors to generate data about internal status and processes and 
to gather information about road conditions, traffic, weather, and even 
who's behind the wheel. That data has significant economic value. Car 
manufacturers apply the data in product design, marketing, quality 
initiatives, and recall management. They can use it to steer customers 
toward recommended maintenance and repair. But information from 
connected cars can also be sold to insurance companies and other 
third parties. A report from McKinsey & Company estimates that by 
2030, annual global revenue from car data monetization might reach 
$750 billion. And in the event of an accident, emergency messages 
from data-connected cars can even save lives. (The European 
Parliament has created an eCall requirement for new cars specifically 
for this purpose.) 

Big data comes with big opportunities, but it also comes with big new 
responsibilities. Collection of that automotive data means companies 
will have to be able to prove that customer consent was given and 
validly obtained. Data ethics, privacy, and transparency must be 
considered throughout the development and delivery of new products 
and services. Safety concerns necessitate data accuracy, and data 
breaches must be disclosed in accordance with rules that vary 
throughout the world. 

In the United States alone, there 
are numerous federal and state 
laws and regulations regarding 
data protection, with multiple 
regulatory authorities responsible 
for oversight. The requirements 
are constantly changing: For 
example, the California Consumer 
Privacy Act (CCPA) just went 
into effect in January, and 
lawmakers are already proposing 
changes. Dozens of other states 
have introduced bills related to 
data privacy, and Congress is 
considering substantial reforms 
to federal data privacy laws. 
According to the Information 
Technology & Innovation 
Foundation, if the proposed 
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federal legislation mirrors key provisions of either 
the California rules or the Global Data Protection 
Regulation that went into effect in the EU in 
Jl8, then the new requirements would cost the 

U.S. economy approximately $122 billion per 
year. That comes to about $483 per U.S. adult 
just for compliance with privacy laws. 

The costs of compliance are staggering, but 
compliance with privacy regulations is merely a 
single issue within data governance. Governance 
programs also consider issues such as data 
integrity, accuracy, completeness, consistency, 
efficiency, effectiveness, confidentiality, 
availability, reliability, and ethics. That's a big 
job, and it's getting bigger every day. 

Director Liability 
There's a growing risk of personal liability for 
directors who ignore data privacy rules or other 
essential governance requirements. In June 
2019, the Delaware Supreme Court issued 
a decision reaffirming director liability where 
· •.,ere is no board-level reporting process for 
ssential compliance matters. In Marchand 

v. Barnhill (the "Blue Bell decision"), the 
court stated that it is an act of bad faith of the 
duty of loyalty when directors fail to attempt 
to assure that a reasonable information and 
reporting system exists. Although directors and 
officers generally are immune from liability, in 
most states directors cannot be "absent from 
the fundamental matters" of the corporation. 
Directors also fail in their duty of oversight if 
they consciously fail to "monitor or oversee its 
operations thus disabling themselves from being 
informed of risks or problems requiring their 
attention." 

While the decision in the Marchand case, which 
continues to work its way through the Delaware 
courts, focused on the board's failure to oversee 
"mission critical" risks involving food safety, the 
upshot for boards is, what you don't know can 
hurt you. 

DATA GOVERNANCE QUESTIONS FOR DIRECTORS 
1. What data are we concerned with? 

Effective data governance starts by knowing what data is being 
collected, where it resides, and how it's being used throughout 
the organization. In many cases, mapping the flow of data can 
enhance understanding and strengthen data governance. 

2. Is our data being used properly? 
The data governance system should help assure that data is 
available when needed for legitimate business reasons, but it 
must also protect sensitive information and assure that data is 
used ethically. Directors need to know whether or not the company 
has created adequate policies and procedures on data usage, 
and they need to ensure that there are controls to monitor and 
enforce the policies. 

3. Have we defined specific goals tor our data governance program? 
Every company is different, so there is no standard one-size 
fits-all approach to data governance. If the data governance 
program is relatively new, for example, 1t might be a considerable 
undertaking merely to determine where all of the organization's 
critical or sensitive data resides. Later, the focus might shift to 
minimizing risks, increasing the value of data, improving the flow 
of information, or other priorities. Therefore, data governance goals g; 
and priorities should be reassessed regularly. ~ 

rt 
4. How have we evaluated the risks? 

Every company has to deal with risks such as data loss or 
corruption, data breaches, or compliance lapses. It's impossible 
to eliminate all risk, but it's important that the board receives 
timely information about significant data risks and evaluates 
whether or not the level of risk exposure is appropriate for the 
company's risk appetite. 

5. When significant issues are identified, how do we assure that 
they are handled appropriately? 
The board needs to understand the processes for communicating 
and addressing significant data governance issues. They also 
need to ensure that when problems are identified, they are 
addressed appropriately. 

6. What about data governance frameworks? 
A data governance framework provides guidelines for using data, 
managing it, and resolving data issues. It identifies the people 
and departments that should control and manage different types 
of data. Organizationally, the framework might include a data 
governance office that helps run the program, along with a data 
governance committee or council that prioritizes data governance 
projects; approves data usage policies, processes, and procedures; 
and identifies data stewards and stakeholders. If your company 
has not yet agreed upon a data governance framework that assigns 
specific responsibilities, it may be time to ask why not 

Resources: 
NIST Cybersecurity Framework 
NIST Privacy Framework 
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Board Responsibilities 
A decade ago, data governance might or might not have been 
a topic on the board's agenda. When data was included on 
the agenda, the discussion was often limited to a single aspect 
of data governance, such as information security or data 
privacy. And if directors had questions about data governance, 
they often simply relied on management to give them the 
information they needed. 

Given today's data risks, that approach is no longer adequate. 
In a recent report by Compliance Week, 46 percent of 
surveyed boards were briefed at least quarterly on data 
governance. Almost half had implemented or updated internal 
privacy policies, and 43 percent had expanded data privacy 
resources and budgeting in the past year. Only five percent 
of survey participants were not briefed about data governance 
at all. 

To fulfill their duty of oversight, directors need independent, 
~ective assurance that data risks are being handled 
appropriately. That means significant data governance risks 
rwst be audited. But directors also need to ask hard questions 
a?flut data governance. According to Governance in the 

!ital Age, A Guide for the Modern Corporate Board Director 
Brian Stafford and Dottie Schindlinger, "Boards need to 

k w what they don't know, which requires a lot of courage. 
cm-ectors need to be able to ask questions and be honest 
atlout what they don't understand, or they won't be able to 
~vide the level of oversight and insight required today." 

I 
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Quick Poll Question 
Does your organization have a formal data 
governance program? 

0 No, and we have no plans to start one. 

0 No, but we are planning to start one. 

0 Yes, we have a program, but it is not mature. 

0 Yes, we have a mature* program. 

0 I don't know. It's time to find out. 

Visit www.theiia.org/tone to answer the question 
and learn how others are responding. 

* A mature data governance program assigns specific responsibilities, 
monitors compliance, and reports information regarding data 
governance to management and the board of directors. 
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Keeping the Doors Open 

The COVI D-19 pandemic has been called the 
biggest crisis of our lifetime. But it is not simply a 
crisis. Instead, we are in the midst of cascading 
waves of crises and risk events. What began as a 
medical issue transformed into a macroeconomic 
emergency in a matter of days. It spawned waves 
of stock market turmoil, labor disputes, supply line 
disruptions, and massive unemployment. Then the 

)surge in cybercrime began. One crisis often leads 
m another. 

These are extraordinary times, and many 
organizations are learning hard lessons about the 
importance of business continuity and disaster 
recovery planning. Unfortunately, they are lessons 
that many are likely to repeat. 

When disaster hits, many organizations discover 
that they have not prepared adequately. Business 
directors and executives resolve not to let it happen 
again. Yet often that resolve weakens before 
corrective action is taken. In times of crisis, the 
need for business continuity planning is clear, but 
executives and directors are often too busy coping 
with the current disaster to plan for future crises. 

After the disaster, when organizations quickly pivot to 
recovery mode, funds are often limited, and business 
continuity planning is put off just a little longer. At 
best, many organizations focus on a single aspect of 

saster planning - after a cyberattack, the focus is 
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on cyber threats; after a pandemic, the focus is on ~ 
medical threats. 

By the time the crisis eases, disaster recovery and 
business continuity plans may no longer be seen as 
priorities. In a 2019 survey by ContinuityCentral.com, 
more than half of respondents stated that the biggest 
challenge that might hold back their business 
continuity plans was simply lack of a budget and 
resources. In other words, when times are good, the 
urgency to plan for future catastrophes fades away. 

That must change. Recent events have 
demonstrated that disaster recovery and business 
continuity planning are not luxuries; they are part 
of the cost of doing business in the modern world. 
Emerging risks rarely make appointments, and 
organizations must be ready when they arrive. 
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The last 12 months have been difficult for virtually all companies in all 
industries. Beyond the justifiable preoccupation with the pandemic, 
organizations have had to cope with wars and storms, fires and floods, 
cyberattacks and bomb threats, "active shooters," and even volcanic eruptions 
Sooner or later, there will be another crisis. In many cases, that initial crisis will 
lead to others, with consequences that are difficult or impossible to predict. 

One disaster tends to follow another, and we rarely can predict what the end 
result might be. The full impact of the pandemic is not yet known, and the 
damage may be incalculable. But in the midst of all the uncertainty, it's virtually 
inevitable that additional issues will emerge. Just as seismic aftershocks follow 
an earthquake, business aftershocks will follow the pandemic. 

This is not a time for business as usual. Take the accounting and finance 
functions, for example. Some might assume that during a business slowdown, 
the accounting workload would be light. But during a pandemic, every 
accounting estimate, assumption, budget, and forecast is suspect. With wildly 
fluctuating consumer demand, fair value measurements must be re-examined. 
Allowances for expected credit losses need adjustment. Corporate reputations 
are changing overnight, and non-financial assets such as goodwill must be 
evaluated. Tax considerations, liquidity risks, compensation changes, derivative 
and hedging issues, out-of-balance investment portfolios, and innumerable 
other accounting and finance issues all demand management's immediate 
attention. It's a situation that would be daunting even without remote working 
conditions and absences of key personnel . 

Many organizations are finding it necessary to slash budgets and financial 
forecasts. Some companies will inevitably reduce the budgets of non-revenue 
producing departments, such as the risk management function or the internal 
audit department. But these departments are rarely more important than during 
a crisis. It's a time when a cut to the risk management or internal audit function 
might trigger even more unforeseen and potentially disastrous consequences . 

In a perfect world, everything would run smoothly and controls would never 
break down. But in the midst of crisis, when the unthinkable happens and 
everything is changing, the risk management and internal audit functions help 
to ensure that management has identified the full range of risks - direct and 
indirect - and is taking appropriate action to address those risks. 

Organizations must prepare for the unpredictable and the unthinkable in order 
to keep the doors open and ease the recovery process, regardless of whether 
the next big event is a civil, natural, financial, or health-related crisis. There 
is no such thing as a perfect plan for the future, but having a plan in place is 
better than not. It is better to foresee without certainty than not to foresee at all . 

Management teams should already have expanded their efforts to update 
plans, to identify emerging risks and assess their potential impact, and to think 
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through appropriate responses. But in highly stressed conditions, 
even the best managers are likely to make mistakes or to overlook 
important details. That's why, in extraordinary times, the internal 
.rdit and risk management functions are more essential than ever. 

For many, the coming months will continue to be difficult, but 
these times can serve as a learning experience. Disaster recovery 
and business continuity planning are never easy. They require 
business strategies, objectives, and priorities to coordinate with 
incident response activities, IT disaster recovery objectives, 
and crisis planning in a wide variety of scenarios. This means 
dedicating time and resources, with ongoing training, testing, 
evaluating, and updating. It's a big job. But waiting for a better 
time to start planning for the future could lead to no future at all. 
Fate hangs on such moments and decisions. 

The world is changing, and the risks are growing. Organizations 
must ensure that risk management processes are appropriate for 
changing conditions; that internal audit resources are adequate 
to meet future challenges; and that comprehensive disaster 
recovery and business continuity plans are in place. Some were 
more ready than others to deal with the current pandemic crises, 
but all can help ensure that organizations are prepared for future 
catastrophes. In the words of Stewart Stafford, "Remember the five 
0s - Prior Preparation Prevents Poor Performance!" 
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THE DUTY OF CARE 
Social isolation can increase the risk of 
many health problems. A scientific study 
by Julianne Holt-Lunstad, a research 
psychologist at Brigham Young University, 
showed that being disconnected was 
as dangerous to health as smoking 15 
cigarettes a day and was more predictive of 
early death than the effects of air pollution 
or physical inactivity In the study, people 
who had strong social relationships had a 
50 percent higher likelihood of survival than 
those with weaker social ties. Over longer 
periods of time, social isolation increases 
the likelihood of heart disease, depression, 
dementia, and even death. 

reduced performance levels. 

care program that helps keep employees 
feeling connected and prioritizes safety 
and well-being. Simply providing employee 

Loneliness is not just an issue for those who 
are not around other people. It can happen 
even in the middle of a crowd. At work, it 
often occurs when there are poor social 
relationships, a lack of sense of belonging, 
or a feeling of being disconnected or ~ 
alienated. The result is lower motivation and S::: 
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Fortunately, organizations can help to 
address this problem. The World Health ~ 
Organization lists "social support networks" ij 
as a determinant of health. Now may p. 
be the perfect time to launch a duty-of- rt 
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I chat rooms, online meetings, and other 

opportunities for social interaction can 
help ensure that the workforce is healthier, 

'. ~ .,. 

happier, and more productive. 

During a crisis, alternative work 
arrangements, job security issues, and other 
factors cause tension in the workplace, 
regardless of whether that workplace is 
in the office or dispersed across remote 
locations. It can help to facilitate regular 
conversations between management 
and employees. Many human resources 
functions are providing managers with 
guidance on how best to approach sensitive 
subjects related to the pandemic and other 
changing conditions. Discussion guides, 
online training, or even simple e-mail 
bulletins can help provide updates on 
rapidly changing crisis situations and advice 
for how to deal with problems. 
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Questions for Directors 

• How up-to-date are business continuity and disaster 
recovery plans? 

• When was the last time the plans were reviewed by key 
stakeholders? By the internal auditors? What were the results? 

• Has a business impact analysis been performed to determine 
which processes and systems are most critical? 

• When was the last time the organization reviewed its 
contracts with business resiliency partners? 

• What training have employees received on what to do in 
the event of a natural disaster, terrorist threat, or pandemic? 
What is the schedule for future training? 

• Do communication plans address how employees, 
vendors, emergency responders, regulators, media, 

~insurance agencies, and others will be kept informed 
[during an emergency? 
I-'· 

~ How does the information technology function ensure that 
gcritical infrastructure components will be available during 
~-crisis and business recovery? 

.g How are data secured and managed in various 
~ crisis scenarios? 
O'I 
O'I 
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What is your level of concern about the long 
term financial viability of your organization 
as a result of COVID-19? 

0 Not at all concerned 

0 Slightly concerned 

0 Moderately concerned 

0 Very concerned 

0 Extremely concerned 

0 Not sure/not applicable 

Visit www.theiia.org/tone to answer the 
question and learn how others are responding. 
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Teleworking Best Practices 

America's favorite neighbor, Mr. Rogers, had an 
amazing outlook on life and many pearls of wisdom 
for his neighbors. One of his well-known sayings 
perfectly fits the unprecedented situation we are 
currently facing. "There's no ordinary life that is free 
of pain. It is the very fighting with our problems that 
propels our growth." Our society is feeling pain and 
growing and adapting like never before. 

Our cities, states, country, and the entire world are 
trying to keep up with the constantly evolving 
challenges caused by COVID-19. Health experts are 

ig one of the most important things we can do 
to help control the spread of this virus is to practice 
social distancing. This need for social distancing has 
led to the cancellation of many activities that we 
consider normal and important to our lives. Things 
like sending our kids to school, dining at restaurants, 
attending concerts and sporting events, and even 
going to our worksites. With so many employees 
now teleworking, here are some tips to be successful 
in this new environment: 

Be understanding and empathetic. Not all 
employees are excited about the prospect of 
teleworking. Many people have established close 
friendships with coworkers. They will miss seeing 
teammates and friends every day when teleworking. 
Highly collaborative teams may find working 
together virtually challenging and inefficient. Some 
employees may not be comfortable with the 
technology involved in performing their job 
rP"""otely. Try to understand their perspective, make 
t , as comfortable as possible, and make sure they 
have the tools needed to perform their job. 

Set and share team schedules. This will allow your 
team to ensure coverage during key business hours 

and schedule team meetings during times when as 
many people as possible are available. 

Schedule check-ins. When working remotely, it's 
important to find different times and ways to stay 
connected. In addition to your regular meetings, 
consider adding a check-in to discuss priorities or 
address questions. Send a coworker a message, 

~ schedule call or video meeting to connect and get 0.. 
progress updates. It's also an opportunity for you tor+ 
socialize with your team and check on their well- rt 
b. n emg. o 

Establish clear work direction with objectives and ! 
goals. Help your teleworkers work independently ai 
be productive without feeling micromanaged. 1 

Communicate daily and weekly goals and objectives~ 
Go through everything from key projects and 1 

deadlines, important daily or weekly tasks, and 
scheduled meetings. Clear work direction allows 
teleworkers the autonomy to be effective. It is 
important to document assignment and project 
progress in a centralized location to keep the team 
informed of progress and their responsibilities. 

Recognize great work. Make it a point to recognize 
the contributions that are being made to improve 
morale. Call out wins and results and empower the 
rest of the team to do the same. 

Like what you're reading? Subscribe now and never 
miss an issue! 

Questions? 

Contact Josh Botnen, Internal Control Specialist 
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Maintain Internal Controls During Change 

We are now roughly two months into one of the 
most challenging times in our country's history. At 
this point, data shows Minnesotans are doing their 
part by staying home and curbing the spread of 
COVID-19. The hope is to mitigate the severity of 
what could occur by assessing the risks and 
implementing proper controls over the virus. 

While we are adapting to this new practice and 
many of us are adjusting to telework, it is vital to 
continue excellent internal controls in our work 
processes as well. Many of them have changed or 
'possibly new. 

Monitor Work. Even though priorities have shifted, 
managers and supervisors should continue to 
monitor their teams by reviewing work, approving 
transactions, and using reporting mechanisms. 
Time reporting and employee tasks can be 
monitored through daily emails designated to time 
stamp when employees are working, on break, and 
what tasks they are working on for the day. Skype 
messenger is another way to verify employee 
availability. 

Track Equipment. Equipment tracking is critical as 
computers, monitors, and other office equipment 
now reside outside of state facilities and in 
employees' homes. Agencies must keep an 
inventory of equipment taken home, and ensure all 
equipment is returned when employees come back 
to the office. 

Document Processes and Decisions. Many work 
processes have changed due to teleworking. 

cedures may need to be modified to reflect the 
i-,, ocess changes. Compensating controls may be 
needed if the changes reduce the effectiveness of 
existing control activities. All decisions about 

changes should be documented, including who 
made the decision and the rationale for it. 

Protect Data. Be sure to secure any data you are 
working with at home. This may be as simple as 
screen locking your computer when you step away 
to avoid any unauthorized access to data, or more 
complicated if you have not public data at home 
you need to secure each night. Avoid sending any ~ 
not public data outside the state network to your 0.. 

I-'· 
personal email. rt 

There are many risks facing our state right now, g 
mostly because this is an unprecedented time and a 
decision-making is happening so fast. Be proactive p. 
about risk assessment and implement these t 
important controls in this new environment. ~ 

O"\ 
While it's easy to forget at a time like this when ~ 
there is so much uncertainty and people are feeling' 
anxious about COVID-19, internal controls are an 
important topic to keep front and center as we 
grapple with the changes in front of us. Planning 
and preparation will help keep public funds and 
assets safe when using proper internal controls. 

Like what you're reading? Subscribe now and 
never miss an issue! 

Questions? 

Contact Jake Rossow, Internal Control Specialist. 


