
Teachers Retirement Association 
Audit Committee Meeting 

Tuesday, March 9, 2021 – 9:30 a.m. via WebEx 

(WebEx room will be open at 9:00 a.m.) 
 

 
1. Call to Order 
 
2. Approval of Minutes –  

a. pp. 3-5 Minutes of meeting held November 17, 2020 [ACTION] 
   

3. Old Business 
   

4. New Business 
a.  Security Update [INFORMATION] 
b. pp. 7-8 CY2021 Risk Assessment Questionnaire [INFORMATION] 
c. pp. 10-23 FY2021 Annual Report [INFORMATION] 
d. pp. 25-39 Audits issued since November 2020 [INFORMATION] 
e. pp. 41-50 Educational Materials [INFORMATION] 

 
5. Public comments 

 
6. Date of next meeting: 

Tuesday, June 15, 2021 (9:30 am) 

 

Future Audit Committee Meetings (9:30 am) 

TBD 

 

 
7. Adjourn 
 

Board members may participate by telephone.  Members of the public wishing to address the board shall give notice (preferably in 
writing) to either the board president or executive director in advance of the meeting.  The board provides members of the public with 
opportunities to address the board at the conclusion of the agenda.  Members of the public should limit their comments to three (3) 
minutes and confine comments to matters under the board’s jurisdiction and authority.  Stakeholder groups wishing to speak to the 
board shall designate a spokesperson.  The board reserves the right to determine what issues come before the board at any given time. 
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 MINNESOTA TEACHERS RETIREMENT ASSOCIATION 

Minutes of the TRA Audit Committee Meeting 

November 17, 2020 

 

Meeting held via WebEx Due to COVID-19 

 

 

 

Call to Order 

Joel Stencel (attending remotely via WebEx) called the meeting to order at 9:30 a.m.   Those 

attending in addition to Stencel were: 

 

Committee Members:  all attending remotely via WebEx were Amy Jorgenson, Luke Olson, and 

Martha Lee Zins. 

 

TRA Staff:  all attending remotely via WebEx were David Anderson, Rachel Barth, Carol 

Diedrich, Ruth Krupa, Julie Larson, Kris Lind, Dominic Matern, Leslie Nagel, Tim Maurer, 

Sonja Parr, Jay Stoffel, and John Wicklund. 

 

Absent:  Denise Anderson 

 

Roll call was taken. 

 

2.a.  Approval of the Minutes 

The minutes from the August 18, 2020 meeting were sent to the members prior to the meeting.  

 

It was moved by Olson and seconded by Zins to approve the minutes from the August 18, 

2020 meeting with changes.  A roll call vote was taken.  The motion passed unanimously 

by the Committee. 

 

 

3.a.  Old Business 

At this time there is no update on the issue of the Audit Committee having to complete the Code 

of Conduct training. 

 

 

4.a.  Internal Audit/Audit Committee Charter Review and Approval 

Nagel reviewed the TRA Internal Audit Charter and noted there were no changes needed to the 

TRA Internal Audit Charter.  Nagel reviewed the Audit Committee Charter noting changes that 

will be made.   
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A motion was made by Olson and seconded by Zins that we recommend acceptance of 

the Audit Committee Charter with changes.  A roll call vote was taken.  The motion 

passed unanimously by the Committee. 

 

A motion was made by Zins and seconded by Jorgenson that we recommend acceptance 

of the TRA Internal Audit Charter as presented.  A roll call vote was taken.  The motion 

passed unanimously by the Committee. 

 

 

4.b.  FY2021 Annual Report 

Nagel reviewed the TRA Internal Audit Annual Report for FY2021 as of July 31, 2020 of the 

work performed to date. 

 

 

4.c.  Internal Assessment Report 

Nagel reviewed the TRA Internal Assessment Report noting some modifications.  We will 

complete another internal assessment late the summer of 2021. 

 

 

4.d.  Audits Issued Since August 2020 

• Annual Base Salary FY2021 

     The audit objectives were to determine whether: 

➢ Annual Base Salary amounts were timely requested and received; 

➢ Annual Base Salary amounts were accurately uploaded into .NET for FY2021 service 

credit calculations; 

➢ Employers who did not provide timely or accurate Annual Base Salary information 

were contacted to provide the required information; and 

➢ Appropriate late submission delinquencies were assessed, billed, and collected. 

 

The audit results show management controls are operating effectively to achieve business 

objectives listed above.  We identified one issue. 

 

 

• Cash Receipts 

The audit objectives were to determine whether: 

➢ Cash receipts are processed accurately and timely and are recorded correctly in .NET, 

SWIFT, and the general ledger. 

➢ That the cash receipts process follows applicable guidance (state statute, policies, and 

procedures). 

➢ That controls exist to mitigate identified risks, including segregation of duties. 

 

The audit results show management controls are operating effectively to achieve business  

objectives listed above.  We identified no significant issues. 
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4.e.  Educational Material 

Nagel noted that included in the packet are Internal Controls Bulletins (After Action Report – 

The Value of Documentation, Audit Finding Resolution – It Does an Agency Good, Fraud 

Prevention Depends on You!). 

 

Nagel noted that these Bulletins go out to state agencies on a monthly basis.  We share these 

reports with our Management Team and encourage them to share them with their staff. 

 

 

4.f.  Fraud Week Presentation 

Nagel noted that Krupa created a series of emails that are sent out daily during Fraud Prevention 

Week to all TRA staff.  Krupa also created a Power Point presentation with audio for employees 

to watch. 

 

 

Public Comments 

None 

 

 

Adjourn 

On a motion by Zins and seconded by Olson the meeting adjourned at 10:29 a.m. A roll call vote 

was taken. The motion passed unanimously by the Committee. 
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2021 Risk Assessment – Management Questionnaire 

1. Did any of your team or department processes change due to the pandemic?  What were those changes?
• The executive team was expanded to include the IT Director and Pension Administration Manager.

• Mail was picked up twice per week; manual bank deposits were done twice a week.

• Member appointments, group presentation, and staff appointments were conducted virtually.

• Staff took on more responsibilities.

• Many processes were converted from paper to online.

• Printing of documents needed a new solution which was developed by IT.

2. Were there any impacts to your team or department that weren’t addressed?  What were those
impacts?

Some Accounting processes are still manual and require onsite employee presence. 

3. What else could TRA have done in its response to the pandemic?
The majority of responses were that TRA did a great job and handled the response well.  A business continuity 
plan was in place and staff were already adjusted to working from home. 

4. What were the most significant changes (personnel, processes, etc.)to your team or department in
FY2020?

Personnel changes included hiring an Accounting Director and an HR Business Partner.  The Chief Benefit Officer 
was promoted to Deputy Director (FY2021).  The Chief Financial Officer is retiring in July 2021.  

Process changes include all meetings and counseling being conducted virtually, CAFR being produced in Workiva 
software, electronic approvals and signatures, significant staff training to adjust to remote processes, using Jabber 
chat rooms for troubleshooting, transitioning the technical side of the website to IT, and additional network 
monitoring. 

For the following, comments have been organized by their applicable Strategic Planning Goal and Strategy. 

5. What are your major concerns regarding TRA for the future?

Goal:  Engaged, Empowered, High-Performing Workforce
Strategy:  Design workforce of the future for benefit plan of the future 
Comments include the state hiring freeze, difficulty in attracting and retaining talent, the pending CFO 
retirement, staff training in leadership skills, a plan for returning to the office, and transitioning to the workforce 
of the future.  

Goal:  Engaged, Empowered, High-Performing Workforce 
Strategy:  Improve employee engagement 
Responses include missing the social life at work, adjusting to remote working and meetings, and 
communicating across departments 

Goal:  Fund Integrity Balanced with Equity in Plan Provisions 
Strategy:  Evaluate plan provisions to serve future TRA members, employers, and taxpayers 
Responses include converting more processes to online, documenting processes, and reviewing statutes. 

6. What are your major concerns regarding your team or department for the future?

Goal:  Engaged, Empowered, High-Performing Workforce
Strategy:  Design workforce of the future for benefit plan of the future 
Responses include –  

• Retirement of the CFO

• Development of the deputy position and transferring duties
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• Conducting a wholistic review of the organization structure at the executive level 

• Ensuring the CAFR stays on track during the critical November -mid-December timeframe,  

• Staffing according to business needs.  TRA’s future work will be more centered on projects; we need to 
have staff with those skills.  Critical roles have little or no backup. 

• Not compromising quality with member contact. 

• Hiring and retention. There is less advantage of offering remote work and flexible schedules. 

• IT salaries.  
 
7. Any other comments regarding risk and TRA? 
 

Goal:  Engaged, Empowered, High-Performing Workforce 
Strategy:  Design workforce of the future for benefit plan of the future 
Responses include –  

• Attracting and retaining top talent is challenging given the restrictions and restraints we have under 
State of MN and MMB personnel structure, policies, and practices. 

• A new CFO and relatively new Accounting Director may be viewed by the OLA as a higher inherent risk.   

• Physical remote office locations are clearly a liability.  TRA needs to plan for the future of the out-state 
offices and the St. Paul office. 

• The competitive advantage for staffing is gone; flex time and remote working are now the norm.   
 
Goal:  Fund Integrity Balanced with Equity in Plan Provisions 

Strategy:  Evaluate plan provisions to serve future TRA members, employers, and taxpayers 
Responses include –  

• Investment risk. 

• Contribution risk.  Will the legislature appropriate the necessary funds to cover the rising employer 
contribution rates?  Will direct state aid to TRA continue without interruption or reduction? 

• Demographic risk.  Will actuarial assumptions (separation, retirement, mortality) need adjustment due 
to the impact of COVID-19 on teachers and their work environment? What impact will that have on 
funding requirements? 

• Covered payroll and active member count.  Will the pandemic affect the current work environment in 
public schools?  A decline in covered payroll would affect funding requirements. 

 
Strategy:  Create framework for analyzing operational business processes 
Document major processes to determine if they are working as designed.    
 
Strategy:   Enhance comprehensive risk-management program 
Governance risk.  There has been recent turnover in Board members, with at least two more to be replaced 
soon.   

 
Goal:  Engaged, Empowered, High-Performing Workforce 

Strategy:  Develop comprehensive, robust training program 
Staff needs training on how all the business processes work in .Net.  Experts and backups need to be designated. 
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TRA Internal Audit 
Annual Report 

 
Fiscal Year 2021 

 
 

Status as of February 28, 2021 
 

Audit Committee Meeting 
March 9, 2021
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Fiscal Year 2021 Audit Plan Status as of February 28, 2021 
 

Title Type Status 

FY2021 Risk Assessment / FY2022 Annual Audit Plan Project In Progress 

FY2020 CAFR / Actuarial Report / GASB67 Report Review Project Completed 

FY2020 GASB68 Employer Allocation Review Project Completed 

ERM Implementation (Risk assessment w/ Workiva) Project In Progress 

Audit Management Implementation (w/ Workiva) Project Completed 

General Ledger Review / Implementation Project Not yet started 

Administrative Expenses (FY2020) Audit Issued December 8, 2020 

Annual Base Salary Reporting (FY2021) Audit Issued September 2, 2020 

Cash Receipts (FY2020) Audit Issued October 23, 2020 

Expense Reimbursements (FY2020) Audit Issued January 14, 2021 

Investment Certification Process (FY2020) Audit See Modifications 

Member Benefit Calculations (Minnesota State purchase of service) Audit See Modifications 

Member Benefit Payments (July 2020) Audit In Progress 

Member Benefit Payments (January 2021) Audit Not yet started 

Member Refunds (January – June 2021) Audit Not yet started 

Member Refunds (July – December 2020) Audit Not yet started 

Shared Expense Allocation (FY2020) Audit See Modifications 

Employer Payroll Audit (FY2020) 
Employer 

Payroll Audit 

Not yet started – 37 
In Progress /Data Requested – 9 

Completed – 22 

Employer Payroll Audit (FY2019) 
Employer 

Payroll Audit 
Completed - 1 
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Modifications to FY2021 Audit Plan 
 

Title Action Reason 

Shared Expense Allocation (FY2020) Deferred Time 

Investment Certification Process (FY2020) Deferred Time 

Member Benefit Calculations (Minnesota State purchase of service) Deferred Time 
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Fiscal Year 2021 Audits 
Severity and Corrective Action Plan Status 

As of October 31, 2020 
 

Title Report Date AC Meeting 
Severity  CAP Status 

   Total  FC PC NC Total 

Annual Base Salary FY2021 9/2/2020 11/17/2020   1 1    1 1 

Cash Receipts FY2020 10/23/2020 11/17/2020    0     0 

Administrative Expenses FY2020 12/8/220 3/9/2021 1  1 2  2   2 

Expense Reimbursements FY2020 1/14/2021 3/9/2021   1 1   1  1 

            

            

            

            

 
Severity Legend: 

 Significant to TRA Impacts TRA as an entity. 

 Significant to Business Objectives Impacts the specific business objective. 

 Other Reportable Result Opportunity to improve business processes. 

 

Corrective Action Plan (CAP) Status Legend: 
FC Fully corrected 

PC Partially corrected 

NC Not yet corrected 
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Fiscal Year 2021 Audits 
Corrective Action Plan Status Update 

as of October 31, 2020 

Audit Title 
Report 
Date 

Result Description 
Responsible 
Individual 

Date Due Corrected 

Administrative Expenses FY2020 12/8/2020 
Excessive and/or incompatible levels of 
SWIFT access 

Kris Lind  ASAP Yes 

Administrative Expenses FY2020 12/8/2020 
Administrative expense controls not 
sufficient 

Kris Lind / John 
Wicklund 

n/a Yes 

Expense Reimbursements FY2020 1/14/2021 Insufficient review of expense reports 
Kris Lind / John 
Wicklund 

n/a Yes 

Expense Reimbursements FY2020 1/14/2021 Ineligible expenses paid 
Kris Lind / John 
Wicklund 

When 
travel 

restarts 
No 
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Fiscal Year 2019 Employer Payroll Audits Issued in Fiscal Year 2021 
 

Org No Org Name 
Active Member 

Count 
Issued 

00273 Edina 946 October 21, 2020 

    
 

Recap of Fiscal Year 2019 Employer Payroll Audits – FINAL 
 

FY Issued Org Type Orgs 
Member Count 

Actual 
Member Count 

Goal 
% Goal 

2020 K-12 35 10,237   

2021 K-12 1 946   

2020 Charter 7 287   

 Total 43 11,470 8,469 135.4% 

      

FY2019 Active Members (Per CAFR) 82,965   

% Coverage 13.83%   

 
Member Count Goal:  Average of actual member counts from payroll audits conducted FY2013-FY2019.
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Fiscal Year 2019 Employer Payroll Audits Results 
 

Eligible Position and/or Salary Not Reported  
Org Name / No Detail of Result Corrective Action / Status 

Edina 00273 

Substitute Teacher 
Childcare Teachers (6) 
Early Learning Classroom Teacher 
Media Specialist 
Math Teacher 

To be billed 

Edina 00273 Teacher-ECFE (two paydates not reported) To be billed 

   

 
Ineligible Position and/or Salary Reported 

Org Name / No Detail of Result Corrective Action / Status 

Edina 00273 
HR Director 
Early childhood screeners (3) 

To be determined 

Edina 00273 
Nonlicensed only (3) 
Post-retirement deductions and contributions remitted 

To be refunded 
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Fiscal Year 2020 Employer Payroll Audits Issued in FY2021 
 

Org No Org Name 
Active Member 

Count Issued 

04095 Trio Wolf Creek Distance Learning 14 August 13, 2020 

00858 St. Charles 114 August 31, 2020 

00640 Wabasso 46 September 10, 2020 

02167 Lakeview 76 September 18, 2020 

00832 Mahtomedi 258 September 18, 2020 

04026 ECHO Charter School 17 September 24, 2020 

00280 Richfield 525 October 21, 2020 

00378 Dawson 67 October 27, 2020 

02687 Howard Lake-Waverly-Winsted 109 November 10, 2020 

00308 Nevis 60 November 16, 2020 

00877 Buffalo 479 November 16, 2020 

00162 Bagley 79 December 18, 2020 

00535 Rochester 1,623 January 8, 2021 

02752 Fairmont-Ceylon 137 January 25, 2021 

00112 Eastern Carver County 937 January 29, 2021 

02358 Tri-County 24 January 29, 2021 

00177 Windom 102 February 4, 2021 

04056 Rosa Parks Charter High School 6 February 4, 2021 

04224 Star of the North Academy 18 February 10, 2021 

00108 Central Public School 104 February 10, 2021 

00833 South Washington County 1,730 February 29, 2021 

00775 Kerkhoven-Murdock-Sunburg 86 February 26, 2021 
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Recap of Fiscal Year 2020 Employer Payroll Audits 
 

FY Issued Org Type Orgs 
Member Count 

Actual 
Member Count 

Goal 
% Goal 

2021 K-12 18 6,556   

2021 Charter 4 55   

 Total 22 6,611 8,844 74.75% 

      

FY2020 Active Members (per CAFR) 83,149   

% Coverage 7.95%   

 
Member Count Goal:  Average of actual member counts from employer payroll audits conducted FY2013 – FY2020. 
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Fiscal Year 2020 Employer Payroll Audits - Results 
 

Eligible Position and/or Salary Not Reported  
Org Name / No Detail of Result Corrective Action Status 

Wabasso 00640 Registered Nurse Report to TRA as of FY2021 Completed 

Lakeview 02167 
Registered Nurse 
Substitute Teacher (3) 

No correction; employee terminated. 
To be billed/transferred from PERA 

N/A 
Not Completed 

ECHO Charter School 04026 
Administrator  
Teacher 

Report to TRA as of FY2021 
Transfer from PERA 

Completed 
Completed 

Richfield 00280 
Registered Nurse 
Substitute Teacher 
Director of Community Education 

Report to TRA as of FY2021 
Report to TRA as of FY2021 
Report to TRA as of FY2021 

Completed 
Completed 
Completed 

Lakeview 02167 Substitute teaching (3) To be billed/transferred from PERA Not Completed 

Mahtomedi 00832 Teaching salary To be billed Not Completed 

Dawson 00378 Teaching salary To be billed Completed 

Howard Lake-Waverly 02687 
Preschool Teacher 
Community Education Director 

No correction; retirement 
No correction; retirement 

N/A 
N/A 

Buffalo 00877 ECFE Teacher To be billed Not Completed 

Bagley 00162 Community Education Director Report to TRA as of FY2021 Completed 

Rochester 00535 Substitute Teacher To be billed Not Completed 

Tri-County 02358 Preschool Teacher Report to TRA as of FY2021 Completed 

Windom 00177 Substitute teacher (2) To be billed Not Completed 

Central Public School 00108 Substitute Teacher To be billed Not Completed 

South Washington County 00833 Teacher (one paydate) To be billed Not Completed 

Kerkhoven-Murdock-Sunburg 
00775 

Preschool Teacher (2) 
Nurse  

Report to TRA as of FY2021 
Report to TRA as of FY2021 

Not Completed 
Not Completed 
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Ineligible Position and/or Salary Reported 
Org Name / No Detail of Result Corrective Action Status 

St. Charles 00858 Administrator nonlicensed salary (2) To be refunded Not Completed 

Wabasso 00640 Administrator nonlicensed salary  To be refunded Not Completed 

Lakeview 02167 Administrator nonlicensed salary (2) To be refunded Not Completed 

Mahtomedi 00832 Lump-sum payment of unused vacation and sick time (100) To be refunded Completed 

Richfield 00280 
Nonlicensed only salary 
Director of Technology 

To be refunded 
Transfer to PERA 

Completed 
Not Completed 

Dawson 00378 Administrator nonlicensed salary (3) To be refunded Not Completed 

Buffalo 00877 Administrator nonlicensed salary (3) To be refunded Not Completed 

Bagley 00162 Technology Director Report to PERA  Not Completed 

Rochester 00535 Director of Human Resources 
Community Education 
School Age Care 

Report to PERA 
To be refunded 
To be refunded 

Not Completed 
Not Completed 
Completed 

Fairmont-Ceylon 02753 Administrator nonlicensed salary (3) To be refunded Not Completed 

Eastern Carver County 00112 
Administrator nonlicensed salary (4) 
Nonlicensed only salary (2) 

To be refunded 
To be refunded 

Not Completed 
Not Completed 

Tri-County 02358 Administrator nonlicensed salary  To be refunded Not Completed 

Windom 00177 Administrator nonlicensed salary (2) To be refunded Not Completed 

Central Public School 00108 Administrator nonlicensed salary (4) To be refunded Not Completed 

South Washington County 
00833 

Executive Director of Human Resources 
Report to PERA / 
no transfer 

Completed 

South Washington County 
00833 

Lump-sum payout of unused personal time (95) 
Nonlicensed only salary (10) 
Administrator nonlicensed salary (1) 
Nonteaching salary (4) 

To be refunded 
To be refunded 
To be refunded 
Transfer to PERA 

Not Completed 
Not Completed 
Not Completed 
Not Completed 

Kerkhoven-Murdock-Sunburg 
00775 

Administrator nonlicensed salary (2) To be refunded Not Completed 
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Other 
Org Name / No Detail Corrective Action Status 
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FY2021 Department Productivity 

As of January 31, 2021 
Employee Category Goal Actual Diff 

Leslie Nagel Audit Department Management (Audits / Employer Payroll Audits) 40.00% 41.92% 1.92% 

 Audit Department Supervision 20.00% 4.11% -15.89% 

 Risk Assessment and Audit Plan 15.00% 5.04% -9.96% 

 Audit Department Administration / Training 10.00% 37.26% 27.26% 

 Consulting 10.00% 11.67% 1.67% 

 Miscellaneous 5.00% 0.00% -5.00% 

 Total 100.00% 100.00% 0.00% 

     

Ruth Krupa Audit 40.00% 68.90% 28.90% 

 Employer Payroll Audits 35.00% .30% -34.70% 

 Risk Assessment / Audit Plan 10.00% 0.00% -10.00% 

 Consulting (processes / meetings) 5.00% 6.02% 1.02% 

 Fraud 5.00% 6.27% 1.27% 

 Training 5.00% 14.21% 9.21% 

 General Administration 0.00% 4.30% 4.30% 

 Total 100.00% 100.00% 0.00% 

     

     

 Goal hours are from individual position descriptions. 
Actual hours are from audit department time tracking spreadsheets (not payroll timesheets). 
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Quality Assurance Improvement Program (Peer Review) 
 

Internal Audit complies with the Institute of Internal Auditors (IIA) International Standards for the Professional Practice of Internal Auditing 
(Standards).  The IIA requires each internal audit function that intends to comply with their standards to establish a program of quality assurance.  
A quality assurance program requires that the IA function undergo a quality assurance review at least once every five years.  The Internal Audit 
Charter requires a quality assurance review at least once every three years. 
 
A Self-Assessment with Independent External Validation (quality assurance review) was completed in June 2019 by an internal auditor of a state 
agency.  The conclusion of the assessment is that TRA’s Internal Audit Activity conforms to the Standards. Results of all quality assessments are 
shared with the Audit Committee and the full Board of Trustees.  
 
An internal quality assessment was completed in October 2020.  The next assessment will be an internal assessment and will be performed in 
2021.  
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December 8, 2020 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Administrative Expenses for the period July 1, 2019 to June 30, 2020.  

The primary business objectives of Administrative Expenses are as follows: 

• The administrative expense process is accurate, complete, and timely.

• The administrative expense process follows applicable guidance (state statute, policies, and
procedures).

• Controls exist to mitigate identified risks, including segregation of duties.

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors.  These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 

Based on the audit results, management controls are not operating effectively to achieve business 
objectives listed above.  We identified two issues.   

The background of the business process follows, along with the audit objectives, scope, methodology 
and summary of results.  The results of procedures performed are presented in more detail in the 
Results and Recommendations section.   

We appreciate the assistance provided by TRA Management and Staff during this audit.  Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 

Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 

Ruth Krupa 
Staff Internal Auditor 

TEACHERS  RETIREMENT ASSOCIATION

651.296.2409   800.657.3669   fax 651.297.5999

info@MinnesotaTRA.org

EXHIBIT 4D.1
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BACKGROUND 
 
Teachers Retirement Association is subject to State of Minnesota laws and various state agency policies 
and procedures regarding procurement, encumbrance, and payment of administrative expenses. For 
FY2020, TRA incurred approximately $6.9 million in administrative expenses (non-personnel related).   
 
Due to COVID-19 closing TRA offices in March 2020, manager approval and all other levels of the 
procurement process will be closely monitored for compliance.  

 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 
 
Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 

 
Business Objectives Business Risks Management Controls  Controls Tested 
The administrative 
expense process is 
accurate, complete, 
and timely. 

The administrative 
expense process is 
inaccurate, incomplete, 
or untimely. 

Payment requests are 
reviewed for appropriate 
authorization and supporting 
documentation prior to 
payment. 
 
Accounting system restricts 
duplicate invoices and/or 
duplicate payments to the 
same invoice. 
 
Sufficient and appropriate 
segregation of duties exists. 

Administrative expenses 
(purchasing card and 
invoices) were examined 
to ensure applicable 
guidance was followed.   
 

The administrative 
expense process 
follows applicable 
guidance (state 
statute, policies, and 
procedures). 

There is no applicable 
guidance for 
Administrative Expenses. 
 
The administrative 
expense process does not 
follow the applicable 
guidance. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

State Statute exists. MMB 
policy exists. TRA 
policy/processes exist. 
 
TRA works with MMB, SBI, and 
other retirement systems to 
ensure proper application of 
existing GASB 
pronouncements. 
 
TRA's financial reporting is 
compared to applicable 
standards (e.g., GASB) and 
other pension fund reports. 
 
Policy and processes are 
periodically reviewed and 
updated. IA would notice if 
policy is out of date. 
 
 
 
 

All policies and guidance 
were reviewed for 
compliance with MMB 
and state policy, and that 
they were up to date with 
current standards. 
 
Administrative expenses 
(purchasing card and 
invoices) were examined 
to ensure applicable 
guidance was followed.   
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Business Objectives Business Risks Management Controls  Controls Tested 
Controls exist to 
mitigate identified 
risks, including 
segregation of duties. 

Controls do not exist. 
 
Segregation of duties is 
violated. 

There is sufficient segregation 
of duties between purchasing 
and accounts payable. 
 
Purchasing card transactions 
are properly authorized and 
reconciled. 
 
Purchasing transactions are 
analyzed for unusual items, 
etc. 
 
Accounting department 
reconciles cash daily to SWIFT 
and TRA's business system. 
 
Payment requests are 
reviewed for appropriate 
authorization and supporting 
documentation prior to 
payment. 
 
 
Perform and approve general 
ledger account reconciliations 
regularly. 
 
Journal entries are 
documented, reviewed, and 
approved prior to posting. 

Administrative expenses 
(purchasing card and 
invoices) controls were 
noted. Segregation of 
duties was evaluated. 
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AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 
 
The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 
 
The scope of the audit covered the time period July 1, 2019 to June 30, 2020 and included 
approximately 1,600 individual payments to vendors for a total of over $6.9 million. 
 
The audit methodology included obtaining information on management’s business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks.  Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures.  Specifically, we performed the following procedures: 
 

• Verified completeness by reconciling total administrative expenses paid to the QuickBooks cash 
account. 

 

• Judgmentally selected 25 invoices to test. For each invoice: 
o Noted whether the invoice was properly approved prior to entry into SWIFT. 
o Verified whether the invoice was paid timely (within 30 days of the invoice date, or the 

date received, whichever is later). 
o Determined if there was appropriate segregation of duties for payment in SWIFT. 
o Determined if the invoice payment was entered in an appropriate QuickBooks account. 
o For invoices related to a contract, verified that the contract existed in SWIFT and had 

not been exceeded. 
o For non-contract invoices, verified that the expense account used was appropriate and 

the amount paid matched the invoice. 
o For invoices with tax, recalculated the taxable amount. 

 

• Judgmentally selected three (3) purchasing card statements to test. For each statement: 
o Reviewed purchasing logs to ensure they were completed timely and accurately. 
o Insured that purchases were necessary business expenses, had original receipts 

attached, had not been submitted as an employee reimbursable expense, and had sales 
tax applied if appropriate. 

o Compared the original itemized receipts to the TRA-maintained purchasing card log and 
US Bank Statement to insure they reconciled. 

o Determined if the purchasing card statement balance had been paid timely. 
o Reconciled the selected statement payments to the General Ledger. 
o Determined whether the maximum transaction amount ($5,000) and maximum 

payment cycle amount ($20,000) had not been exceeded. 
 

• Investigated any differences. 
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SUMMARY OF RESULTS 
 

• Significant to TRA: the result impacts TRA as an entity. The result could be noted in an external 
audit (OLA or OSA) or could impact TRA’s reputation. 

• Significant to Business Objectives: the result impacts the specific business objective(s). 

• Other Reportable Result: the result is a by-product of audit work performed. No direct impact 
on the specific business objective(s), but is an opportunity to improve business processes. 

 
# Title Severity 
1 Excessive and/or Incompatible Levels of SWIFT Access Significant to TRA 

2 Administrative Expense Controls Not Sufficient Other Reportable Result 
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RESULTS AND RECOMMENDATIONS 
 

POSITIVE RESULTS 
Positive results noted from testing: 
 
A. The administrative expenses process is accurate, efficient, and timely: 

• Of 25 invoices tested, 23 had no issues noted. 

• Of 25 invoices tested, 25 were determined to have been paid accurately.  

• Of 25 invoices tested, 25 were determined to have been paid timely. 
 

B. The administrative expense process follows applicable guidance (state statute, policies, and 
procedures): 

• All items tested on the Purchasing Card were appropriate purchases. 

• No issues were noted in the reconciliation of expenses done by Internal Audit. 

• No purchasing card expense exceeded the maximum transaction amount ($5,000), and no 
purchasing card statement exceeded maximum payment cycle amount ($20,000). 
 

C. Controls exist to mitigate identified risks, including segregation of duties. 

• Of 25 invoices tested, 23 had no issues with segregation of duties. 

• No undiscovered fraud was noted on the Purchasing Card statements tested. 

 
REPORTABLE RESULTS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. The following reportable results and recommendations were 
identified. 
 
# 1 Excessive and/or Incompatible Levels of SWIFT Access 

Severity Significant to TRA 

Description of Result 

SWIFT (State Wide Integrated Financial Tools) is the state’s accounting and procurement system.  
Statewide Operating Policy 1101-07 outlines agency responsibilities and obligations regarding security 
and access.  One of these policies states that each agency must - 

• Limit individual employee access to only those systems, programs, applications and data 
necessary for the individual to perform their job functions and responsibilities.   

• Segregate incompatible job duties and responsibilities.  In cases where incompatible functions 
cannot be segregated, the agency must implement and maintain compensating controls. 

• Review and evaluate the appropriateness and reasonableness of individual employee security 
and access at least annually, or more frequently if circumstances or job changes dictate. 

 
Generally, only supervisory or managerial level staff approve vouchers according to the State Agency 
Security Roles updated 01-01-2017 guide.  Most state agencies follow an approval level based on the 
following:  
 Level 1:  Purchases up to $24,999.99 require one approver such as a supervisor. 
 Level 2:  Purchases from $25,000.00 to $99,999.99 require a second approver such as a division  

 manager. 
 Level 3:  Purchases over $100,000.00 require a third approver such as a financial director. 
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TRA has chosen to follow these recommended approval levels. 
 
During the audit, of twenty-five (25) invoices tested, two (2) exceeded $100,000.00 and were entered 
and approved by the same staff member.  Because of their size, these invoices should have required 
additional approvals within SWIFT.  However, these invoices did not have the additional approvals when 
payment occurred. 
 
One invoice was approved and entered by an Accounting Clerk Senior who had Level 3 access.  The 
Accounting Clerk Senior position does not meet the criteria listed above.  This access was revoked March 
26, 2020 after a security access review was completed. 
 
The second invoice was approved and entered by the Accounting Director who had Level 3 access.  That 
position does not meet the criteria listed above.  A mitigating control is to obtain a secondary approval 
from the Chief Financial Officer (CFO) but that did not occur for this invoice.  The Accounting Director in 
this instance terminated employment with TRA in April 2020; her access was revoked the next day. A 
new Accounting Director joined TRA on June 4, 2020 and she was granted the same Level 3 access after 
this date. 
 
Purchases that meet Level 3 criteria should not be entered into SWIFT and approved by the same staff 
member.  TRA staff with excessive levels of approval within SWIFT for invoice payment is a significant 
risk.  Payments made from invoices entered by a staff with excessive levels would only be detected after 
the payment is issued. 
 
A review of access roles within SWIFT for the Accounting department was completed in November 2020. 
Conflicting roles were identified and most were removed. The remaining conflicting roles were assessed 
to determine their level of risk.  Due to the size of the Accounting department and the number of 
transactions within SWIFT, TRA has decided to accept the risk with these conflicting roles.  Where 
possible, mitigating controls have been designed and put into place.  One of these is requiring the CFO 
to review any transactions performed by the Accounting Director when in a backup role.  The CFO has 
only approval authority within SWIFT.  These mitigating controls will be tested in the FY2021 audit. 
 
 

Recommendation 

Level Three SWIFT access was revoked for the Accounting Clerk on March 26, 2020 . 
 
SWIFT access levels for applicable TRA staff are required to be reviewed and certified annually. The 
detailed SWIFT access security report should be reviewed carefully and approved by senior leadership.  
Excessive and/or incompatible access must be identified with appropriate mitigating controls designed 
and implemented.   
 

Management Action Plan 

Accounting recently did a review of the accounting staff SWIFT Security roles and removed most of the 
incompatible roles. The Accounting Clerk Senior has Approval Level 1, preventing this from happening 
again. John Wicklund and myself are set up to approve anything over $100,000. I cannot speak directly 
to the incident with the previous Accounting Director, but the annual SBI payment is well known and 
well documented as this is paid to them every July 1st. John Wicklund signed off on this payment, which 
is the mitigating control in place at the time. I have now updated the SWIFT roles so in a similar 
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situation, there would have been 3 approvals requested within SWIFT. 
 

Responsible Personnel Kris Lind 

Target / Due Date Complete. Already adjusted the approval levels in SWIFT. 

 
# 2 Administrative Expense Approval Documentation Missing 

Severity Other Reportable Result 

Description of Result 

Of twenty-five invoices tested, two (2) invoice approval included the required signature but not the date 
of approval. It is unclear if approval happened before or after payment. 
 

Recommendation 

Invoice approvals must contain an appropriate and legible signature and date. 
 

Management Action Plan 

Both findings were with the same approver.  She has been talked to about the importance of signing and 
dating her invoices. Accounting will also remind all managers of this importance at the next 
Management meeting in December.   
 

Responsible Personnel Kris Lind, John Wicklund 

Target / Due Date Complete. Already discussed with the individual and will mention it in the 
next management team meeting in December. 
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January 14, 2021 

TRA Board of Trustees and Audit Committee Members 
TRA Management 

EXECUTIVE SUMMARY 

We have completed the audit of Expense Reimbursements for the period July 1, 2019 to June 30, 2020.  

The primary business objectives of Expense Reimbursements are as follows: 

• Expense reimbursements follow applicable guidance.

• Expense reimbursements are appropriately authorized and are processed accurately, timely,
and completely.

The audit was performed in accordance with generally accepted government auditing standards 
contained in the Government Auditing Standards issued by the Comptroller General of the United States 
and the International Standards for the Professional Practice of Internal Auditing issued by the Institute 
of Internal Auditors.  These standards require that we plan and perform the audit to obtain sufficient, 
appropriate evidence to provide a reasonable basis for our findings and conclusions based on our audit 
objectives. We believe that the evidence obtained provides a reasonable basis for our findings and 
conclusions based on the audit objectives. 

Based on the audit results, management controls are not operating effectively to achieve business 
objectives listed above.  We identified one issue. 

The background of the business process follows, along with the audit objectives, scope, methodology 
and summary of results.  The results of procedures performed are presented in more detail in the 
Results and Recommendations section.   

We appreciate the assistance provided by TRA Management and Staff during this audit.  Please feel free 
to contact me at 651-284-3642 or lnagel@minnesotatra.org if you have any questions or concerns. 

Leslie Nagel, CPA, CEBS, CIA 
Chief Audit Executive 

Ruth Krupa 
Staff Internal Auditor 

TEACHERS  RETIREMENT ASSOCIATION

651.296.2409   800.657.3669   fax 651.297.5999

info@MinnesotaTRA.org

EXHIBIT 4D.2
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BACKGROUND 
 
Expense reimbursements are governed by state statute, state policies, collective bargaining agreements, 
and internal policies. Expense reimbursements may be subject to review by the Minnesota Office of the 
Legislative Auditor (OLA) during financial statement or internal control audits. Because of the complexity 
and range of guidance, expense reimbursements are selected annually for an internal audit. 
 
TRA allows employees to submit expense reimbursements via paper form or online through SEMA4, the 
state’s payroll and benefit system.  For online reporting, employees must upload the required receipts 
and attach to the expense reimbursement.  Timesheet approvers, typically the employee’s supervisor or 
manager, review and approve the online expense reimbursement when timesheets are reviewed and 
approved.  Reimbursements occur each pay period. 
 
Due to closure of the office in March 2020 from COVID-19, most forms are expected to be electronic. A 
majority of travel was also cancelled after this date. 
 
Expense reimbursements for Board of Trustees continue in paper form.  Reimbursements are processed 
through SWIFT, the state’s accounting system. 

 

BUSINESS OBJECTIVES, RISKS AND CONTROLS 
 
Below are the major business objectives, risks to achieving those objectives, controls management has 
established to mitigate these risks, and the controls that were tested. 

 
Business Objectives Business Risks Management Controls 

(current and future) 
Controls Tested 

Expense 
reimbursements 
follow applicable 
guidance (policies, 
contracts, etc.) 

Expense reimbursements 
are made that do not 
follow applicable 
guidance.   

Employees are provided 
sufficient information to 
accurately complete expense 
reimbursements. 

Expense reimbursements 
follow applicable guidance 
(policies, contracts, etc.) 
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Business Objectives Business Risks Management Controls  Controls Tested 
Expense 
reimbursements are 
appropriately 
authorized and are 
processed accurately, 
timely, and 
completely. 

Expenses submitted did 
not actually occur.
   
Expenses submitted did 
occur, but have been 
overstated. 
  
An expense already paid 
for with the purchasing 
card is submitted for 
reimbursement. 
  
The same expense is 
submitted multiple times 
for reimbursement.
   
Expense reimbursements 
are misclassified in the 
general ledger. 
  
Expense Reimbursements 
are misdated as to when 
they occurred, in order to 
deliberately avoid IRS 
taxation.  
 
Reimbursements are 
deliberately not paid to 
employees/trustees.
   

The manager or supervisor 
reviews all employee expense 
reports before approval. 
 
Before being approved for 
payment in SWIFT, the 
Accounting Director reviews 
expenditures for 
appropriateness, duplication, 
or appearance in the 
purchasing card.  
 
The general ledger is reviewed 
by a different employee than 
the one who entered the 
expense.  
 
Employees/trustees would 
notice and question why they 
were not paid. 

Expense reimbursements 
were examined to ensure 
applicable guidance was 
followed. 
 
Expense reimbursement 
requests were examined 
for timely submission.  
Late submissions were 
examined to determine if 
the reimbursement was 
appropriately treated as 
supplemental wages and 
taxed according to IRS 
rules. 
 
IA compares purchasing 
card vendor payments to 
expense reports in the 
yearly audit. 
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AUDIT OBJECTIVE, SCOPE AND METHODOLOGY 
 
The audit objective was to determine whether internal controls are in place and are working effectively 
to achieve the business objectives stated above. 
 
The scope of the audit covered the time period July 1, 2019 to June 30, 2020. The population was 277 
expense reimbursement requests (paper and electronic) for Board of Trustees members and employees.  
 
The audit methodology included obtaining information on management’s business objectives and risks, 
and focused on key processes and monitoring controls that management has established to address 
significant risks.  Our methodology includes validation of controls in place through observation, sample 
testing of transactions, review of supporting documentation, interviews with relevant staff, and other 
pertinent procedures.  Specifically, we performed the following procedures: 

• For employees, selected 51 expense reports for testing. 

• For Board of Trustees, selected at least one expense reimbursement from each trustee to test. 

• Examined each reimbursement request. 

• Determined if expenses reimbursed were appropriate based on applicable guidance, and 
calculated accurately. 

• Noted whether each expense reimbursement request was signed by the employee or trustee 
(paper form) and approved by the appropriate supervisor/manager (paper and online). 

• Noted whether the expense reimbursement request was made timely (within 60 days of the 
expense being incurred). 

 

SUMMARY OF RESULTS 
 

• Significant to TRA: the result impacts TRA as an entity. The result could be noted in an external 
audit (OLA or OSA) or could impact TRA’s reputation. 

• Significant to Business Objectives: the result impacts the specific business objectives. 

• Other Reportable Result: the result is a by-product of audit work performed. No direct impact 
on the specific business objectives, but is an opportunity to improve business processes. 

 
 

# Title Severity 

1 Insufficient Review of Expense Reports; Ineligible Expenses Paid 
Other Reportable 
Result 
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RESULTS AND RECOMMENDATIONS 
 

POSITIVE RESULTS 
Positive results noted from testing: 
 
A. Of the 12 trustee reports tested, all reports 

• Followed applicable guidance, 

• were recorded accurately on the expense reimbursement request, 

• had the appropriate supporting documentation attached, 

• were properly approved, and 

• were paid timely. 
 

B. Of the 51 employee reports tested: 

• 47 Followed applicable guidance, 

• 49 were recorded accurately on the expense reimbursement request, 

• 49 had the appropriate supporting documentation attached, 

• 49 were properly approved, and 

• 51 were paid timely. 

 
REPORTABLE RESULTS 
A reportable result is defined as a control weakness that is likely to create a high risk of not meeting 
business objectives if not corrected. The following reportable result and recommendation was 
identified. 
 
# 1 Insufficient Review of Expense Reports; Ineligible Expenses Paid 

Severity Other Reportable Result 

Out of 51 employee expense reports tested: 
 

1. Two (2) employee expenses were found to be for the same event (a taxi ride). One was 
expensed as mileage and the other as a taxi expense. The taxi ride was for the employee leaving 
a conference to begin their own private vacation. Taxi rides taken for personal travel cannot be 
expensed to TRA, and taxi rides cannot be claimed for mileage. This was not detected when the 
expense reports were approved or processed for payment. 

 
 

2. Three (3) employee meal expenses from one employee were inappropriately submitted and 
approved.  According to the applicable bargaining agreement for this employee- ‘Meals are 
reimbursable if the employee is on assignment away from their temporary or permanent work 
station in a travel status overnight or departs from home in an assigned travel status before 6:00 
a.m.’.  These meal reimbursement requests were for meals incurred on personal time.   

 
 

3. Two (2) employee expense reports were found to lack the necessary information concerning 
location of departure, destination, or purpose of a ride to confirm that trip mileage or taxi ride 
was appropriate. Internal Audit had to make further inquiries to determine the nature of these 
expenses. Two expenses on these reports were found to have been inappropriate and should 
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not have been reimbursed. This was not sufficient information for the expenses to have been 
approved, and was not noticed during the approval process or when the expense reports were 
processed for payment. 

 
4. One (1) employee expense for an Uber ride was found to have reward points given to the 

employee. Staff should not receive rewards points for any type of travel that is later expensed 
back to TRA. This was not detected when the expense report was approved or processed for 
payment. 

 
5. One (1) employee expense was not submitted timely.  The IRS requires that an expense 

reimbursement must be submitted timely (within 60 days) to be non-taxable.  This expense was 
submitted later than 60 days after being incurred and was not detected when the expense was 
approved and submitted for payment.  Per Accounting staff and review of SEMA4, the state 
payroll system, it was not taxed as required.   

 

Recommendation 

Employees who submit expense reports are reminded to review applicable expense reimbursement 
policies and guidance. Reports are to be completed accurately and timely. 
 
TRA staff who approve and/or process expense reports must review them carefully for completeness 
and accuracy.  An expense report that does not follow applicable policy or guidelines should be returned 
to the submitter for correction.   
 
Where appropriate, any erroneously paid expenses will be recovered. 
 

Management Action Plan 

1) Accounting Director will review all expense reports prior to SEMA input.  
 

2) Accounting will coordinate with Dan Ristow (Training Coordinator) to schedule additional 
training on current expense reporting policy and procedures before we are back in the office 
and traveling restarts.  (Targeted groups) 

 

Responsible Personnel Kris Lind, John Wicklund 

Target / Due Date 1) Immediately.  
2) Once we return to the office and before travel restarts. 
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INTERNAL CONTROLS BULLETIN 
Part Two of Two 

November 30, 2020 - Volume 12, Issue 11 

Take Advantage of This Opportunity!

Recently, the State of Minnesota recognized the 
annual Fraud Awareness and Prevention Week. 
Governor Walz issued a proclamation and state 
employees participated in their agency’s virtual 
events and discussions. The goal of the week is to 
make everyone aware that fraud can happen 
anywhere and at any time, and to educate on how 
to prevent, detect, and report suspected 
wrongdoing in state government.  

In last month’s internal control bulletin, the first 
part of this two-part issue, you read about the 
potential for new fraud risks due to changes in our 
work environment and why experts are worried 
about an increase in fraud schemes. In this bulletin, 
we uncover reasons to be optimistic and ways we 
can prevent fraud, waste, and abuse.  

Assess fraud risks. Since many of our agency 
priorities and processes have changed in response 
to the pandemic, we have an opportunity to re-
evaluate agency risks and ensure we focus on the 
potential for fraud. This includes brainstorming 
new risks, documenting current controls and gaps 
or weaknesses, and taking corrective action to 
implement additional or compensating controls. 
This is the time to be proactive and eliminate 
opportunities for fraud. 

Coordinate training. Now more than ever, agencies 
should adapt or create fraud training. Take 
advantage of virtual settings to reach a large 
audience without the logistics of traditional in-
person meetings. Because employees can have 
altered work hours when working remotely, design 
shorter training of specific content that can be 
accessed at any time. Keep training sessions fresh, 

easily accessible, and interactive to help employees 
gain knowledge to protect state assets. 

Sharpen your skills. We all are responsible to 
report fraud, waste, and abuse. We must 
understand the techniques in prevention and 
detection. That includes learning proper internal 
controls and recognizing the signs or actions of a 
potential fraudster. Waiting for others to act 
causes additional waste of valuable time, agency 
funds, and taxpayer money. Trust your skills and 
ability to spot wrongdoing and act. 

Communicate effectively. Managers should seek 
input from employees regarding risk or procedural 
issues, and employees should feel empowered to 
raise concerns. Also, reaching out to other agency’s 
employees can help broaden awareness of new 
fraud risks and schemes. Managers should keep 
everyone informed of proper fraud reporting 
channels and be willing to accept and act on fraud 
tips. Accurate and timely communication is crucial 
for mitigating fraud. 

Action Step 

Fraud schemes constantly evolve, and fraudsters 
now have new opportunities. Minimize those 
opportunities with strong internal controls. 

Like what you’re reading? Subscribe now and 
never miss an issue! 

Questions?  

Contact Jake Rossow, Acting Director, Enterprise 
Internal Controls 

EXHIBIT 4E.1
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INTERNAL CONTROLS BULLETIN 
December 22, 2020 - Volume 12, Issue 12 

Reason this Season – Show People You Care

December is the time of year which invokes images 
of peaceful snowfall, hanging by a cozy fire, and 
spending time with family and friends. This month 
is also a great reminder to spend quality (virtual) 
time with your employees, where you can focus on 
their connection to your agency mission and 
discuss plans for their long-term growth and 
development. Read on for a few areas where your 
gift of time and attention can go a long way in 
employee engagement and satisfaction.  

Onboarding and continuous training efforts 

Managers and staff alike should devote time to 
teaching and learning. You can do this during 
onboarding and continuous training activities. 
Updated position descriptions define job 
responsibilities and documenting steps for 
onboarding ensure a smooth process for bringing 
on new teammates. Virtual meet and greets with 
various areas within the agency assist in 
introducing key members. Keep communication 
channels open to promote working together. 
Analyze and act on training opportunities, both 
external and internal, to improve the functionality 
of the unit and agency. 

Mentoring to strengthen the workforce 

Creating a leadership culture and mentoring staff 
shows the agency values and cares about growing 
your employees’ skills and knowledge. Periodic 
meetings to discuss current and future career 
goals, developing a plan to reach those milestones, 
and providing the necessary resources and 
opportunities is vital in furthering careers. 
Encourage your staff to network at all levels and 
with other agencies to open doors for future 
opportunities. 

Retaining and recognizing individual value 

Recognize the importance of periodic performance 
evaluations. Define and communicate clear 
expectations for performance and offer and accept 
feedback on areas to improve. When appropriate, 
provide positive reinforcement and praise a job 
well-done. Help your employees understand the 
value of state work and how it connects to 
improving the lives of all Minnesotans.    

Action Step 

This season make time for quality connection with 
your direct reports and fellow co-workers. 

• Schedule individual or group sessions to
discuss what it means to succeed and
where to improve

• Listen and ask questions to give and gain
knowledge

• Take or suggest a training
• Recognize someone for their extraordinary

work

An employee who is engaged, feels valued, and 
sees a path for growth is the best gift you can give 
to your organization. 

Like what you are reading? Subscribe! 

Questions? 

Contact Paul Rehschuh, Internal Control Specialist. 

EXHIBIT 4E.2
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INTERNAL CONTROLS BULLETIN 
Greatest Hits Edition 

January 28, 2021 - Volume 13, Issue 1 

Are you building your wings on the way down?

Some of us have heard the phase “building your 
wings on the way down” implying that critical 
actions and creative solutions can often be 
reactionary. Recently, it may seem that we are all 
“building our wings on the way down” as we work 
through many unpredictable issues. We often 
come up with our greatest answers during a time 
of uncertainty. However, as custodians of the 
state’s resources, we must remember to be 
proactive and do our best to anticipate what could 
go wrong. This can help identify strategies in 
advance to respond to risks or adverse situations.  

There are two key opportunities to be proactive in 
the agency approach to risks:  

• Perform risk mitigation on critical processes
• Implement preventive control activities

Risk mitigation often begins with thinking about 
what could go wrong in advance. Documenting 
possible risk scenarios ahead of time allows for 
efficient strategies and preparing for negative 
situations. It also can identify the appropriate 
control activities to best mitigate the risks that 
were identified. 

Control activities are actions taken to eliminate or 
mitigate identified risks. They can be separated 
into two distinct categories: Detective controls 
such as reconciliations are important but 
reactionary as they evaluate transactions or events 
that have occurred. Preventive controls like 
approvals and separation of duties are controls 
used to identify and stop unwanted events from 
happening.  

As part of an effective control system strategy, 
preventive controls should be put into place to 
catch erroneous, inappropriate, or fraudulent 
transactions before they are processed.  

Risk mitigation takes time, but the long-term 
benefits for identifying risks and related control 
activities outweigh the time spent in the short run. 
By strategically documenting risks and 
implementing preventive controls, we will reduce 
instances of being caught in a reactive state, or 
“building our wings on the way down.” 

Suggested action steps: Commit to performing risk 
mitigation on the most critical business processes. 
Many agencies document high-risk processes on 
their annual risk assessment plan. This is the best 
time to complete critical risk mitigation projects 
and document key risks mitigated and controls 
implemented. Risk mitigation includes:   

• Documenting the process and
brainstorming what could go wrong

• identifying control gaps and developing
strategies to mitigate those risk scenarios

• planning corrective action to implement
preventive or detective controls

Like what you’re reading? Subscribe now and 
never miss an issue! 

Questions?  

Contact Jake Rossow, Acting Director, Enterprise 
Internal Controls 

This bulletin was originally authored by Jeanine 
Kuwik in November 2012. 

EXHIBIT 4E.3
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Can Boards Meet the 
Challenge? 2020 ACGI Results

Boards are falling short when it comes to challenging 
management. As a result, they may not be gaining all the 
information they need for sound corporate governance.

The Institute of Internal Auditors recently published the 
2020 American Corporate Governance Index (ACGI), 
which asked chief audit executives (CAEs) to grade board 
members’ assertiveness in offering opinions that conflict 
with the CEO’s. The overall rate was a 76, a middling 
C. Only 66% thought board members would object if
the CEO wanted to postpone reporting negative news.
Boards also scored poorly when it came to asking whether
the information presented to them was accurate and
complete, receiving an even more troubling grade of 68.

A candid exchange of opinions — even contradictory 
ones — is beneficial for an organization. But this is 
difficult to accomplish if boards are not pushing back on 
questionable decisions or don’t know if they are getting 
the full picture on critical issues.

“Entities and their key stakeholders are better served 
when directors effectively challenge management’s 
judgments, explicitly consider alternative perspectives, 
and engage management in frank and open discussions,” 
according to a COSO report on Enhancing Board 
Oversight: Avoiding Judgment Traps and Biases.

A More Dynamic Approach 
There are a number of reasons why boards should 
consider whether they are too hesitant in their 
engagement with management.

Constructive debate leads to better decisions. Conflict 
or rancor are not productive, but robust engagement 
can motivate each side to consider and articulate their 
information or opinions and, perhaps, re-evaluate them 
in light of the questions they are asked or the answers 
they receive. Being tough doesn’t have to mean being 
confrontational, a National Association of Corporate 
Directors (NACD) report points out.1 It is possible to 
disagree while remaining respectful and collaborative.

Boards need to avoid being drowned out. If directors 
aren’t proactive, they may find themselves taking a back 
seat to other opinions. Given high levels of shareholder 
activist campaigns in recent years, “chances are that if the 
board isn’t challenging management on the status quo, 
others will,” according to a 2018 EY report.2 Shareholder 
activism is expected to bounce back in 2021 after a 
decline in 2020, Bloomberg reported.3
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Skepticism is a valuable asset. Questioning data — even good news — and 
requesting explanations for surprising outcomes can help illuminate problem 
areas. That doesn’t mean playing devil’s advocate or asking uninformed 
questions for no reason, as the NACD report notes.4 “It’s about understanding 
the industry and the business, applying your business acumen to the subject 
matter, and requiring logical responses to relevant, well-formed questions.”

Tough times underscore the importance of boards’ engagement. “Everyone 
knows what boards should be: seats of challenge and inquiry that add value 
without meddling and make CEOs more effective but not all-powerful,” according 
to a Harvard Business Review article.5 The disruptions and uncertainty of the 
past year have shown how important this role can be during difficult times.

More Key Details From the ACGI 
Despite the uncertain time for organizations and the economy created by the 
COVID-19 pandemic, there was a modest improvement in overall corporate 
governance in 2020, according to ACGI. But there still is work to be done in 
some key areas.

CAEs, who provide organizational leaders with independent assurance and 
advice on critical concerns, gave corporate governance in 2020 an overall score 
of 82, or a B- grade, up three points from 79, or a C+, in 2019. The ACGI survey 
asks CAEs to grade their organizations based on a series of statements related 
to each of eight Guiding Principles (see American Corporate Governance Index: 
Making Strides Amid Crisis for more details).

Some of the key lessons learned from the 2020 ACGI include:

During a crisis, being regulated can be beneficial. Companies in regulated 
industries, such as financial services, transportation, and utilities, scored 
better on governance considerations. Larger unregulated companies (with total 
revenues of more than $10 billion) received better governance scores than 
smaller ones.

At many organizations, governance may be stronger when there are more 
direct management reporting structures overall and specifically for internal 
audit. If material issues make their way to the CEO fairly easily, the company is 
substantially more likely to have high governance grades and less likely to have 
low ones, according to ACGI survey data. The data showed that CAEs who report 
administratively to the audit committee or CEO were more likely to give high 
overall governance grades to their organizations than were those who report to 
the CFO. The data suggested this correlation for companies reporting revenue 
under $10 billion.

Tone at the top may not be filtering down. While CAEs thought their 
organizations’ board and CEO exemplified a strong tone at the top that would 
pass any ethical test (they scored this statement a 94), they were less confident 
that this tone was communicated to and embodied by all levels (only an 82). 
(See the chart on page 4 for more perspective on culture.)
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More work is needed on the ways boards evaluate corporate governance. 
The grade in this area was a solid C. While CAEs thought organizations 
were doing a slightly better job of discussing governance and seeking 
feedback on it, formal evaluations are not as common as they should be.

Looking Ahead 
The quality of corporate governance appears to have held firm during 
a particularly challenging time, but it’s unclear what the long-term 
impacts of the pandemic will be on companies and the economy, 
and on workplace culture and governance. It is now up to boards and 
management to determine how best to build on the strengths and address 
the weaknesses revealed during the crisis. Leaders can use the ACGI to 
review their own situations and map a path forward in uncertain times. 
Most important, they should take an active role in ensuring that they 
are having candid conversations with management and receiving the 
information they need for good governance.

Guiding Principles of Corporate Governance 

PRINCIPLE 2020 2019

Principle 1: Effective corporate governance requires regular 
and constructive interaction among key stakeholders, the board, 
management, internal audit, legal counsel, and external audit and 
other advisors.

B (83) C+ (79)

Principle 2: The board should ensure that key stakeholders are 
identified and, where appropriate, stakeholder feedback is regularly 
solicited to evaluate whether corporate policies meet key stakeholders’ 
needs and expectations.

B (86) B- (81)

Principle 3: Board members should act in the best interest of the 
company and the shareholders while balancing the interests of other 
key external and internal stakeholders.

B (85) B- (80)

Principle 4:  The board should ensure that the company maintains a 
sustainable strategy focused on long-term performance and value.

C+ (79) C (75)

Principle 5: The board should ensure that the culture of the company 
is healthy, regularly monitor and evaluate the company’s core culture 
and values, assess the integrity and ethics of senior management, 
and, as needed, intervene to correct misaligned corporate objectives 
and culture.

B (86) B- (82)

Principle 6: The board should ensure that structures and practices 
exist and are well-governed so that it receives timely, complete, 
relevant, accurate, and reliable information to perform its oversight 
effectively.

C+ (79) C+ (78)

Principle 7:  The board should ensure corporate disclosures are 
consistently transparent and accurate, and in compliance with legal 
requirements, regulatory expectations, and ethical norms.

B (85) B (83)

Principle 8: Companies should be purposeful and transparent in 
choosing and describing their key policies and procedures related 
to corporate governance to allow key stakeholders an opportunity to 
evaluate whether the chosen policies and procedures are optimal for 
the specific company.

C (75) C- (72)

QUESTIONS FOR DIRECTORS
 » Do board members question or challenge 

management as necessary? 

 » Is there healthy debate and discussion, 
or do directors accept management 
information without much question?

 » Does the board ask for details about 
the accuracy or completeness of the 
information it receives?   

 » Who does the board turn to for assurance 
on the accuracy or completeness of the 
information it receives?

 » Does the organization have clear and 
effective management reporting structures 
and internal audit reporting lines? 

 » Does internal audit have direct and 
unfiltered administrative reporting lines to 
the audit committee 
or CEO?

1 “Honing Skepticism,” NACD Directorship, National 
Association of Corporate Directors, January/February 2013.

2 “What Boards Should Prioritize in 2019,” EY, December 
18, 2018. 

3 “Shareholder Activism Poised to Rebound in 2021 After 
Tough Year,” Scott Deveau, Bloomberg, December 16, 
2020.

4 “Honing Skepticism,” NACD Directorship, National 
Association of Corporate Directors, January/February 2013. 

5 “Building Better Boards,” David A. Nadler, Harvard 
Business Review, May 2004.
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Sources: PwC, 2018 Annual Corporate Directors Survey, October 2018; PwC, 
2020 Annual Corporate Directors Survey, September 2020.

About the ACGI
The ACGI, now in its second year, is a collaborative effort by The Institute of 
Internal Auditors and the Neel Corporate Governance Center at the University 
of Tennessee Knoxville’s Haslam College of Business. It surveyed 131 chief 
audit executives (CAEs) of publicly listed U.S. companies on how well their 
organizations performed on meeting eight Guiding Principles of Corporate 
Governance (see the box on page 3). The results can help boards, audit 
committees, and other stakeholders gain perspective on common governance 
problem areas.  

The index is based on responses to a survey by chief audit executives, or those 
best positioned for an independent, unbiased, and enterprisewide assessment 
of a company’s governance practices. The Guiding Principles are based on a 
compendium of relevant guidance and principles advanced by experts in the 
field. The index gauges the extent to which companies are effectively achieving 
each of the Guiding Principles. It goes beyond the publicly observable aspects of 
corporate governance to provide an internal perspective on the effectiveness of 
corporate governance throughout the organization.

Quick Poll Question

In what way is your board most likely to respond to 
information from management?

 ❏ Regularly questions management in a 
constructive manner.

 ❏ Sometimes challenges management or the 
information it receives, but not often.

 ❏ Generally accepts management’s information with 
few questions.

Visit www.theiia.org/Tone to answer the question and 
learn how others are responding. 

Source: Tone at the Top December 2020 survey.

25%
5%

70%

YES NO I DON’T 
KNOW

QUICK POLL RESULTS
Does your organization formally evaluate the full system of corporate 
governance on a regular basis? (Respondents could only choose a 
single response.)
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